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“ KpaTkoe copepXXaHue

Cnam

Ons 6n10kmpoBkKM cnama B PHP no cnucky 3anpeLteHHbix cioB (spam_list.txt), ncnonbsynte dyHkumto
file() ona yTeHuna anna u stripos() 4159 NPOBEPKN HANNYNSA 3anpeLLEeHHbIX pa3 B AaHHbLIX (DOPMbI.
CkpunT npoepseT Bxoaawme $ POST gaHHble 1 NpekpaLlaeT BbIMNOAHEHNE NPU 0BHapyXeHUn

cnama. Peanunsauma 6noknposku: CospanTte dann spam_list.txt ¢ 3anpeleHHbIMK cnoBamu/ppasamu,
No O4HOW Ha CTPOKY.

spam _list.txt

spam_list.txt

alisa
fuck

block_spam.php

block_spam.php

<?php
// @ani co crnckom cnama (Kaxxoe C/10Bo/pasa ¢ HOBOV CTPOKM)
$spam file ‘spam_list.txt'

$ SERVER["REQUEST METHOD" "POST"
// YnTaem crnam-ncT B MaccuB
file exists($spam file
$spam words = file($spam file, FILE IGNORE NEW LINES
FILE SKIP EMPTY LINES

$spam_words // Ecnn ¢pavina HeT, cYnTaem, 4YTo cram-mcTa HeT

// Cobupaem gaHHbie hopMbl (HarpuMep, KOMMEHTapPU)
$comment = $ POST[ 'message'] ?? '

// [lpoBepsem JaHHbIe Ha Ha/in4ne crnama
$spam words $word
empty ($word stripos($comment, $word false
// Ecnan Hawwnv cnam, 610Kupyem oTrpaBKy
die("CoobuieHmne 3ab610KknMpoOBaHO CNaM-puabLTPoOM."
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// Ecnn cnama HeT, obpabaTteiBaem popMy AasibLue
"CoobuieHne npuHaTo!"

?>

User-Agent (lpoBepka boToB)

Bnokuposka 60oToB B PHP ocywecTBnseTca nyTem npoBepkn CTpokn User-Agent B 3anpoce $
_SERVER['HTTP_USER_AGENT'] n npepbiBaH1A BbINOAHEHNSA CKpUNTa, ecnn obHapyXeH BpeAoHOCHbIN
poboT. 1N 3alnTbl PEKOMEHAYETCS MCMONb30BaTh MAaCCMB U3BECTHbLIX 6OTOB, NPOBEPSATHL X B
Havasne anna (HanpuMep, Yepes XyK) 1 ncnosb3osaTthb die() nam exit() ong 3akpbITUS LoCTyna.
OcHoBHow MeTog (PHP) NobaBbTe 3TOT KOA B Havase Bawunx PHP-ckpunTos:

block_bot.php

block_bot.php

<?php
function blockBots
$botListFile $ SERVER[ 'DOCUMENT ROOT' '/botlist.txt"'

// [lpoBepKa cyLecTBoBaHus avisia
file exists($botListFile

// YTeHne cnncka 60ToB

$badBots file($botListFile, FILE IGNORE NEW LINES
FILE SKIP EMPTY LINES

$userAgent $ SERVER['HTTP_USER AGENT'] ?? "'

$badBots $bot
// IrHopupyem KoMMeHTapuu B (hansie, eciv OHUN eCTb (HaYNHaKTCA C #)
strpos(trim($bot "#' 0

stripos($userAgent, trim($bot false
// bnokupoBka: otnpasasem 403 v 3aBepLuaemM paboTty
header('HTTP/1.0 403 Forbidden'
exit('Access Denied'
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blockBots
7>

botlist.txt

botlist.txt

BadBot
Scanner
SiteCrawler

Bbnokuposka no IP

block.php

block _ip.php

<?php
// TlyTb K havinly 4epHOro criucka
$blacklistFile "blacklist.txt’

// 3anaavm ¢yHKUNIO rnoJyvyeHus 3HadyeHmnss IP aapeca
function get ip list

$list = array
empty($ SERVER[ 'HTTP CLIENT IP'
$ip explode(',"', $ SERVER['HTTP_X FORWARDED FOR'
$list array merge($list, $ip
empty($ SERVER|['HTTP X FORWARDED FOR'
$ip = explode(',', $ SERVER['HTTP X FORWARDED FOR'
$list = array merge($list, $ip
empty($ SERVER[ 'REMOTE ADDR'
$list $ SERVER|[ 'REMOTE_ADDR'

$list array_unique($list
implode(',"', $list

// [Monyyaem IP nocetnTesis
$visitorIp = get ip list
// BbiBoanm IP nocetutens
$visitorIp
"ebr/>"
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// YnTaem gavin B MaccuB, yaasnss nepeHockl CTPOK
it (file exists($blacklistFile

$blacklist = file($blacklistFile, FILE IGNORE NEW LINES
FILE SKIP EMPTY LINES

// [lpoBepsiem, ectb in IP B cnucke

// @QuibTpaumns no anarna3oHy

// 185.219.157.127 // OTaenbHbii IP

// 185.219.%.127 // Anana3oH (Bce IP, Ha4YumHarwoLmMecs ¢ 3Toro)

foreach ($blacklist as $blocked ip

// lpeobpa3yem MacKy ¢ * B peryasipHoe BblpaXxeHne

$pattern AN str replace(|"'."',6 '*! "\L, !
$blocked ip '$/"

it (preg match($pattern, $visitorIp
header('HTTP/1.0 403 Forbidden'
die('DocTyn 3anpeLeH.'

// ... OCTaJIbHOW KoA4 cavTa

echo "[Oobpo noxanosaTb!"
7>

blacklist.txt

blacklist.txt

192.168.1.1
10.0.0.5
172.16.0.100
185.219.157.127

MpoBepsiem bpay3ep

v @ wwossru/block/block_ip.php x ar = O x

(&) 23 localhost/block_ip.php o .“','! a & E} “ 3asepwnTs oBHOENEHUE &

It

185.219.157.127
JocTyn sanpemen.

blacklist.txt

192.168.1.1
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10.0.0.5
172.16.0.100
185.219.157.128

MpoBepsem bpaysep

blacklist.txt

10.0.0.5

MpoBepsiem bpayzep

hd @ wwoss.ru/block/bleck_ip.php x + = O %
c 25 localhost/block_ip.php g M5 & & 3 R @ 3asepwnTh OBHOBNEHWE *
185.219.157.127
Tobpo noxaioears!
192.168.1.1
172.16.0.100
185.219.157.*
b 6 wwoss.ru/block/block_ip.php b -+ — O b
)% 4 l",’__, a €. 7 R @ 3aEeplnTs 0BHOBNEHNE

% 2% localhost/block_ip.php

185219157127
JocTy sanpemeH.

NlonosiHeHMa n ®aunsbl
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e ipsum.txt
e botlist.txt
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