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“ KpaTkoe copepXXaHue

Cnam

Ons 6n10kmpoBkKM cnama B PHP no cnucky 3anpeLteHHbix cioB (spam_list.txt), ncnonbsynte dyHkumto
file() ona yTeHuna anna u stripos() 4159 NPOBEPKN HANNYNSA 3anpeLLEeHHbIX pa3 B AaHHbLIX (DOPMbI.
CkpunT npoepseT Bxoaawme $ POST gaHHble 1 NpekpaLlaeT BbIMNOAHEHNE NPU 0BHapyXeHUn

cnama. Peanunsauma 6noknposku: CospanTte dann spam_list.txt ¢ 3anpeleHHbIMK cnoBamu/ppasamu,
No O4HOW Ha CTPOKY.

spam _list.txt

spam_list.txt

alisa
fuck

block_spam.php

block_spam.php

<?php
// @ani co crnckom cnama (Kaxxoe C/10Bo/pasa ¢ HOBOV CTPOKM)
$spam file ‘spam_list.txt'

$ SERVER["REQUEST METHOD" "POST"
// YnTaem crnam-ncT B MaccuB
file exists($spam file
$spam words = file($spam file, FILE IGNORE NEW LINES
FILE SKIP EMPTY LINES

$spam_words // Ecnn ¢pavina HeT, cYnTaem, 4YTo cram-mcTa HeT

// Cobupaem gaHHbie hopMbl (HarpuMep, KOMMEHTapPU)
$comment = $ POST['username'] ?? "'

// [lpoBepsem JaHHbIe Ha Ha/in4ne crnama
$spam words $word
empty ($word stripos($comment, $word false
// Ecnan Hawwnv cnam, 610Kupyem oTrpaBKy
die("CoobuieHmne 3ab610KknMpoOBaHO CNaM-puabLTPoOM."
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// Ecnn cnama HeT, obpabaTteiBaem popMy AasibLue
"CoobuieHne npuHaTo!"

?>

block_spam_test.php

block_spam_test.php

<form action="block spam.php" method="POST">
<input type="text" name="username">
<input type="submit" value="ok">

</form>

<?php
$ SERVER["REQUEST METHOD" "POST"
// [ony4yaem v BbIBOANM [aHHbIE
$name = $ POST/| 'username'
"BBeneHHoe nms: " htmlspecialchars($name

?>

User-Agent (lpoBepka boToB)

Bnoknposka 60ToB B PHP ocyLlecTBNsSieTCS NyTeM NpoBepkn cTpokn User-Agent B 3anpoce $
_SERVER['HTTP_USER _AGENT'] n npepbiBaHUS BbINOJHEHNSA CKPUMNTA, €C/in 0bHapy>XeH BPpeAOHOCHbI
poboT. N9 3alnTbl PEKOMEHAYETCS MCMONb30BaTb MAaCCMB U3BECTHbLIX 6OTOB, NPOBEPSATH X B
Havane panna (HanpuMep, Yepes XyK) 1 ncnonbL3oBaTh die() unm exit() ana 3akpbITUA 4oCTyna
OcHoBHon MeTog (PHP) NobaBbTe 3TOT KOA B Havase Bawunx PHP-ckpunTos:

block_bot.php

block_bot.php

<?php
function blockBots
$botListFile $ SERVER|[ 'DOCUMENT ROOT' "/botlist.txt'

// TIpoBEPKa CyLLEeCcTBOBaHUA avisia
file exists($botListFile
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// YTeHne crnncka 60T0B

$badBots file($botListFile, FILE IGNORE_NEW LINES
FILE SKIP EMPTY LINES

$userAgent $ SERVER['HTTP_USER AGENT'] ?7 ''

$badBots $bot
// UrHopupyem KoMMeHTapumn B havisie, eC/in OHU eCTb (Ha4YnHatTCs C #)
strpos(trim($bot "#! 0

stripos($userAgent, trim($bot false
// brnokupoBka: oTripasasem 403 v 3aBepluaemM paboTy
header('HTTP/1.0 403 Forbidden'
exit('Access Denied'

blockBots
?>

botlist.txt

botlist.txt

BadBot
Scanner
SiteCrawler

Bbnokuposka no IP

block.php

block_ip.php

<?php
// MlyTb K ¢havizly 4epHoro crmcka
$blacklistFile 'blacklist.txt'

// 3agaanm yHKUMIO NoaydYeHns 3Ha4yeHmns IP agpeca
function get ip list
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$list array
if empty($ SERVER|['HTTP CLIENT IP'
$ip explode(',"', $ SERVER['HTTP X FORWARDED FOR'
$list = array merge($list, $ip
elseif empty($ SERVER[ 'HTTP_X FORWARDED FOR'
$ip explode(',"', $ SERVER['HTTP_X FORWARDED FOR'
$list array merge($list, $ip
elseif empty($ SERVER[ 'REMOTE ADDR'
$list $ SERVER|[ 'REMOTE_ADDR'

$list array _unique($list
return implode(',"', $list

// Mony4aem IP nocetutens
$visitorIp = get ip list
// BeiBoaum IP rniocetutens
echo $visitorlIp

echo "<br/>"

// Yntaem hann B Maccus, yaassasl NepeHoChl CTPOK
1t (file exists($blacklistFile

$blacklist = file($blacklistFile, FILE IGNORE NEW LINES
FILE SKIP EMPTY LINES

// MpoBepsem, ectb v IP B cnincke

// ®unbTpauns rno anarasoHy

//185.219.157.127 // OTaenbHbivi IP

//185.219.%,127 // [lnana3oH (Bce IP, HayYvHatoLmMecs ¢ 3Toro)

foreach ($blacklist as $blocked ip

// Mpeobpa3yem macKky ¢ * B peryaspHoe Bblpa)xeHune

$pattern Atk str replace(["'."', '*' NN, o
$blocked ip '$/"

it (preg_match($pattern, $visitorIp
header('HTTP/1.0 403 Forbidden'
die('OocTyn 3anpeLyeH.’

// ... OCTaJIbHOW KoA canTa

echo "Oobpo noxanosaTb!"
7>

blacklist.txt
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blacklist.txt

192.168.1.1
10.0.0.5
172.16.0.100
185.219.157.127

MpoBepsiem bpay3ep

v S wwoss.ru/block/block_ip.php x +
&) 2% localhost/block_ip.php

185.219.157.127
JocTyn sanpemen.

blacklist.txt

192.168.1.1
10.0.0.5
172.16.0.100
185.219.157.128

MpoBepsiem bpay3ep

v @ wwoss.ru/block/block ip.php X ar
&) 22 localhost/block_ip.php

185219157.127
Jobpo noxaToears!

blacklist.txt

192.168.1.1
10.0.0.5
172.16.0.100
185.219.157.*

Mposepsiem bpayzep
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3aBeplWKTh OBHOBNEHKE
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3asepwnTh OBHOBNEHWE *

v @ wwossnu/block/block_ip.php * +

% 2% localhost/block_ip.php

185.219.157.127
TocTy sanpemeH.
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X

3asepwuTe oBHOEAEHWE &
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NlonosiHeHMa n ®aunobl

e blacklist.txt
e ipsum.txt
* botlist.txt
e spammers.txt

From:
https://wwoss.ru/ - worldwide open-source software

Permanent link:

https://wwoss.ru/doku.php?id=software:development:demo:cms:ucms:appendix:appendix_blacklist&rev=1771099983

Last update: 2026/02/14 23:13

https://wwoss.ru/

Printed on 2026/02/15 09:56


https://wwoss.ru/
https://wwoss.ru/doku.php?id=software:development:demo:cms:ucms:appendix:appendix_blacklist&rev=1771099983

	[Спам]
	Спам

	spam_list.txt
	block_spam.php
	block_spam_test.php
	User-Agent (Проверка Ботов)
	block_bot.php
	botlist.txt

	Блокировка по IP
	block.php
	blacklist.txt

	Дополнения и Файлы


