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7.4. ®aun .htaccess

BBepeHue

.htaccess — 310 KoHpUrypaumoHHbI hannn Beb-cepepa Apache, N03BONSIOWMNIA YNPABAATH
paboToin Beb-cepBepa U HAaCTPOMKaMM CailTa C MOMOLLbIO Pa3/INYHbIX MapaMeTpoB (anpekTunB) 6e3
N3MEHEHUS OCHOBHOIO KOH(MIypaLMoHHOro arina Beb-cepeepa

NMpoBepKa KOPHEBOW AUPEKTOPUHM

Co3pagum B fucms HoBbIN hain license_test.txt 1 3anvwem B HEro «TekcT 3arnyLwKky»

license_test.txt

"Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do
eiusmod tempor incididunt ut

labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud
exercitation ullamco

laboris nisi ut aliquip ex ea commodo consequat. Duis aute irure dolor
in reprehenderit in

voluptate velit esse cillum dolore eu fugiat nulla pariatur. Excepteur
sint occaecat cupidatat

non proident, sunt in culpa qui officia deserunt mollit anim id est
laborum. "

OTKpOeM ero B bpay3sepe

v @ wwoss.ru/ucms/license testtxt X + — O X
& ¢ 2%  wwoss.rufucms/license_test.txt g M @ % 3 e MepesanycTuTs W oBHOEMTE &

"Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut
labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation ullamco
laboris nisi ut aliquip ex ea commodo consequat. Duis aute irure doler in reprehenderit in
voluptate velit esse cillum dolore eu fugiat nulla pariatur. Excepteur sint occaecat cupidatat
non proident, sunt in culpa qui officia deserunt mollit anim id est laborum.”

®daun .htaccess

Co3pagum B rnaBHon aupektopun /ucms gann .htaccess
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> [ 3vor komnsroTep

1 3anpeTuMm K nNpocMoTpy (hanna license_test.txt, readme.txt n help.txt HaxoosaWMXCcsa B 3TON Xe
AVPEKTOPUK, 3aNnCaB CeyOLWNA KOL:

.htaccess

# 3anpeTnM NPoCMOTpP hanos C paclumpeHnem .txt cnepyowmx danios
# license test.txt, readme.txt, help.txt

RewriteEngine On

RewriteRule ~(license test|readme| help)\.txt$ R=403,L,NC

O6HoBMM CTpaHuLy bpay3epa

~ & 403 3anpewexo X + — O *
< &) 2% wwoss.ru/ucms/license_test.txt Bn M ® % 3 e MNepezanycTute 1 oBHOEMTE &
3anpemeHHbIi

'V Bac HeT paspelleHHA Ha JOCTVII K 3TOMY Pecypcy.

Tenepb npu obpalteHunn k ganny license_test.txt Beb-cepsep BoiBOAMT coobLleHMe 0 3anpeTe Ha
LOCTYyN K 3TOMY (hanny.

«HekoTopble coBeThl U pekoMeHaaumm no Apache .htaccess»

.htaccess

# \CTOYHUK UHTEpHET

# Source internet

# CHaYana npoTecTUpPymnTe Ha SI0KaJIbHOM XOCTe
# Test on localhost first

# lMNepeonpenennTb 3Ha4YeHMe MO yMos4aHUio index.php
# Ovrride Default index.php
DirectoryIndex home.php
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# 3anpeTnTb LOCTYN K HEKOTOPbLIM (haisiam
# Prevent access to some files
FilesMatch
"~(config.php|readme.html|license.txt|README.md|.git|.htaccess|error lo
g)"
Order allow,deny
Deny from all
Satisfy All
FilesMatch

# N3meHnTb 3aronoskn Charset wm Language
# Change Charset and Language headers
AddDefaultCharset UTF-8
DefaultLanguage en-US

# YCTaHOBUTb 4aCOBOM MOSC MO YMOSHAHWIO
# Set default time zone
SetEnv IN Asia/Calcutta

# OTKNYNTb NPOCMOTP KaTasioros
# Disable directory browsing
Options All -Indexes

# KawumpoBaTb Takne annbl Ha 7 4HeN
# Cache these type of files for 7 days
IfModule mod headers.c
FilesMatch
"\.(jpg|jpeg|png|ico|gif|css|js|eot|otf|tt[cf]|woff|woff2]|svg|mp4|webm]|
ogv)$"
Header set Cache-Control "max-age=604800, must-revalidate"
Header unset ETag
FileETag None
FilesMatch

# FBHO OTKJIIOYUTb KILWMPOBAHNE ONA CKPUMTOB U APYrUX AUHAMUYECKUX hannoB
# Explicitly disable caching for scripts and other dynamic files
FilesMatch ".(pl|php|cgi|spl|scgi|fcgi)$"”
Header unset Cache-Control
FilesMatch

# CxaTtne Java-ckpunTa
# Java script compression
FilesMatch "\.js$"
RewriteEngine On
RewriteCond “{HTTP:Accept-Encoding} gzip
RewriteCond “{REQUEST FILENAME}.gz -f

RewriteRule \.js$ $1\.js.gz L
ForceType text/javascript
FilesMatch

# Java-ckpunT - BbIBOp KOAMPOBKY
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# Java script - vary accept encoding
FilesMatch "\.js\.gz$"

ForceType text/javascript

Header set Content-Encoding gzip

Header set Vary Accept-Encoding
FilesMatch

# OCTaHOBUTb aBTOMaTM4Yeckoe gobasneHune cpa|7|nos BEO-XOCTUHIOM

# Stop auto append files by webhosting
FilesMatch "\. (php)$"

php value auto append file none
FilesMatch

# MNepeHanpasneHne URL 6e3 www Ha URL cwww -
# Redirecting non www URL to www URL -
RewriteEngine On

RewriteCond “{HTTP HOST} ~example\.com$

RewriteRule http://www.example.com/$1 [R=301,L]

# MNonb3oBaTesIbCKUE CTPaHULbI OLNBOK
# Custom error pages

ErrorDocument 400 /error404.php
ErrorDocument 401 /error40l.php
ErrorDocument 403 /error403.php
ErrorDocument 404 /error404.php
ErrorDocument 500 /error500.php

# OTKNOYMTbL NOANUCHL cepBepa (Bepcnsi Apache)
# Disable the server signature (apache version)
ServerSignature Off

# MakcuManbHbIN pa3Mep 3arpysKu
# Max upload size
php value upload max filesize 5M

# BKNIOYMTb CKaTue Ha JIOKaJIbHOM X0CTe

# Enable compression on localhost
IfModule mod deflate.c
SetOutputFilter DEFLATE
IfModule

# WcnpaBuTb Naoxon metater x-ua
# Fix bad x-ua meta tag
FilesMatch "\.(htm|html|php)$"
IfModule mod headers.c
BrowserMatch MSIE ie

Header set X-UA-Compatible "IE=Edge,chrome=1" env=ie

IfModule
FilesMatch
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# 06cnyxunaTb haisbl LLPUGTOB
# Serve font files
FilesMatch ".(eot|ttf|otf|woff)"
Header set Access-Control-Allow-Origin "*"
FilesMatch

#BknounTb gzip c nomowbio mod gzip
#Enable gzip with mod gzip
ifModule mod gzip.c
mod gzip on Yes
mod gzip dechunk Yes
mod gzip item include file . (html? txt|css|js|/php/pl)$
mod gzip item include handler ~cgi-script$
mod gzip item include mime “text
mod gzip item include mime ~application/x-javascript
mod gzip item exclude mime ~image
mod gzip item exclude rspheader ~Content-Encoding:.*gzip
ifModule

# 3aWNTUTb KaTanor, OTK/OYMB BbINOJIHEHNE CKPUMNTA

# Secure directory by disabling script execution

AddHandler cgi-script .php .pl .py .jsp .asp .htm .shtml .sh .cgi
Options -ExecCGI

# Tvun MIME pns Be6-wpudTos
# Mime type for web fonts
IfModule mod mime.c
AddType application/vnd.ms-fontobject eot

AddType application/x-font-ttf ttf ttc

AddType font/opentype otf

AddType application/x-font-woff woff woff2

AddType image/svg+xml SVg svQz

AddEncoding gzip svgz
IfModule

# 3anpeTuTb OOCTYN K Nanke .git w BepHyTb 404
# Prevent .git folder access and return 404
RewriteRule ~. "\ .git R=404

# CkpbiTb php 4epe3 htaccess, ymanut .php n3 URL-aagpecos
IfModule mod rewrite.c

# Apache rewrite module must be on

RewriteEngine on

RewriteRule ~([~.? $ %{REQUEST URI}.php [NC,L

# Redirect with moved status
RewriteRule ~([~.? $ REQUEST URI}.php [R=302,NC,L

# Return 404 if original request is file.php
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RewriteCond THE _REQUEST} "~[”~ ]* .*?\.php[? ].*$"
RewriteRule L,R
IfModule

# 3anpeTuTb BbiNosHEHWe PHP-CKpunToB 13 Nanku 3arpy3ok
# File location example: /uploads/.htaccess
FilesMatch "\.(?i:php)$"
IfModule 'mod authz core.c
Order allow, deny
Deny from all
IfModule
IfModule mod authz core.c
all denied
IfModule
FilesMatch
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