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NMoNUTUKa OAHOIO M TOro >XKe NPOoOUCX0XAeHus

MonMTMKa 04HOr0 U TOrO XK€ UCTOYHUKA — 3TO KPUTUYECKN Ba)KHbI MexaHn3M 6e3onacHoCTH,
KOTOprVI OrpaHN4YnBaEeT B3aMMoOencrene OOKYMEHTa Un CcueHapu4d, 3arpy>xeHHoro n3 ogHoro
NCTOYHUKa , C PECYPCOM U3 APYroro NCTo4YHnKa.

9T0 nomoraeT U30a1MpoBaTh NOTEHLMNANIbHO BPELOHOCHbIE AOKYMEHTbI, YMEeHbLUAs BO3MOXHbIE
BEKTOpPbl aTak. Hanpumep, OH He N03BONSAET BPeLOHOCHOMY Beb-canTy B IHTepHeTe 3anyckaTh JS B
bpaysepe 015 YTEHUA OAaHHbBIX U3 CTOPOHHEN CNy>Xbbl BEO-MOYTHI (B KOTOPYIO BXOAWUT MOJIb30BaTEb)
WV BHYTPEHHEN CeTM KOMMaHuM (KoTopas 3allmiieHa oT NpsIMOro A0CTyna 3/10yMblLIEHHUKA C
nomoLlblo He nMes nybanyHoro IP-agpeca) v nepefasas 3TU AaHHbIE 3/I0YMbILLNEHHUKY.

OnpepeneHue NPoucxoXxaeHus

NBa URL-afpeca nmeoT 0AMHAKOBOE MPOUCXOXAEHNE, €CNN NPOTOKOJ , NOPT (€CAnN yKa3aH) 1 XoCT
0AMHaKOBbI N5 060MX. Bbl MOXeTe YBUAETL 3TO KakK «KOPTEX CXEMbI/XOCTa/MOpTa» UAK NPocTo
«KOpTex». («kKopTexx» — 3T0 Habop 3/1eMeHTOB, KOTOPblE BMeCTe COCTaBAAT Lesioe — obLias
thopma onsg OBOMHOIr0, TPOMHOIO, YETBEPHOrO, MATEPHOIrO U T. 4.)

B cnepytowien Tabnmue npmeBeneHsl NpuMepbl CpaBHEHNS nponcxoxaeHnsa ¢ URL-agpecom
http://store.company.com/dir/page.html:

URL-appec Ucxop, MpuuuHa
http://store.company.com/dir2/other.html To xe npoucxoxaeHue |ToJIbKO MyTb OT/INYAETCH
http://store.company.com/dir/inner/another.html|To »xe nponcxoxaeHne [ToNbKO NyTb OT/IMYAETCSH
https://store.company.com/page.html OTka3 [pyron npoTokon
http://store.company.com:81/dir/page.html OTka3s e'n%;g:HnmorgTaigt:l%g:%O)
http://news.company.com/dir/page.html OTka3s Apyron xocT

YHacnepoBaHHOe NPOUCXOXAOeHue

CkpunThl, BbINOSIHAEMbIe Ha cTpaHunuax ¢ URL-agpecom about:blank unm javascript:,
HacsegyloT UCTOYHMK OOKYMeHTa, cogepxkalero 3ToT URL-agpec, nockonbKy 3T Tunel URL-agpecos
He cogep»aT UHgpopmaLum 06 NCXOQHOM cepBepe.

Hanpumep, about:blank 4acTto ncnone3syetcs kak URL-agpec HOBbIX NYCThIX BCMJIbIBAOLLMX OKOH, B
KOTOpPbIE POANTENLCKUA CKPUMT 3annCbIBAaeT KOHTEHT (HanpuMep, Yepes MexaHun3m
Window.open()). ECiv 3To BCN/ibiBaloLLEE OKHO TaKXe COAEepPXUT JavaScript, 3ToT cueHapum
yHacnenyeT TO Xe NPOUCX0XAEHME, YTO U CLLeHApPUI, KOTOPLIN ero co3aan.

data: URL-agpeca nony4atoT HOBbIN, MYCTON KOHTEKCT Be30nacHoOCTW.
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MpoucxoxpeHue annos

software:development:web:docs:web:security:same-origin_policy https://wwoss.ru/doku.php?id=software:development:web:docs:web:security:same-origin_policy&rev=1693392027

CoBpeMeHHble bpay3epbl 00bIYHO pacCMaTPMBAIOT MPOUCXOXKAEHUE (hanNI0B, 3arpyXaemblx C
ncnonb3oBaHmem file:/// cxembl, Kak HEMNPO3pPa4YHOE NPOUCXOXKOEHME . DTO O3HAYaeT, YTO eCcn
thann BktoYaeT B ceba gpyrue annbl U3 TOW XXe nankuy (CKaXkem), He NpeanonaraeTcs, YTO OHM
NPOUNCXOAAT U3 TOr0 XKe UCTOYHMKA 1 MOryT Bbi3BaTb owmnbku CORS.

ObpaTnTe BHMMaHMe, 410 B cneundurkaumm URL yka3zaHo, 4TO NponcxoxaeHne annos 3aBUCUT OT
peanunsaumm, n HekoTopble Bpay3epbl MOryT paccMaTpmBaTh Daisibl B OLHOM M TOM XXe KaTasnore niam
nogkaTaJsiore Kak nMeroLLme oaNHaKoBoe NMNPoOMCXoXLeHME, AaxKe eCsin 3TO MMeeT NocneACcTBUA 414
be3onacHoCTN .

N3MeHeHUe NPoUCXoXaeHus

MpenynpexaeHune. ONUCaHHbIA 34eCb NOAX0A (C UCNONb30BaHNEM

document.domainycTaHOBLUMKA) YCTapes, NOCKOJIbKY OH MoApbIBaeT 3aunTy

I 6e3onacHocTy, obecneymBaemyto TON XXe MNOANTUKON NMPOUCXOXKAEHNUS, N YCIOXKHAET
MoZeNb NPONCXoXXaeHus B bpaysepax, 4To NpUBOAMT K npobaemMaM COBMECTUMOCTU U
owmnbkam besonacHoCTL.

CTpaHuULa MOXKET M3MEHUTL CBOE MPOUCXOXAEHNE C HEKOTOPbLIMU OrpaHu4yeHnsamMu. CueHapuin MoXXeT
YyCTaHOBMUTb 3Ha4yeHne document.domain 415 CBOEro TekyLlero JoOMeHa uan cynepnoMeHa CBoero
TeKywiero gomMmeHa. Ecnim ycTaHoBneH cynepaoMeH TekyLero gomeHa, bonee KopoTkuii CynepaomMeH
MCNONb3yeTCs ANS NPOBEPOK TOr0 XKe NPONCXOXKAEHNS.

Hanpvmep, NpeanonoXuM, 4To CLLeHapuin N3 LoKyMeHTa at
http://store.company.com/dir/other.html BoinonHseT cnepyoLlee:

JS

document.domain “company.com"

Mocne 3TOro CTpaHMLUa MOXET NPOUTUN NMPOBEPKY TOM0 XKE NPOUCXOXKAEHUA C MOMOLLLIO
http://company.com/dir/page.html(npun ycnosun, 4to http://company.com/dir/page.html gna
Hee ycTaHoBsIeHO document.domain 3Ha4YyeHne «company . com», 4ToObl yKa3aTb, 4TO OHa XKenaeT
3TO pa3peLwmnTb - cM. document.domainLoNoNHUTENbHYI0 MHpopMaLnio). OfHako He company . com
y0aJioCb YCTAHOBUTL , MOCKOJIbKY 3TO He CynepaoMeH
.document.domainothercompany.comcompany.com

Homep nopTa npoBepsieTcs 6pay3epom oTaenbHO. Jliobon BbizoB document . domain, BkAoYas
document.domain = document.domain, npuBoANT K nepesanncun Homepa nopta Ha null.
CnepoBaTenbHO, HEBO3MOXXHO MOroBOPMTL company . com: 8080, company . COm TO/bKO YCTaHOBUB
document.domain = «company.com» nepsoe. OH Ao/KeH BbITb YCTaHOBNAEH B 060ounx, 4Tobbl 06a
HoMepa nopToB bblv null.
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MexaHu3M UMeeT HeKOTOpble orpaHuyeHns. Hanpumep, oH BbigacT «SecurityError»
DOMException, ec/iv BKOYEH UM LOKYMEHT HaXo4UTCA B M30JIMPOBAHHOM NPOrpamMMHON cpeje , 1
N3MEHeHNe NCTOYHUKA TaknM 06pa3om He BANSET Ha NPOBEPKU MPONCXOXKAEHUS, UCMONb3YyeMble
MHornmu Beb-API (Hanpumep , , , ). bonee NOAHbLIN CNNCOK CnyyYaeB cH0S MOXKHO HANTK B
Document.domain > OTka3bl. document-domain Permissions-Policy <iframe> localStorage indexedDB
BroadcastChannel SharedWorker

MpumeyaHue. Mpu ncnonb3osaHum document.domain cybaomeHa ana goctyna K
CBOEMY POAUTENbCKOMY 3/IeMeHTY Heobxoammo ycTaHoBuTb document.domain ogHO u
TO )€ 3Ha4YeHMe Kak B pOOUTESIbCKOM JOMEHE, Tak 1 B cybaomeHe. 3To Heobxoaumo,
[LaXke ec/iv nNpu 3TOM POANTENbCKMIA AOMEH BO3BPALLAETCS K MCXOAHOMY 3HAYEHMIO.
HeBbinosiHeHNe 3Toro TpeboBaHNs MOXXET NPUBECTU K OLLIMOKaM pa3peLleHns.

L]

JocTyn K CeTu U3 pa3HbiX UICTOYHUKOB

MonnMTuKa O4HOro 1 TOro XXe UCTOYHUKA KOHTPOJInpYeT B3aMMOLeNCTBE MexXay ABYMS pa3HbIMU
NCTOYHUKaMK, HanpuMmep, Koraa Bbl ncnosb3yete XMLHttpRequestunm <img>snemeHT. 3TN
B3aUMOLeNCTBNS 0ObIMHO OeNATCA Ha TPU KaTeropuu:

3anncb Mexxay NCTo4YHMKamm obbl4HO pa3pelleHa. MpuMepammn ABAAIOTCA CCbIIKK, NepeHanpaBieHns
n oTnpaekn hopM. HekoTopble HTTP-3anpockl TpebyoT npensapuTesibHON NpoBepkn . ObbI4HO
[OMycKaeTCcs BCTpauBaHMe nepekpecTHOro nponcxoxxaeHus . (Mpumepsl nepeyvncrieHbl HUxe. )
YTeHune 13 nepekpecTHOro NCTOYHUKA 0BbIYHO 3anpeLleHo, HO AOCTYN 419 YTEHUS YacTo TepseTcs
n3-3a BHeApeHUs. HanpumMep, Bbl MOXETe NpoYMTaTh pa3Mepbl BCTPOEHHOIr0 n30bpaxkeHus,
LEeNCTBNS BCTPOEHHOr0 CKPUNTA MM AOCTYNHOCTb BCTPOEHHOr0 pecypca . BOT HECKO/IbKO NpuMepoB
pPecypcoB, KOTOpble MOryT ObITb BCTPOEHbI M3 Pa3HbIX UCTOYHUKOB:

JavaScript ¢ <script src=«...»></script>. MoapobHOCTN CUHTAKCUYECKMX OINOOK AOCTYMHbLI TONLKO
LN19 cueHapueB TOro e npoucxoxaeHus. CSS npumensetcs ¢ <link rel=«stylesheet» href=«...»>.
/3-3a cMArYeHHbIX NpaBua cnHTakcuca CSS ons CSS ¢ nepekpecTHbIM NpoucxoxaeHmem Tpebyetcs
npasunbHbIN Content-Type3aronoBok. bpay3epbl 610KMPYIOT 3arpy3ky Tabnuusl CTUNER, eCnn 3T0
3arpy3ka 13 pa3HbIX UCTOYHUKOB, rae Tun MIME HeBepeH 1 pecypc He Ha4yMHaeTCs C 4onyCTUMON
KOHCTpYKumMmM CSS. N30bparkeHus, oTobpaxaemble <img>. CMU urpatoT <video>un <audio>.
BHeLLHWe pecypcbl, BCTPOEHHbIE B <object>n <embed>. LWpnTbl, NpuMeHeHHble ¢ nomoLbio @font-
face. HekoTopble Bpay3epbl 4ONYCKAKT UCMO/b30BaHNE LPUPTOB U3 pasHbIX UCTOYHMKOB, Apyrue
TpebytoT NCNob30BaHNA WPUGTOB OLHOMO U TOMO XXe NMPOUCXOXAeHNs. Bce, 4TO BCTPOEHO B
<iframe>. CanTbl MOryT ncnosab3oBaTb X-Frame-Options3aronoBok ans npegoTBpaLleHms ppenmos
13 pa3HbIX NCTOYHMKOB. Kak pa3pewwnTb AOCTYN U3 pa3HblX NCTOYHUKOB Mcnonb3ynte CORS , 4T0bbI
pa3pewwnTb AOCTYN U3 pa3HbiXx UCTO4HUKOB. CORS — 3T0 YyacTb HTTP , KOTOpas no3BosiseT cepepam
yKa3blBaTb Jilobble Apyrue xoCThl, C KOTOPbIX Opay3ep A0/KEH pa3peLlaTh 3arpy3Ky KOHTeHTa.

Kak 3a610KnpoBaTh AOCTYN U3 pa3HbIX MCTOYHMKOB YTOObLI NpeaoTBpaTUTb 3anncb U3 pa3HbIX
NCTOYHNKOB, MPOBEPbTE HEeYraAaHHbIN TOKEH B 3aMpoCce, U3BECTHbIN KaK TOKEH MeXCanTOoBOW
nopaenku 3anpoca (CSRF) . Bbl LOJKHbI 3anNpeTuTb YTEHUEe CTPaHUL N3 NepekpeCcTHOro NCTOYHMKA,
KOTOpbIM TpebyeTcs 3TOT ToKeH. YTobbl NpeaoTBPaTUTL YTEHNE pecypca 13 NepekpecTHOro
NCTOYHUKA, ybeamnTech, YTO OH He ABNAeTCS BCTpanBaeMbiM. YacTo bbiBaeT Heobxoanmo
npenoTBPaTUTb BHEAPEHME, NOCKOJIbKY NPU BHEAPEHUN pecypca BCerga NpoucxoanT yTeyka
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HEKOTOPOW MHOPMaLnn 0 HeM. YTobbl NpefoTBPaTUTb BCTPaMBaHME N3 pa3HbIX MCTOYHUKOB,
ybeamnTech, 4TO Ball pecypc He MoXXeT BbiTb MHTEPNPEeTUPOBaH Kak 0ANH N3 BCTPaMBaEMbIX
hopmaToB, NepevyncsieHHbIX Bbile. bpay3epbl MOryT He y4nuTbiBaTb Content-Type3aronoBok.
Hanpumep, ecnm Bbl ykaxeTe <script>Ter Ha HTML-gokymeHT, 6pay3ep nonbiTaeTcs
npoaHanu3supoBaTb HTML Kak JavaScript. ECnv Bal pecypc He SBASEeTCA TOYKOW BXOAA Ha Ball CauT,
Bbl TAK)Xe MOXXeTe 1Cnosib3oBaTb TokeH CSRF ana npepoTspalleHns BHegpeHus. loctyn K API
cLieHapueB 13 pa3Hbix MCTOYHUKOB API JavaScript iframe.contentWindow, Takne kak window.parent,
window.open, 1 window.openerno3BoNsaoT 4OKYMEHTaM HanpsMyto CCbllaTbCs Apyr Ha gpyra. Koraa
[lBa JOKYMEHTa MMEIOT pa3Hoe MPOUCXOXKLAEHME, 3TN CCbINKM 0becneymBaloT 04eHb OrPaHNYEHHbIN
poctyn kK obbekTam Windowm Location, Kak onucaHo B ciefyoLwmx AByX pasfenax.

INa CBSA3M MeXAy OOKYMEHTaMM U3 pa3HbIX UCTOYHMKOB MCMNONb3ynTe window.postMessage.
Cneundukaums: HTML Living Standard § O6bekTbl NepeKpecTHOro NPONCX0XK4eHUS .
OKHO Pa3pelleH cnegytowmm OoCcTyn N3 pasHblX MCTOYHUKOB K 3TuM WindowcBoncTBam:

MeTogbl window.blur window.close window.focus window.postMessage ATpubyTbl window.closed
Tonbko YTeHne. window.frames Tonbko 4TeHune. window.length Tonbko 4TeHme. window.location
Yutan nuwun. window.opener Tobko 4YTeHue. window.parent Tosibko 4TeHue. window.self Tonbko
yTeHune. window.top Tonbko 4yTeHmne. window.window Tonbko 4YTeHune. HekoTopble bpay3epbl
pa3peLlatoT AoCTyn K 60bleMYy KONMYECTBY CBOWCTB, YEM YKa3aHO BblLLUe.

PacnosioxeHve Pa3peLleH cieayoLmin [ocTyn K LocationcBOMCTBaM M3 pa3HbIX MCTOYHUKOB:

MeTogabl location.replace ATpubyThl location.href Tonbko 3anuncek. HekoTopble bpay3epbl pa3peLuatoT
LOCTYyN K 60siblUEMY KONNYECTBY CBOMNCTB, Y€M yKa3aHO BhILLE,

[OCTYyN K XpaHUANLLY BaHHbIX U3 Pa3HbIX MCTOYHUKOB JOCTYN K AaHHbIM, XpaHAaLWmMMcs B Opay3epe,
TaKUM Kak Beb-xpaHunuiie u IndexedDB , pa3aeneH No UCTOYHMKY. KaXK bl UCTOYHMK MoslyYaeT
cBoe CO6CTBEHHOE 0TAEeNIbHOE XpaHunIuLe, 1 JavaScript B 04HOM UCTOYHMKE HE MOXKET YMTaTb WK
3aMnnCbIBaTb B XPaHWAWLLE, NPUHAANEeXaLlee APYroMy UCTOYHNKY.

®ainnbl cookie MCNOMb3YIOT OTAENbHOE OnpefesieHne NponcxoxaeHus. CTpaHmLa MoxXeT YCTaHOBUTb
thann cookie ona cBoero COBCTBEHHOr0 fJOMEHa M Ntoboro poanTeIbCKOro AJOMeHa, ecnu
POAVNTENIbCKMIA OMEH He ABASeTCA 06LenoCcTynHbIM cyddukcom. Firefox n Chrome ncnons3ytot
CNUCOK 0BLWwefoCTYNHbIX CYy(PPUKCOB , 4TOOLI ONpefennTb, ABASETCA U LOMEH 06Lef0CTYMHbIM
cyddukcom. Korga Bbl ycTaHaBnuBaeTe (hann cookie, Bbl MOXeTe OrpaHUyYnTb ero AOCTYMNHOCTb C
nomoLubto pnaros Domain, Path, Secureun HttpOnly. Korpa Bbl YnTaeTe (hann cookie, Bbl He MOXeTe
BUAETH, re oH bbl ycTaHOBEH. [laxe eCc/in Bbl UCMOJIb3yeTe TO/IbKO H6e30onacHble coeJMHeHns
https, nobon tainn cookie, KOTOPbIA Bbl BUAUTE, MOT ObITb YCTAHOB/IEH C UCMO/Ib30BaHNEM
Hebe3onacHoOro coefnMHeHus.
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