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be3onacHOCTb B IHTepHeTe

Beb-cainTbl copepXaT HECKOJIbKO Pa3fIMyHbIX TUMOB UHGOPMaLMKN. HEKOTOPLIE N3 HUX HE ABASIOTCS
KOH(UOEHUMANbHBIMK, HAaNpUMep, KOMnus, NokKasaHHas Ha 0bLlenoCTynHbIX CTpaHMuax. HekoTopble
N3 HUX ABNSIOTCA KOHUAEHUMANbHLIMU, HANPUMep UMeHa Nosb3oBaTeNeln, Napoan n 6aHKoBCKas
MHOPMaLNA, NN BHYTPEHHWE aNrOPUTMbI U YaCTHas HGOPMaLUs 0 NPOAYKTeE.

KoHunaeHUnanbHas nHpopMaLuns aoskHa bbiTh 3allMLLEHa, 1 Ha 3TOM COCpefoToYeHa Beb-
6e3onacHoCTb. Ecnm 3Ta MHGOpMaLMs nonaaeT He B T€ PyKW, OHa MOXET ObITb MCNO/Ib30BaHa ANS:

MocTaBbTe KOMMNAHWUM B HEBLIFOLHOE MOJIOXKEHMe, NOAENMNBLUNCL CBOEN MHpopMaLmei C
KOHKYpeHTaMu. OTK4YUTE 1K 3axBaTUTE UX CyXObl, YTO CHOBA BbI30BET Cepbe3Hble Npobsiemsl ¢
nx pabotow. NMoasepraoT pUCKY KOHPUAEHLNANIbHOCTb CBOMX KJVEHTOB , Aenas nux ya3BuMbIMU ANS
NPOMANPOBAHNSA, TapreTuHra, NoTepn AaHHbIX, KPaXkn ANYHbIX aHHbIX UK faxe PUHAHCOBbIX
noTepb. CoBpeMeHHble bpay3epbl yXe UMEeT HECKOJIbKO (PYHKUMIA AN 3awmTbl 6e30nacHoCTH
nonb3oBaTtenen B IHTepHeTe, HO pa3paboTynkam Takxxe HeobX0AMMO NPUMEHATL NepeoBble
MeTObl 1 TLaTeNbHO KOAMPOBaTb, 4T0bbl 0becneynTs Be3onacHOCTb cBoMX Beb-canToB. Maxe
NpoCTble OWMOKM B BalleM Koe MOryT MPUBECTU K YA3BUMOCTSAM, KOTOPbIE 3/10YMbILLNEHHUKN MOTYT
MCMOo/b30BaTb A8 KPaXKW AaHHbIX U MNONYYEHNS KOHTPONSA Hag ciyxbamu, ANna KOTOPbIX Y HUX HET
aBTOpU3aLmL.

B 3Toi cTaTbe NpencTaBieHo BBeaeHMe B Beb-6e30MacHOCTb, BKOYast MHGOPMaLLMio, KoTopas
MOMOXXET BaM MOHATb aCNeKTbl, KOTOPble MOryT ceflaTb Be6-CcaiThbl YSA3BUMbIMU, N CNOCODBbI NX
3alUNTBI.

Css3b Mexny 6e30MacHOCTbLIO U KOH(pMaeHUManbHOCTbO be3onacHoCTb U KOHPUAEHUNANbHOCTb —
pa3Hbleé TEMbI, HO OHN TaKX€E TeCHO CBA3aHbl. CTouT 3HaTb pa3Hnuy Mexay HUMMU n 1o, Kak OHU
COOTHOCATCA.

be3onacHOCTb — 3TO NPOLIECC 3aLUNThI INYHBIX AAHHBIX N CUCTEM OT HECAHKLIMOHMPOBAHHOIO
poctyna. Cioa BX0AAT KaK faHHble KOMMNaHUN (BHYTPEHHME), Tak U AaHHbIE NOSb30BaTENeN 1
napTHepoB (BHewWwHMe). KoHONAEHUNAIbHOCTL O3Ha4YaeT NpefoCTaB/eHMe NoJib30BaTeNsAM NpaBa
KOHTPOIMPOBaTb cOOP, XpaHEHMNE M UCMOJIb30BaHNE UX AaHHbIX, @ He UX 6e30TBETCTBEHHOE
1Ccnosb30oBaHWe. Hanpumep, Bbl A0JIKHbI YHeTKO CO06LLATh NOJIb30BaTENAM BalUUX CATOB, Kakne
JlaHHble Bbl cObnpaeTe, KOMy OHM BynyT nepenaHbl 1 Kak OHW By ayT NCMONb30BaTLCS.
Monb3oBaTeNsiM A0/MKHa ObITb NpeaoCcTaBAeHa BO3MOXXHOCTb COMJTACUTLCS C BalLEN NOJINTUKOWA
KOH(OMOEHLUNAbHOCTY, MONYYNTb AOCTYN K CBOMM [AaHHbIM, KOTOPbIE Bbl COXPaHWAW, N YOAJIMTb CBOU
JlaHHble, ecnin oHK B6osblle He XOTAT, 4Tobbl OHM y Bac 611K, Xopowas 6e30nacHOCTb O4€Hb BaXKHa
L0151 XOPOLUEN KOH(PUAEHUMANbHOCTU. Bbl MOXXeTe cieoBaTb BCEM COBETAM, NePEYNC/IEHHbIM B
HalleM PYKOBOACTBE Mo KOHUAEHLNANbHOCTN B IHTEpHETE , HO EeNCTBOBaTbL 10OPOCOBECTHO U
NMETb HaJEeXHYI0 NOJIMTUKY KOHpUAEHUMaNbHOCTM BecrnonesHo, eciv Ball CalnT Hebe3onaceH, a
3/10YMbILLNIEHHNKIN BCE PABHO MOMYT MPOCTO YKPACTb AaHHbIE.

Cnyx6bl 6e3onacHocTr, NnpegocTaBnsemblie bpaysepamm Beb-6pay3epbl UMEOT CTPOryto Moaenb
6e3onacHoCcTK, obecneymBatoLLyo BbICOKMI YpoBEHb HE@30MaCcHOCTN OCHOBHOMO KOHTEHTA,
COeaMHEHMI N TpaHCcnopTa. B 3ToM pa3aene paccMaTpmMBalOTCSH OCHOBBI.

Monntuka ogmHakosoro npomcxoxaeHms n CORS MNMonnTtrka TOro e NCTo4YHMKa — 370
(hyHOaMeHTaNbHbIA MexaHn3M 6e30nacHOCTU B IHTepHeTe, KOTOPLIN OrpaHnYMBaeT
B3aVMOLENCTBMNE LOKYMEHTa WK CLLEHApWs, 3arpy>XeHHOro 13 04HOro MCTOYHUKa , C PeCypcom U3
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Opyroro NCTo4HuMKa. 3TO0 nomoraet n301MpoBaThb NOTEHUWNa/IbHO BpeAOHOCHbIE JOKYMEHTbI,
YMeHbLLIaA BO3MOXXHble BEKTOPbI aTak.

Kak npaBuio, JOKYMEHTbI U3 OAHOI0 MCTOYHMKA HE MOTYT AenaTb 3anpochl K APYruM UCTOYHUKAM.
9T0 UMeeT CMbIC/1, MOTOMY YTO Bbl HE XOTUTE, 4TOObI CaTbl MOr/IM MewwaTb APYr APYry M noayyaTb
JOCTYN K Bewam, KOTOPbIM OHU He O0JKHbl. B HEKOTOPbIX CyYasx UMeeT CMbIC/ 0CcnabuTb 3T0
OrpaHNYeHne; Hanpumep, y BaC MOXET BbiTb HECKO/IbKO CaiTOB, KOTOPbIE B3aUMOAENCTBYIOT ApYr C
APYroMm, 1 Bbl MOXKETEe 3aX0TeTb, YTOObI 3TN CalTbl 3anpalunBann pecypchl Apyr y Apyra, Hanpumep,
ncnonb3ys gannsl fetch().

370 MOXeT bbITb pa3peLleHo ¢ nomoubto Cross-0rigin Resource Sharing (CORS) — mexaHu3Ma Ha
OCHOBe HTTP-3aronoBKOB, KOTOPbIV MO3BOSET CepBePY YKa3biBaTb Nt0Oble UCTOYHUKU (LOMEH, CXeMy
WY MOPT), OTJINYHbIE OT ero COBCTBEHHbIX, U3 KOTOPbIX Bpay3ep [O/KEH pa3peLlaTb 3arpysky
pecypcos.

HTTP-monens ansa ceasm MpoTtokon HTTP ncnonb3yetcsa Beb-bpaysepamum n cepsepamu ons CBA3M
LpYr C Apyrom, 3anpoca pecypcos, NpefocTaB/IeHNsa OTBETOB (HanpuMmep, NpeaocTaB/IeHNs
3anpoLIeHHOro pecypca uay getanusauny npuymnHel cbos 3anpoca) n obecnevyeHns GyHKLMIA
6e3onacHOCTW AN 3TON CBA3MN.

be3onacHOCTb TpaHCNOPTHOro ypoBHS (TLS) obecneynsaeT 6e30NacHOCTb N KOH(PUAEHLNANBHOCTb
NnyTeM LWNdpPoBaHA AaHHbLIX BO BPEMSA Nepefayn no CETU 1 ABNAETCA TEXHOJI0r e, iexallen B
ocHoBe npoTokosa HTTPS . TLS xopow g KOHPUAEHUNANbHOCTH, MOCKOJIbKY He Mo3BoaseT
TpeTbUM CTOPOHAM NnepexsaTbiBaTb NepefaBaeMble aHHbIe U UCNO0Nb30BaTb UX 3/I0HAMEPEHHO.

Bce 6pay3epbl no ymonyaHuto TpebytoT HTTPS; 370 y)Xe NpakTUY4eCcKn TakK, NoToMy 4To 6e3 3Toro
MPOTOKOJIa B CETU MaJio YTO MOXHO CAeNaThb.

[ToxoXxxune Temsl:

be3sonacHocTb TpaHcnopTHoOro yposHa (TLS) MpoTokon Transport Layer Security ( TLS ) — 370
CTaHLapT, NO3BONIAIOLWMIA BYM CETEBbIM MPUIOXKEHUAM UK YCTPOUCTBaM 6e3onacHo u
KOH(MAeHUnanbHo obMeHnBaTbCs UHDopMaumeit. MpunoxeHus, ncnons3sywowme TLS, moryT
BblbpaTh CBOM NapameTpbl 6€30MacHOCTH, YTO MOXET CyLLeCTBEHHO NOBAUATL Ha 6e30MacHOCTb 1
HaOeXHOCTb AaHHbIX. B 3TOoN cTaTbe npeacTasneH 063op TLS n TMNOB pelleHniA, KOTOPbLIE BaM
HeobXxoAMMO MPUHATL 414 3alUTbl Ballero KOHTEHTa.

HTTP Strict-Transport-Security 3aronoBok Strict-Transport-Security: HTTP no3sonsieT Beb-canty
yKa3aTb, 4TO K HEMY MOXHO MOJY4UTb AOCTYMN TONbKO C UCMONb30BaHMeM HTTPS.

Mpo3payvyHoCTb cepTudumkaTa Mpo3pavyHoCTb CepTUPUKATOB — 3TO OTKPbITasA nNaaThopma,
npefHasHavyeHHas O15 3alWnTbl OT HENPaBUIbHOW BblAa4yn CEPTUPUKATOB N OTC/IEXKNBAHUSA TaKMX
C/ly4aeB. BHOBb BbiMyLLEHHbIE CEPTUDUKATLI «3aNNCbIBAOTCA» B 00LLEeA0CTYMNHbIE, YaCTo
He3aBucuMble XypHanbl CT, KOTopble NOAAEPKMBAIOT TOJIbKO AobaBieHne, KpunTorpaduryeckm
rapaHTMPOBAHHYIO 3aMnCb O BbIMYLLEHHbIX cepTudmrkaTtax TLS.

CmewaHHoe cogepxaHue CtpaHuua HTTPS, KoTopas BKIOYaeT COAePXXUMOoe, NMoslyvyeHHoe C
NCMosb30BaHMEM He3alngpoBaHHOro TekcTa HTTP, Ha3biBaeTCA CTpaHULUEN CO CMELLaHHbIM
coaepXnmbiM . NMogobHble CTpaHMLbI 3alIM(POBaHbI Wb YaCTUYHO, MO3TOMY He3alngPOBaHHbIN
KOHTEHT OCTaeTCs AOCTYMHbIM N8 CHU((EPOB 1 3/10YMbILLJIEHHUKOB.

Kak ncnpasuTb CanT C 3a610KMPOBAHHbBIM CMEeLLaHHbIM KOHTEHTOM Eciv Baw Beb-canT
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npefocTasngeT cTpaHuubl HTTPS, BeCb aKTUBHbIA CMELLAHHbIA KOHTEHT, LoCTaBnseMbln Yepes HTTP
Ha 3TUX cTpaHuuax, byaeT 3abnokmposaH rno ymonyaHuo. CnefosaTenbHO, Ball Beb-canT MoXxeT
MoKa3aTbCs NoJib30BaTeNIAM HepaboTaowmM (ecnm He 3arpyXatoTcs iframe nan nnaruHel u T. 4.).
MaccuBHOe CMeLlaHHoe CoaepXXMoe 0TobparkaeTcs Mo YMOJIHaHUIO, HO MoJib30BaTeNn MOryT
HacTpouTb BNOKUPOBKY 1 3TOro TMa COAEPXMMOro. Ha 3Ton cTpaHuLe 06BbACHAETCS, YTO Bbl
LO/MKHbI 3HaTb Kak Beb-pa3paboTyuk.

Cnabble anropuTMsl nognucy HagexxHoCTb anropuTMa XeWwnpoBaHUs, NCNoib3yeMoro npu
NoAnNMcaHnn LMGPOBOro cepTudukaTa, ABASETCA KPUTUYECKMM 31eMeHTOM 6e30MnacHOCTH
cepTugmkaTa. B 3TON CTaTbe COAEPXKUTCSA HEKOTOPas MH(opMaumns 06 N3BECTHbIX anropuTMax
NoAMNMNCK, MO3TOMY Bbl MOXeTe n3beraTtb Mx, KOra 3T0 yMeCTHO.

Be3onacHble KOHTEKCThI 1 pa3peLleHns QyHKLNA bpay3epbl KOHTPOAUPYIOT UCNOJIb30BaHME
HECKOJIbKMX «MOLLHbIX (DYHKLNA» HECKONbKUMK crnocobamu. Mo «MOLHbIMU (PYHKLMAMU» Mbl
nofpa3syMeBaeM TaKune Belwu, Kak Co3aaHne CUCTEMHbIX YBEAOMAEHWU CalTOM, NCMONb30BaHNe Beb-
KaMepbl NoNb30BaTesNa AN OCTyNa K MeANanoToKy, yrnpasieHne CUCTEMHbIM rpadnyeckmum
NpoLLeCCOPOM M MCNOsb30BaHMe Beb-nnaTexen. Ecnm 6bl calT Mor npocTo 6e3 orpaHn4yeHnin
ncnonb30BaTb APl-MHTepdencsl, ynpasnsiowme TakuMm QyHKLMAMA, pa3paboTymku-
3/10YMbILUNEHHUKIN MOr K Bbl, Hanpumep:

Pa3zgpakanTe nosib3oBaTeNen HEHYXXHbIMU YBEAOMAEHUAMU U OPYTMMU PYHKLNAMN
NoJ1b30BaTeNIbCKOro MHTepdenca. 3acopaoT nx bpaysep/cuctemy ANa co3faHnsa aTak TUNa «0Tkas B
obcnyxusaHun» (DoS). YKpacTb AaHHblE nan eHbrn. Takue pyHKUMM Bpay3epa ynpaBastoTca
cnegyowmnm obpasom:

Bo-nepBbix, MCMNOb30BaHNE TakNX QYHKLNA pa3peLleHo TobKo B 6€30MacHbIX KOHTEKCTaX .
be3onacHbIN KOHTEKCT — 3T0 @ windowunn a worker, 458 KOTOPOro eCTb AOCTaTO4YHas yBEPEHHOCTb
B TOM, YTO KOHTEHT AocTaBneH 6e3onacHo (4epe3 HTTPS/TLS). B 6e30nacHOM KOHTEKCTe
BO3MOXXHOCTW ON5 CBA3WN C KOHTEKCTaMu, KOTOpble He ABAATCA 6€30MacHbIMK, OrpaHUYeHbI.
be3onacHble KOHTEKCTbI TakXXe NOMOratoT NpefoTBPaTUThL A4OCTYM 3/I0YMbILWIEHHUKOB K MOLLHbIM
APl-nHTeptencam bpay3epa.

MpumedaHue. CM. Takxe pasgen OyHKUMK, orpaHMYyeHHble 6e30MacHbIM KOHTEKCTOM . B 3ToM
CNpaBOYHMKE NepeyncneHsbl GyHKLMKN Be6-NNaTHOPMbI, LOCTYMHbIE TOJIbKO B 6€30MaCcHOM KOHTEKCTE.

Bo-BTOpbIX, NCMONb30BaHNE 3TUX PYHKLUA OrpaHUYeHO CUCTEMOW MONb30BaTEIbCKUX pa3peLleHnit
— NO0JIb30BaTeNIN LO/KHbI IBHO COrIaCUTbCA Ha NpefoCTaB/ieHne 4OCTYNna K TakMM (PYHKUMAM, a 3TO
03HA4aeT, 4YTO 3TN (DYHKLMMN He MOryT UCMO0JIb30BaTbCA aBTOMaTUYECKU. 3anpoChkl pa3peLLeHnia
Nosb30BaTeNs BbIMNOJHAOTCSA aBTOMaTUYECKUN, HO Bbl MOXKETE 3anpoCcuTb COCTOAHNE pa3peLieHns API
C nomoLLbto APl paspelueHun .

B-TpeTbux, MHOrne gpyrue dyHkunmn bpay3sepa MOryT UCMOJIb30BaTbCSA TOJIbKO B OTBET Ha AeNCTBUA
Nosib30BaTeNsl, Takne Kak Ha)kaTue KHOMKM, @ 3TO 03HAYaeT, YTO UX HY>XHO Bbi3blBaTb U3
cooTBeTCTBYOWeEro obpaboTynka CobbITUN. ITO YaCTO Ha3bIBAOT BPEMEHHOW aKTMBaLIMEN .
[oNoNHMTENbHYI0 NHGOPMaLMIO CM. B pa3aenie «DyHKLUNW, 3aKpbIThle akTUBALMEN NONb30BaTENSA» .

Bonpocbl 6e3onacHoCTK AN pa3paboTyMKOB Ha CTOPOHE KnneHTa ECTb MHOro acnekToB Beb-
6e30macHOCTK, 0 KOTOPbLIX HeoBX0AMMO NOAYMaTb Ha CTOPOHE CepBepa W KaneHTa. B cnegytowimx
pa3fenax 0OCHOBHOE BHUMaHWe yaenseTcs Bonpocam 6e30nacHOCTM Ha CTOPOHE KneHTa. Bbl
MOXXeTe HalTy nonesHoln 0630p 6€30MacHOCTU C TOYKM 3pEHNS CepBepa, KOTOPbIN TakKXe BKJoYaeT
OMMCaHNA PacnpOCTPaHEHHbIX aTak, Ha KoTopble cieayeT 06paTUTb BHUMaHME, B pa3fene «
besonacHocTb Beb-canTa» (YacTb Hawero Moayns oby4eHns nporpamMMupoBaHuio Beb-canTta Ha
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CTOpPOHE CepBepa ).

XpaHuTe OaHHbIE Ha CTOPOHE KNMEHTa 0TBETCTBEHHO OTBETCTBEHHOE 0bpalleHne C AaHHbIMU B
3Ha4YNTEeNIbHOW CTEMNeHN CBA3aHO C COKpaLLeHneM UCnosib3oBaHnsa (hanaos cookie n 0CTOPOXXHOCTLIO B
OTHOLUEHUW OAHHbIX, KOTOPbIEe Bbl B HUX XpaHuTe. TpaanunoHHo Beb-pa3paboTymnkm ncnosibL3oBanu
hannbl cookie 4Ns xpaHeHMa BCeEX BUAOB AaHHbIX A8 CaMblX Pa3HbIX Lienen, N 310yMbllNeHHNKaM
6bI10 NEFKO UCNONbL30BaTh 3Ty TEHAEHUMIO. B pe3ynbTaTe 6pay3epbl Ha4Yaam orpaHn4mMBaThb
LEeNCTBUS, KOTOPbIE Bbl MOXKETE BbIMOJIHATL C MOMOLLbIO MEXCaTOBbIX (Pannos cookie, C LieNbIO
MONHOCTbLIO 3aKPbITb K HAM A0CTYN B byayuiem.

Bam cnepyeT NOAroTOBUTLCA K YAANIEHUIO MEXCaTOBLIX hanioB cookie, orpaHnynB KOJIMYECTBO
LEeACTBUIA NO OTCNEXMBAHWIO, HAa KOTOPbIE Bbl MOJIAaraeTechb, W/UAn peanunsys Xenaemoe COXpaHeHne
nHopMaLuun apyrumm cnocobamu.

Hanpumep:

icnonb3ynTe anbTEPHATUBHbLIA MEXAaHN3M XPaHEHNS Ha CTOPOHE KNneHTa, HanpuMep APl Beb-
XpaHuauwa, 419 COXpaHeHUs AaHHbIX. HegocTaTkoM Beb-xpaHuamLwa ABNgeTcsa T0, YTO AaHHble
XPaHATCS AN KaXX40ro UCTOYHMKA, NOITOMY UMW HeNb3A nogenntbca. ObpaTuTe BHMUMaHMeE, 4TO
Beb-xpaHnnumLie nmeeT ABa BapuaHTa — sessionStoragem localStorage. Mbl pekomeHayem
MCNOSb30BaTb ero sessionStoragenns AONOAHUTENbHON 6@30MaCHOCTY, TaK Kak faHHbIe
COXPAHSAIOTCA TONIbKO B T€YEHME BPEMEHUN XMN3HN OKHA WX BKNAAKW, B KOTOPON OHU CYLLECTBYIOT.
localStorage[laHHble COXPaHATCA Aa)XKe MOCAe 3aKPbITUA 1 MOBTOPHOIO OTKPLITUSA OKHa NN
BKJaOKW. ITO 03HAYaeT, YTO cywecTByeT 6onbluas BEPOATHOCTb TOro, YTO OH MOMaAET B YyXune
PYKW, HanpuMep, Ha obuyto paboyyto cTaHuMIo. Icnosib3ynTe Takme TexHosnorum, kak IFrame 6es
YYETHbIX AaHHbIX , COBCTBEHHbIE Habopbl n/unu APl gocTyna K XpaHunuily , 4Tobbl paspewmnTb
BALLUMM CaMTaM pa3pellaTb NCMoNb30BaHNe MeXCanToBbIX hainoB cookie 6e3onacHbIM K
KOHTPOJIMPYEMbIM CNOCOBOM MM MONHOCTbIO UX BNOKMPOBaTL. B HacTosLWEEe BPEMS 3TN TEXHOOM K
MMEeIOT OrpaHUYeHHYI0 noaaepxky bpaysepos. icnonb3ynTe pelleHne Ha CTOPOHE cepeepa ans
COXpPaHeHMsa faHHbIX. O3HaKOMbTECb C HAlLMM PYKOBOACTBOM MO KOH(OMAEHLMANBHOCTU U, B
4aCTHOCTK, C COKPALLEHNEM OTCNEXMBaOWMX (annos cookie , 4Tobbl y3HaTb 6osblue 06 3TOM.

3aWnUTNTE IMYHOCTb MOJIb30BATENA U yNpaBAsinTe normHamu Mpu BHeapeHun 6esonacHoro
peLleHuns, BKoYatowero cbop AaHHbIX, 0COBEHHO eCN faHHble SBASIOTCA KOHPULEHUNANbHBIMY,
HanpuMMep y4eTHble faHHbIe A1 BXO4a B CUCTEMY, UMEET CMbIC/ UCMOJb30BaTh HAZEXHOE peLleHne
0T yBa)KaeMoro nocTasLumka. Hanpumep, nobas pecnektabenbHas ceppepHas cpefa byneT umeThb
BCTPOEHHblE OYHKLIMMN ONS 3aLMThl OT PAaCnpPOCTPAHEHHbIX YSI3BUMOCTEN. Bbl TakXXe MoXeTe
PacCMOTPETb BO3MOXXHOCTb MCMOJIb30BaHMS CMELMNaNn3MpoBaHHO0 NPOAYKTa A1 CBOMX Lienei,
HanpuMep peLleHns NocTaBLLMKa YAOCTOBEPEHUIA UM NOCTaBLMKa 6e30MacHbIX OHIalH-0NPOCOB.

Ecan Bbl X0TUTe BHEAPUTL COBCTBEHHOE pelleHne Ans cbopa nosb3oBaTebCKUX OAHHbIX,
ybeamnTech, 4TO Bbl MOHNMaETe BCe acnekTbl U TpeboBaHUA. HanMnTe ONbITHOro pa3paboTymka
CEepBEPHON YaCTW M/MNKN UHXeHepa No 6e30NacHOCTK Aas BHELPEHUS CMCTEMbI U ybeamTech, YTO OHa
TLWATEeNbHO NPOTECTMPOBaHA. MIcnonb3yinte MHOrohakTOPHYO ayTeHTudmKaumto (MFA), 4yTobbl
obecneynTb Ny4Lwyto 3aWmTy. PaccMOTpPUTE BO3MOXKHOCTb MCMOJIb30BaHUA BblaeneHHoro API, Takoro
Kak Beb-ayTeHTUUKaunsa nam MHTerpupoBaHHoe yrnpaBiaeHne y4eTHbIMU AaHHbIMK , ANS
ONTUMU3aLNN KJINEHTCKON YaCTN NPUNOXKEHUS.

BoT elue HeckonbKo coBeToB Mo obecneyeHnto 6e3onacHOro Bxoga B CUCTEMY:

Mpu cbope UHGopMaL KN ANd BXOAa B CUCTEMY MCMOMb3yATe HaAeXHble Maposn, 4Tobbl Heb3s Bbino
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NEerko yrafiaTb AaHHbIE Ballen Y4eTHOM 3anucy nosb3oBaTens. Cnabbie naponn SBAATCA O4AHOW U3
OCHOBHbIX MPUYUH HapyLeHnin 6e3onacHOCTW. KpoMe Toro, noowpsanTe CBOMX NoJib3oBaTenen
NCMNOJIb30BaTb MEHeA)Kep naposen, YTobbl OHN MOTrAN NCMOJIb30BaTb B0onee CNOXHbIE Mapoaun, He
6ecnokoAck 0 TOM, 4T06bl 3aNOMHUTL UX, N HE CO3A4aBann yrpo3bl 6€30nacHOCTK, 3anucbiBas nx. Cm.
TaKXe Hally CTaTbio 0 Hebe3onacHbIX Naposax . Bbl TakXxe AO/KHBI MHDOPMUPOBAThL CBOMX
nonb3oBaTenen o puwmnHre . PUWNHF — 3TO AENCTBME MO OTNPaBKe NoJb30BaTeN0 CO0bLEeHNs
(HanpuMmep, No 3NEKTPOHHON no4yTe nam SMS), cogepkaLlero CCbiIKy Ha CallT, KOTOPbIN BbIFNSANT
KaK CalT, KOTOPbIA OH NocelaeT KaXkabl AeHb, HO Ha CaMOM fene UM He aBnseTcs. Ccbiika
COMpOBOXAaeTCa coobuieHnem, NnpegHa3HaYyeHHbIM 415 TOro, 4Tobbl 3aCTaBMTb NOJIb30BaTENEN
BBECTW CBOE UMS MOJIb30BaTENA U MapoJib Ha CanTe, 4Tobbl OHWM MOran BbITh YKpPaZeHbl, a 3aTeM
MNCNOJIb30BaHbl 3/I0YMbILLUJIEHHUKOM B 3JIOHAaMepPEHHbIX Lenax. MpuMeyaHne. HekoTopble
(pMWNHroBble CanTbl MOrYT ObITb 04EHb CNOXKHBLIMU, N UX TPYAHO OTINYUTL OT HACTOSALLEro Beb-
canTa. Mo3TOMY BaM cnefyeT Hay4YnTb CBOMX MOJIb30BaTENEN He OOBEPATb C/ly4alHbIM CCbIJIKaM B
3/IEKTPOHHbIX MUCbMax U SMS-coobuieHmnax. Ecnm oHn nonyyatoT coobuweHune Tuna «CpovyHo, BaM
HY>XHO BOWTMW B CUCTEMY cennyac, 4Tobbl pewnTb NpobaemMys», OHM AOJIKHbI MEPENTM Ha CanT
HernocpencTBEHHO B HOBOW BKJlagKe 1 nonpoboBaTb BOMTW HAMPAMYIO, @ HE LeNKaTb CCbINKY B
coobeHnmn. nn oHn MOryT NO3BOHUTbL WM HaNUCaTb BaM MO 3NIEKTPOHHON NoyTe, 4Tobbl 06CyanTL
nony4yeHHoe coobueHue.

3aWwmnTTe OT aTak MeToAoM rpyboi CUJibl Ha CTPaHMLbl BXOAa C MOMOLLbIK OFPaHUYeHNS CKOPOCTH ,
6710KMPOBKM y4ETHON 3annCK Nocne onpenesieHHoOro Koan4yecTsa HeyAa4yHblX NOMbITOK M NPOBEPKU
CAPTCHA . YnpaBnanTe ceaHcamy BX04a MnoJib3oBaTenen C YyHUKaibHbIMU MAEHTUPUKATOPaMuK
CEeaHCOB M aBTOMAaTUYECKMN OTKJIIOYaNTE Nosib30BaTeNen nocne nepnoaos besnencrens. He
BKJIO4aNTe KOH(UAeHUMabHble AaHHble B CTPOKKM 3anpoca URL Kak npasuio, Bbl HE LO/KHbI
BKJ1IIOMATb KOH(PMAEHUNabHble AaHHble B CTPOKKM 3anpoca URL : ecnm TpeTbs CTOpOHA NepexsaTuT
URL-agpec (Hanpumep, Yepe3 Refererzaronosok HTTP), oHM MOryT yKpacTb 3Ty UHpopMauuio. Ewe
bonee cepbesHbIM ABNSETCS TO, 4TO 3TN URL-agpeca MoryT 6biTb NPOMHOEKCUPOBAHbI
06LLef0CTYMHbIMU NOMCKOBbLIMU poboTamu, HTTP-NPOKCK 1 MHCTPYMEHTaMM apXMBUPOBaHMUA, TakMK
KaK UHTEepHeT- apXuB , a 3TO 03HaYaeT, 4YTO Ballu KOHPUAEHLUNASIbHbIE faHHble MOTYT XPaHUTbLCA Ha
06LLeOCTYMHbIX pecypcax.

Ncnonb3ynte POST3anpockl, a He GET3anpockl, 4Tobbl n3bexaTb 3Tux npobnem. B Halen cTaTbe
MonnTuka 3aronoBkoB Referer: BONpoCkl KOHPUAEHUMANLHOCTK 1 6e3onacHocTn 6onee nogpobHo
OMMCLIBAIOTCS PUCKN KOHUAEHLNANBLHOCTY 1 6€30NacHOCTHN, CBSA3aHHble C ReferersaronoBkoM, u
npeasiaralTCs COBETbI MO CHVXXEHWIO 3TUX PUCKOB.

MpumeyaHune. OTKas3 OT nNepefayn KoHpUaeHunanbHbIX AaHHbIX B URL-agpecax yepe3 GET3anpoch!
Takxe noMoraeT 3alMTUTLCA OT MNOALESKN MeXCaNTOBbIX 3arpoCcoB 1 aTak MOBTOPHOI0
BOCMNpPOM3BEAEeHNS .

MpuMeHeHne NOANTUK MCMOJIb30BaHMA PacCMOTPUTE BO3MOXHOCTb UCMO/Ib30BaHUS TaKMX
WHCTPYMEHTOB, Kak NonnTuka 6esonacHocTn KoHTeHTa (CSP) 1 nonuTuka paspeLueHnii , 4Tobbl
obecneynTb NCMOJIb30BaHNe Habopa hYHKLUIA 1 PeCypCcoB Ha BallieM CailTe, YTo 3aTpyAHseT
BHEJIpEeHUE YA3BUMOCTEW.

CSP no3BonseT BaM A06aB1Tb YpoBEHb HE30MACHOCTN, HANPUMep, Pa3pPeLLMB 3arpy3ky n3obpakeHunn
NN CUEHAPVEB TOMLKO N3 ONPeAeNeHHbIX HaleXHbIX NCTOYHMKOB. ITO NoMoraeT obHapyXuBaTh U
CMArYaThb onpefeneHHble TUMbl aTak, BKJDYas MeXCaNTOBbI CKPUNTUHT ( XSS ) 1 aTakun C
BHEAPEHNEM AaHHbIX. DTN aTakun BKOYAOT B cebs psag BPeAOHOCHbIX AENCTBUIA, BKJIIOYAA KPaXky
LaHHbIX, MOPYy CanTa M pacnpocTpaHeHne BPeAOHOCHbIX MPOrpamMm.

Monntuka paspelweHnin pabotaeT aHanorn4yHbLIM 06pa3oM, 3a UCKIOYEHNEM TOr0, 4TO OHa bonbLue
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CBfi3aHa C pa3pelLeHnemM nnm 610KNPOBKOM AOCTYMNa K onpeaeneHHbIM «MOLLHbIM (hYHKLUMAMY ( KaK
YyNOMUHaNoCb paHee ).

MpuMeyaHue. Takme NONUTUKN 04eHb Nose3Hbl ans obecrnevyeHns 6€30NacHOCTN CanToB, 0COBEHHO
€CJI1 Bbl UCMNOJIb3yeTe MHOIr0 CTOPOHHEro Kofa Ha cBoeM canTe. O4HaKo UMelnTe B BUAY, YTO €C/ Bbl
3ab10KMpyeTe NCNoib3oBaHne MyHKLMMN, OT KOTOPOMN 3aBUCUT paboTa CTOPOHHEro CKpunTa, Bbl
MOXXeTe HapyLWnTb PYHKLMOHANbHOCTb BaLlero canTa.

MooaepXuBaThb LIEJOCTHOCTbL AaHHbIX Cnenys npeablayLlemMy pasfeny, Koraa Bbl pa3pellaeTe
CNoJib30BaHMNe (YHKLUWIA U PECYPCOB Ha CBOEM CallTe, Bbl A0JIXKHbI MOMbITaTbCA yOeanTbCs, Y4To
pecypcbl He Bbln noaaenaHsl.

[Moxo)xne Temsl:

LlenocTtHocTb cybpecypcos LlenocTHocTb nogpecypcos (SRI) — 3To yHKLmMA 6e3onacHOCTW, KOTopas
no3sonseT bpay3epam NpoBepsATh, YTO PECypChbl, KOTOPbIE OHW U3BNeKatoT (Hanpumep, n3 CDN ),
poctasnsaTca 6e3 HenpeaBUAEHHbIX MaHuNynaunin. OH paboTaeT, N03BONAA BaM NPegoCcTaBuTb
KpunTorpauyeckmi xaw, KOTOPOMY AOJIKEH COOTBETCTBOBATL U3BIE€YEHHbIN pecypc.

HTTP Access-Control-Allow-Origin 3aronosok Access-Control-Allow-OriginoTBeTa yKa3blBaeT, MOXET
NN OTBET UCMONb30BaTbCA COBMECTHO C KOAOM 3anpoca U3 AaHHOr0 MCTOYHUKA .

HTTP X-Content-Type-Options HTTP-3aronoBok oTBeTa X-Content-Type-Options— 3T0 Mapkep,
MCNONb3yeMbll CEPBEPOM AN15 YKa3aHus Toro, 41o Tunel MIME , 0b6bsBneHHble B Content-
Type3aronoBkax, He OOJIKHbl U3MEHATLCA U UM ClieflyeT caeoBaTb. 3TO CNocob oTka3aTbCs OT
npocaywnsaHua MIME-Tunos , nan, opyruMu ciiosamu, ckasaTb, 4To MIME-TUnNbI HaCTPOEHbI
npegHaMepeHHo.

[e3nHdekuma BBoAa (hopMbl Kak NpaBufio, He OOBEPANTE HUYEMY, YTO N0JIb30BaTENN BBOAST B
hopmbl. 3aN0NHATE OHNANH-POPMbI CJIOXKHO U YTOMUTENbHO, M M0J1Ib30BaTeIM MOTrYT JIErkO BBECTU
HernpaBW/bHble OaHHbIE AN fAaHHbIe B HenpaBuabHOM opmaTe. Kpome Toro, 3/10yMblLLUIEHHUKM
X0poLlo pa3bupatoTcs B UCKYCCTBE BBOJA ONpefeNleHHbIX CTPOK UCMONHAEMOro Kofa B noss (opMbl
(hanpumep, SQL nnwn JavaScript). Ecnv Bbl He byaeTe 0CTOPOXXHbI C 06PabOTKON 3TUX TUMOB BXOLHbIX
LaHHbIX, OH MOXeT b0 BbINOAHUTL BPEAOHOCHbIA KOA Ha BaweM canTe, 1mbo yoanuTb Bawwm 6a3bl
AaHHbIX. CM. SQL-MHbEeKUMIO 419 XOPOLLEero npMMepa Toro, Kak 3T0 MOXXET NPOU30NTMW.

YT106bl 3aLNTUTLCSA OT 3TOrO, Bbl A4OJKHbI TWATENbHO Ae3MHDPULMPOBATh AaHHbIE, BBEAEHHbIE B
BaLLn YOpMbI;

Bbl LOMKHBI peanim3oBaTb MPOBEPKY Ha CTOPOHE KJIMEHTa, 4ToObl MHOPMUPOBATL NOJb30BaTENEN O
TOM, YTO OHW BBE/IN JaHHble B HeMpaBuibHOM (hopmaTe. Bbl MOXXeTe caenaTb 370, UCNOJb3YS
BCTPOEHHbIe hyHKLUMKM npoBepkn hopMbl HTML, nam Bbl MOXKeTe HanncaTb CBOW COBCTBEHHbLIN KOA
nposepkun. LonoNHUTENbHYIO MHGOPMaLUIo CM. B pa3aene Mposepka (hOpMbl Ha CTOPOHE KJIMEHTa .
Bbl 0OJKHBI NCMOJIb30BaTb KOAWPOBKY BbIBOAA NPK 0TOOBparkeHnn nosib30BaTebCKOro BBOAA B
NoJIb30BaTENbCKOM MHTepderice npunoxxeHus, 4Tobbl 6e3onacHo 0Tobpa)kaTb AaHHbIE TOYHO TaKk,
KaK MX BBE/ MN0Jib30BaTeNb, YTObbI M3beXXaTb UX BbINOJHEHUS B BUAE KOAA. LOMNOAHUTENbHYIO
NH(OpMaLMio CM. B pasgene KognposaHue BeiBoaa . OgHako B Lensx 6e30nacHOCTM HeNb3s
nosaraTbCs TONbKO Ha MPOBEPKY Ha CTOPOHE KJIMeHTa. ITO NoJie3Hoe ynyylleHne
NoJIb30BaTENbCKOro OMbiTa A4J19 BallMX Nosb3oBaTesien, MOTOMY YTO OHO AAET MM MFHOBEHHYIO
obpaTHyto CBA3b NpoBepku 6e3 HeobXxoAMMOCTM XAaTb, NOKa cepBep TyhAa u obpaTHO. B To xe
BPEMSA NMPOBEPKY Ha CTOPOHE KANEHTA C/IMLIKOM Ierko 060MTN 3/10yMbILLNEHHNKY (HanpuMep,
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OTK04MB JavaScript B bpay3epe, 4Tobbl 060MTN NPOBEPKY Ha OCHOBE JavaScript), noaTomy ee
cnefyeT coveTaTh C MPOBEPKON Ha CTOPOHE cepBepa.

Jllobas aBTOpUTETHAA CepBepHas CTPYKTypa NPefoCcTaBUT PYHKLMOHANbHOCTb AN MPOBEPKM
oTnpaBku popM. Kpome TOro, obLLEenpuHATON NepefoBor NMPaKTUKON ABNIAETCSA 3KpaHUPOBaHMe
nobbIX CneumanbHbIX CUMBOJIOB, KOTOPbIE SABAAIOTCA YaCTbio CMHTaKCMCa MCNOSTHAEMOro aina, 4To
nenaet nobol BBeaeHHbIN Ko 6onee HencnonHsemMbiM 1 0bpabaTbiBaeTCA Kak 0ObIYHbIN TEKCT.

3almTa oT KNNKLKeKMHra MNpu KINKAXXKEKUHre nosib3oBatens 0bMaHOM 3aCTaBASIOT LWEKHYTb
3/1eMEHT M0/1b30BaTe/IbCKOro NHTepdenca, KOTOpbIN BbINOJIHAET AeCTBME, OTJINYHOE OT
0XMAaeMoro noJsib3oBaTesieM. 3T0 MOXeT OblTb PUCK, CBA3AHHBIN CO BCTPOEHHbIM CTOPOHHUM
KOHTEeHTOM (ybeamnTech, 4TO Bbl JOBEPSETE TOMY, YTO BCTPAMBAETCA Ha Ball CalT), a TaKXe MOXeT
co4yeTaTbCa C PULLMHIOM.

Cnep,yrou_wle (pyHKLI,I/II/I MOTryT NOMOY4Yb 3alUNTUTBCA OT KIIMKAXEKNHT A

MapameTpbl HTTP X-Frame 3aronoBok otBeTa HTTP MOXHO MCMN0/Ib30BaTb, YTOObI yKa3aTb, cnenyeT
nn paspewnTb bpaysepy oTobparkaTb CTpaHuuy B hopmate , , uan . CanTbl MOryT UCMONL30BaTL 3TO,
4T0bbl N36eXKaTb aTaK KJIMKLXKEKMHIA , FapaHTUPYS, 4TO UX KOHTEHT He byneT BCTPOEH B Apyrue
cantbl.X-Frame-Options <frame><iframe><embed><object>

CSP: dpenmbl-npenkn Oupektusa HTTP Content-Security-Policy(CSP) frame-ancestorsyka3biBaeT
LEeNCTBUTESIbHbIX POAUTENEN, KOTOPble MOryT BCTPanMBaTh CTPaHULY C nomowbio <frame>,
<iframe>, <object>unn <embed>.
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