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be3onacHOCTb B IHTepHeTe

Beb-cainTbl copepXaT HECKOJIbKO Pa3fIMyHbIX TUMOB UHGOPMaLMKN. HEKOTOPLIE N3 HUX HE ABASIOTCS
KOH(UOEHUMANbHBIMK, HAaNpUMep, KOMnus, NokKasaHHas Ha 0bLlenoCTynHbIX CTpaHMuax. HekoTopble
N3 HUX ABNSIOTCA KOHUAEHUMANbHLIMU, HANPUMep UMeHa Nosb3oBaTeNeln, Napoan n 6aHKoBCKas
MHOPMaLNA, NN BHYTPEHHWE aNrOPUTMbI U YaCTHas HGOPMaLUs 0 NPOAYKTeE.

KoHunaeHUnanbHas nHpopMaLuns aoskHa bbiTh 3allMLLEHa, 1 Ha 3TOM COCpefoToYeHa Beb-
6e3onacHoCTb. Ecnm 3Ta MHGOpMaLMs nonaaeT He B T€ PyKW, OHa MOXET ObITb MCNO/Ib30BaHa ANS:

MocTaBbTe KOMMNAHWUM B HEBLIFOLHOE MOJIOXKEHMe, NOAENMNBLUNCL CBOEN MHpopMaLmei C
KOHKYpeHTaMu. OTK4YUTE 1K 3axBaTUTE UX CyXObl, YTO CHOBA BbI30BET Cepbe3Hble Npobsiemsl ¢
nx pabotow. NMoasepraoT pUCKY KOHPUAEHLNANIbHOCTb CBOMX KJVEHTOB , Aenas nux ya3BuMbIMU ANS
NPOMANPOBAHNSA, TapreTuHra, NoTepn AaHHbIX, KPaXkn ANYHbIX aHHbIX UK faxe PUHAHCOBbIX
noTepb. CoBpeMeHHble bpay3epbl yXe UMEeT HECKOJIbKO (PYHKUMIA AN 3awmTbl 6e30nacHoCTH
nonb3oBaTtenen B IHTepHeTe, HO pa3paboTynkam Takxxe HeobX0AMMO NPUMEHATL NepeoBble
MeTObl 1 TLaTeNbHO KOAMPOBaTb, 4T0bbl 0becneynTs Be3onacHOCTb cBoMX Beb-canToB. Maxe
NpoCTble OWMOKM B BalleM Koe MOryT MPUBECTU K YA3BUMOCTSAM, KOTOPbIE 3/10YMbILLNEHHUKN MOTYT
MCMOo/b30BaTb A8 KPaXKW AaHHbIX U MNONYYEHNS KOHTPONSA Hag ciyxbamu, ANna KOTOPbIX Y HUX HET
aBTOpU3aLmL.

B 3Toi cTaTbe NpencTaBieHo BBeaeHMe B Beb-6e30MacHOCTb, BKOYast MHGOPMaLLMio, KoTopas
MOMOXXET BaM MOHATb aCNeKTbl, KOTOPble MOryT ceflaTb Be6-CcaiThbl YSA3BUMbIMU, N CNOCODBbI NX
3alUNTBI.

Css3b Mexny 6e30MacHOCTbLIO U KOH(pMaeHUManbHOCTbO be3onacHoCTb U KOHPUAEHUNANbHOCTb —
pa3Hbleé TEMbI, HO OHN TaKX€E TeCHO CBA3aHbl. CTouT 3HaTb pa3Hnuy Mexay HUMMU n 1o, Kak OHU
COOTHOCATCA.

be3onacHOCTb — 3TO NPOLIECC 3aLUNThI INYHBIX AAHHBIX N CUCTEM OT HECAHKLIMOHMPOBAHHOIO
poctyna. Cioa BX0AAT KaK faHHble KOMMNaHUN (BHYTPEHHME), Tak U AaHHbIE NOSb30BaTENeN 1
napTHepoB (BHewWwHMe). KoHONAEHUNAIbHOCTL O3Ha4YaeT NpefoCTaB/eHMe NoJib30BaTeNsAM NpaBa
KOHTPOIMPOBaTb cOOP, XpaHEHMNE M UCMOJIb30BaHNE UX AaHHbIX, @ He UX 6e30TBETCTBEHHOE
1Ccnosb30oBaHWe. Hanpumep, Bbl A0JIKHbI YHeTKO CO06LLATh NOJIb30BaTENAM BalUUX CATOB, Kakne
JlaHHble Bbl cObnpaeTe, KOMy OHM BynyT nepenaHbl 1 Kak OHW By ayT NCMONb30BaTLCS.
Monb3oBaTeNsiM A0/MKHa ObITb NpeaoCcTaBAeHa BO3MOXXHOCTb COMJTACUTLCS C BalLEN NOJINTUKOWA
KOH(OMOEHLUNAbHOCTY, MONYYNTb AOCTYN K CBOMM [AaHHbIM, KOTOPbIE Bbl COXPaHWAW, N YOAJIMTb CBOU
JlaHHble, ecnin oHK B6osblle He XOTAT, 4Tobbl OHM y Bac 611K, Xopowas 6e30nacHOCTb O4€Hb BaXKHa
L0151 XOPOLUEN KOH(PUAEHUMANbHOCTU. Bbl MOXXeTe cieoBaTb BCEM COBETAM, NePEYNC/IEHHbIM B
HalleM PYKOBOACTBE Mo KOHUAEHLNANbHOCTN B IHTEpHETE , HO EeNCTBOBaTbL 10OPOCOBECTHO U
NMETb HaJEeXHYI0 NOJIMTUKY KOHpUAEHUMaNbHOCTM BecrnonesHo, eciv Ball CalnT Hebe3onaceH, a
3/10YMbILLNIEHHNKIN BCE PABHO MOMYT MPOCTO YKPACTb AaHHbIE.

Cnyx6bl 6e3onacHocTr, NnpegocTaBnsemblie bpaysepamm Beb-6pay3epbl UMEOT CTPOryto Moaenb
6e3onacHoCcTK, obecneymBatoLLyo BbICOKMI YpoBEHb HE@30MaCcHOCTN OCHOBHOMO KOHTEHTA,
COeaMHEHMI N TpaHCcnopTa. B 3ToM pa3aene paccMaTpmMBalOTCSH OCHOBBI.

Monntuka ogmHakosoro npomcxoxaeHms n CORS MNMonnTtrka TOro e NCTo4YHMKa — 370
(hyHOaMeHTaNbHbIA MexaHn3M 6e30nacHOCTU B IHTepHeTe, KOTOPLIN OrpaHnYMBaeT
B3aVMOLENCTBMNE LOKYMEHTa WK CLLEHApWs, 3arpy>XeHHOro 13 04HOro MCTOYHUKa , C PeCypcom U3
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APYyroro NCToYHMKa. TO NMOMOraeT N30 MpoBaTh NOTEHLUNAIbHO BPeLOHOCHbIE LOKYMEHTHI,
YMeHbLlUaA BO3MOXHble BEKTOPbI aTak.

Kak npasuio, LOKYMeHTbl U3 OQHOr0 MCTOYHUKA He MOryT AeflaTb 3anpochl K APYrM UCTOYHUKAM.
3TO UMeeT CMbICJI, NMOTOMY YTO Bbl HE XOTUTE, 4TOBbI CanTbl MOrIM MeLwaTb APYr APYry U Noay4YaTb
LOCTYN K BeLlaM, KOTOPbIM OHM He JO/KHbI. B HEKOTOPbIX C/ly4asaX UMeeT CMbIC/ 0C1abuTb 370
OrpaHuYeHune; Hanpumep, y Bac MOXeT OblTb HECKOJIbKO CalTOB, KOTOPbIE B3aUMOLENCTBYIOT APYr C
LPYroM, 1 Bbl MOXeTe 3aX0TeTb, 4T0DObl 3TW calTbl 3anpaluMBanmn pecypcel Apyr Yy Apyra, Hanpumep,
ncnonb3ys dannel fetch().

9T0 MOXeT bbITb pa3peLleHo ¢ nomoubto Cross-0rigin Resource Sharing (CORS) — mexaHu3Ma Ha
O0CHoBe HTTP-3aronoBKOB, KOTOPbIV MO3BONSIET CEPBEPY YKa3biBaTb Nt0ObIe UCTOYHMKN (LOMEH, CXEMY
WM NOPT), OT/IMYHbIE OT €ro COBCTBEHHbIX, U3 KOTOPbLIX Bpay3ep A0JKEH pa3pellaTb 3arpy3ky
pecypcos.

HTTP-mogens ons ceasu Mpotokon HTTP ucnonb3yetcs Beb-bpaysepamu n cepsepamm ans CBs3un
Apyr C ApYyroM, 3anpoca pecypcos, NpefocTaBNeHNs 0TBEeTOB (Hanpumep, NpefocTaB/ieHuns
3aMpOoLEHHOro0 pecypca uav getanmsaunm npuymHel c6os 3anpoca) n obecnedyeHns yHKLNRA
6e30nacHOCTY A5 3TON CBA3W.

be3onacHOCTb TpaHCNOpTHOro ypoBHs (TLS) obecneynBaeT 6€30MacHOCTb U KOHPUAEHLMANBHOCTb
nyTeM WndpPoBaHNA AaHHbBIX BO BPEMS nepefayn no CeTu 1 ABNSETCA TEXHOI0rnen, exallen B
ocHoBe npoTokosia HTTPS . TLS xopow Asa KOHPUAEHUNaNbHOCTH, MOCKOJIbKY He M03BOSIAeT
TPeTbUM CTOPOHAM MepexBaTbiBaTb NepefaBaeMble JaHHbIE U UCMO0JIb30BaTb UX 3JIOHAMEPEHHO.

Bce bpay3epbl N0 ymonyaHuto TpebytoT HTTPS; 370 y>xe NpakTU4eckn Tak, noTomy 41o 6e3 atoro
NPOTOKONA B CETW Maso 4TO MOXKHO cenaThb.

[Moxo)xne Temsil:

be3onacHoOCTb TpaHCNOPTHOro ypoBHSA (TLS) MpoTokon Transport Layer Security ( TLS ) — 370
CTaHAapT, NO3BONIAOWMIA ABYM CETEBbLIM MPUIOXKEHNAM UK YCTPONCTBaM 6e30MmacHo n
KOH(pmaeHUnansHo obMeHmBaTbLCS MHopMaumnen. MNpunoxxeHns, ncnonbsytowme TLS, moryT
BbIbMpaTh CBOM NapameTpbl 6€30MacHOCTK, YTO MOXET CyLLEeCTBEHHO NOBAMATL Ha 6e30macHOCTb 1
HaOeXHOCTb AaHHbIX. B 3TON cTaTbe npeacTasneH 063op TLS 1 TMNOB pelleHniA, KOTOPbLIE BaM
HeobXoANMO NPUHATL AN 3alUNTbI BalLlero KOHTeHTa.

HTTP Strict-Transport-Security 3aronoBok Strict-Transport-Security: HTTP no3sonseT Beb-canty
yKa3aTb, YTO K HEMY MOX>XHO MOJIy4UTb OOCTYM TOJbLKO C UCNONb30BaHMeM HTTPS.

Mpo3payHoCTb cepTUdUKaTa MpPo3pa’yHoCTb CEPTUPUKATOB — 3TO OTKPbLITAs NAaTdopma,
npefHa3HaYeHHasa ON1 3alNUThl OT HEMPABUILHOW Bblla4yn CEPTUPUKATOB U OTCIEXKMUBAHUS TAKUX
C/ly4aeB. BHOBb BbIMyLLEHHbIE CEPTUMUKATBI «3aNUCbIBAOTCA» B 06LLEeA0CTYNHbIE, YacTo
He3aBMCUMble XXYpHasbl CT, KOTOpblE NOALEPXKMBAIOT TOIbKO f0b6aBeHre, KpUnTorpaduyeckm
rapaHTVPOBaHHYIO 3aNUCb O BbIMyLLEHHbIX cepTudmkaTax TLS.

CMmellaHHoe copepxaHue CtpaHuua HTTPS, KoTopas BKJOYaeT Cogep)XXnMMoe, nosyyeHHoe C
NCNOJIb30BaHMEM He3allndpoBaHHOro TekcTa HTTP, Ha3biBaeTCa CTpaHULEN CO CMeLlaHHbIM
copepXnmbiM . NMogobHble CTpaHMLbI 3aWMdPOBaHbl UL YaCTUYHO, MO3TOMY He3alngPOBaHHbIN
KOHTEHT OCTaeTCs OOCTYMHbIM ONa CHU((EPOB 1 3JI0YMbILLJIEHHUKOB.
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Kak ncnpasuTb canT € 3ab710KNPOBAHHBIM CMeLLaHHbIM KOHTEHTOM Ecnun Baww Be6-cant
npepocTtasnseT cTpaHuubl HTTPS, BeCb aKTUBHbIA CMELLaHHbIN KOHTEHT, foCcTaBnseMbln Yepe3 HTTP
Ha 3TuX cTpaHuuax, byaet 3abnokmposaH no ymonyaHuio. CnegosaTtenbHo, Baww Beb-cant moxeTr
NoKa3aTbCs NONb30BaTeENAM HepaboTaloWwmuM (ecnn He 3arpyxatoTcs iframe unam nnarnHel U T. 4.).
MaccMBHOE CMeLlaHHOoe coepxmMmoe oTobpakaeTcs No yMoa4aHWI0, HO NONb30BaTENN MOTYT
HacTpoOUTb BJIOKMPOBKY U 3TOrO TWMa COAEPXMUMOro. Ha 3Ton cTpaHuue 0b6bACHAETCS, YTO Bbl
[LOJDKHbI 3HAaTb KakK Beb-pa3paboTyuk.

Cnabble anropuT™Mbl NOANUCKM HageXHOCTb anropuTMa XewwmpoBaHus, NCNoJib3yemMoro npu
noAnnCcaHMmn LMMpoBoro cepTudmrKaTta, aBAseTCs KpUTUYECKMM 31eMeHTOoM Be3onacHoOCTM
cepTudmkaTa. B 3TON CTaTbe COOAEPXUTCA HEKOTOPas UHMopMauns 06 N3BECTHbIX anropuTMax
MOANUCKU, MO3TOMY Bbl MOXeTe n3beratb nx, Korga 3To yMeCcTHO.

Be3onacHble KOHTEKCTbI 1 pa3peLleHns QyHKLUNA bpay3epbl KOHTPOAUPYIOT UCNOJIb30BaHME
HECKONbKNX «MOLLHbIX (DYHKLIMA» HECKONbKUMYK criocobamu. Mo «MOLHBIMU (YHKLUSMU» Mbl
noapasyMeBaeM Takue Belln, Kak Co3[aHne CUCTEMHbIX YBeLOMJIEHUA CalToM, UCNONb30BaHMe Beb-
Kamepsbl NoNb30BaTeNa 419 4OCTYNa K MeananoToKy, yrpassieHne CUCTEMHbBIM rpadnyecknm
NpoLLeccopoM 1 ncnosib3oBaHue seb-nnatexen. Ecnm 6el canT mor NpocTo 6e3 orpaHnyeHnn
ncnonb3oBaTb APl-MHTepdencsl, ynpasnsiowme TakuMm QyHKLMAMA, pa3padboTymku-
3/10YMbILUSIEHHWKW MO K Bbl, Hanpumep:

Pa3zgpaxkanTe nosib3oBaTeNen HEHYXXHbIMU YBEAOMAEHUAMU U OPYTrMMU (DYHKLMAMN
MoJIb30BaTENbCKOro NHTepgenca. 3acopaoT nx bpaysep/cuctemy 414 Co3gaHMs aTak TUNa «0TKa3 B
obcnyxmnaHum» (DoS). YKpacTb AaHHble Wan AeHbrn. Takmne yHKUMn bpay3epa ynpaBasoTCs
cnegyowmnm obpasom:

Bo-nepBbix, MCNOb30BaHME TaKNX YHKLMIA pa3peLLeHo TobKO B 6e30nacHbIX KOHTEKCTaX .
bBe3onacHbIn KOHTEKCT — 3To a windowwunn a worker, 45 KOTOPOro eCTb A0CTaTOYHAs YBEPEHHOCTb
B TOM, YTO KOHTEHT AocCTaBneH 6e3onacHo (4epe3 HTTPS/TLS). B 6e30nacHOM KOHTEKCTe
BO3MOXXHOCTW 4N151 CBA3W C KOHTEKCTaMU, KOTOpble He ABASATCA 6e30MacHbIMK, OrPaHUYEHbI.
be3onacHble KOHTEKCTbI Tak)Ke NOMOralT NPeaoTBPaTUThL AOCTYM 3/10YMbILWUAEHHNKOB K MOLLHbIM
APl-nHTeptencam bpay3epa.

MprmedaHue. CM. Takxe pazgen OyHKuun, orpaHnyeHHble 6e30nacHbIM KOHTEKCTOM . B 3ToM
CNpaBOYHUKE NepeyncneHbl pyHKUuMn Beb-nnathopMbl, 4OCTYMHbIE TOILKO B 6@30MacHOM KOHTEKCTE.

Bo-BTOpbIX, NCMONb30BaHNE 3TUX PYHKLUA OrpaHUYeHO CUCTEMOW MONb30BaTEIbCKUX pa3peLleHnin
— NOJIb30BaTeNN A0JKHbI ABHO COrNacUTbCS Ha NpefocTaBaeHne AOCTyna K TakuM (OyHKLUMAM, a 3TO
03Ha4aeT, YTO 3TN (DYHKLMMN He MOryT UCMO0JIb30BaTbCA aBTOMaTUYECKUN. 3anpochkl pa3peLLeHnii
No0Sb30BaTENS BbINOJIHAIOTCA aBTOMATUYECKN, HO Bbl MOXKETE 3arpoCcuTb COCTOSHME pa3peLueHns API
¢ nomoLLbto APl paspelueHun .

B-TpeTbux, MHOrue apyrue gpyHKLun bpaysepa MOryT NCNOSIb30BaThCA TONIbKO B OTBET Ha AeNCTBUS
Nosb30BaTeNsl, TaKNe KaK HaxkaTne KHOMKK, a 3TO 03Ha4YaeT, YTO NX HY>XXHO BbI3blBaTb 13
cooTBeTCTBYOLWEro 06paboTynka cobbITUN. ITO YaCTO Ha3bIBAOT BPEMEHHOW aKTUBALINEN .
JOMNONHUTENBHYIO UHGOPMALNIO CM. B pa3aene «PyHKLNUW, 3aKpbITble aKTUBaLMENR Nob30BaTENS» .

Bonpockl 6e30nacHoCTK AN pa3paboTyMKOB Ha CTOPOHE KJieHTa ECTb MHOro acnekToB Beb-
6e30nacHOCTM, 0 KOTOPbLIX HEO6X0AMMO NoyMaTb Ha CTOPOHE CepBepa U KneHTa. B cnenytowimx
pa3fenax 0CHOBHOE BHUMaHWe yaenseTcs Bonpocam 6e30nacHOCTM Ha CTOPOHE KneHTa. Bbl
MOXXEeTe HalTy Nnose3Hblin 0630p 6€30MacHOCTU C TOYKM 3pEHNs CepBepa, KOTOPLIN TaKXe BKJoYaeT
OMMCaHUS PacnpOCTPaHEHHbIX aTakK, Ha KOTopble cnesyeT 06paTUTh BHUMaHWe, B pa3aene «
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besonacHocTb Beb-canTa» (4acTb Hawero Mmoayns oby4eHns NporpamMMmnpoBaHuio Beb-canTta Ha
CTOPOHe cepBepa ).

XpaHuTe faHHbIe Ha CTOPOHE K/IMeHTa 0TBETCTBEHHO OTBeTCTBEHHOE obpalleHne C AaHHbIMA B
3HAYUTESIbHOW CTEMNEHM CBA3aHO C COKPALLLEHNEM UCMOSIb30BaHNSA (haioB cookie n 0OCTOPOXHOCTbIO B
OTHOLLEHWW AaHHbIX, KOTOPbIE Bbl B HAX XpaHuTe. TpaAnunoHHO Beb-pa3paboTymkm ncnosib3osanm
thannbl cookie ANna XxpaHeHMs BCeX BUAOB AAHHbLIX AJ1 CAMbIX Pa3HbIX Lefien, U 3/10YMblLUNEHHUKAM
OblN0 Nerko ncnosb30BaTh 3TY TeHAEHUNMIO. B pe3ynbTaTe Bpay3epbl Havaam orpaHM4nBaThb
LeNCTBUSA, KOTOPbIE Bbl MOXKETE BbIMOJIHATL C MOMOLLIO MeXCanToBbIX (hansioB cookie, € Lesbio
MOJIHOCTbIO 3aKPbITh K HAM JOCTYyN B byayuiem.

Bam crnenyeT NoAroTOBMTLCA K YAaNE€HNI0 MEeXCanToBbIX (halnnoB cookie, orpaHM4nB KOINYECTBO
LEeNCTBUIN MO OTCAEXUBAHUIO, HA KOTOPbIE Bbl NoJlaraeTech, U/UAN peannsys xenaemMoe CoOXpaHeHue
nHGopMaunm apyrumm cnocobamu.

Hanpumep:

cnonb3yinTe anbTePHATMBHBIA MEXaHM3M XPaHEHMSA Ha CTOPOHE KMeHTa, Hanpumep APl Beb-
XpaHUAnLWa, ansa COXpaHeHNs AaHHbIX. HepocTaTkoM Beb-xpaHuAnLLa ABASETCA TO, YTO AaHHbIe
XPaHATCSA AN9 KaXKA0ro NCTOYHUKA, MO3TOMY UMUK HeNb3s NoaennTbcs. ObpaTuTe BHUMaHMeE, 4TO
Beb-xpaHunmLe nmeeT ABa BapuaHTa — sessionStoragen localStorage. Mbl pekomeHayem
MCNOJb30BaTb ero sessionStoragenns AoNoJHUTENbHON 6@30MacHOCTY, TakK Kak AaHHble
COXPaHATCA TONbKO B TEHEHNE BPEMEHN XMNU3HWN OKHA WM BKaLKW, B KOTOPOW OHW CYLLECTBYIOT.
localStorage[laHHble COXpaHATCA faxXke Moc/e 3aKpPbITUA U MOBTOPHOIO OTKPLITUSA OKHa U
BKJIa4KW. ITO O3HaYaeT, 4To cywecTByeT H60bLlas BEPOATHOCTb TOrO, 4TO OH MONAZET B YyXKMe
PYKW, Hanpumep, Ha obutyto paboyyio cTaHUMO. ICNOb3ynTe Takme TexHonorum, kak IFrame 6e3
YYETHbIX AaHHbIX , COBCTBEHHbIE Habopbl n/unu APl goCTyna K XpaHuauLly , 41obbl paspewmnTb
BaLLUMM CarTaM pa3pellaTb UCMosb30BaHNe MeXCanToBbIX hainsioB cookie be3onacHbIM K
KOHTPOJIMPYEMbIM CIOCOBOM MM MOAHOCTLIO X BOKMPOBaTb. B HacTosALLEe BPpEMSA 3TW TEXHONOM MM
MMEIOT OrpaHUYEHHYI0 NnoaaepxKy bpaysepos. icnonb3ynTe pelleHne Ha CTOPOHE cepBepa As
COXpaHeHnsa faHHbIX. O3HaKOMbTECb C HalLMM PYKOBOLCTBOM MO KOH(UAEHLMANBHOCTU U, B
4YaCTHOCTK, C COKpaLLEHNEM OTCNEXMBaOWMX (annos cookie , 4Tobbl y3HaTb 6osbLue 06 3TOM.

3alMTMTE NIMYHOCTb NONb30BaTENS W ynpaBasinTe nornHamm Mpu BHeapeHUn 6e3onacHoro
peLleHus, BKoYatoLlero cbop AaHHbIX, 0COBEHHO €C/IN AaHHble ABNATCS KOHMUAEHLMAbHBIMY,
HanpuMMep yYeTHbIE laHHbIE A5 BXOMla B CUCTEMY, UMEET CMbIC/ UCMOJIb30BaTh HaZleXXHOE pelleHne
0T YBa)aeMoro rnoctasLmka. Hanpumep, nobas pecnektabenbHas cepepHas cpeaa byneT nmeTb
BCTPOEHHbIE DYHKUUN A1 3aLMThl OT PACMPOCTPAHEHHbIX YS3BMMOCTEN. Bbl TakXxe MoXeTe
PacCMOTPETb BO3MOXHOCTb MCMOb30BaHNA CMELMaNM3NpoBaHHOro NPoAyKTa A1 CBOUX Lienen,
HanpUMep peLleHns NoCTaBLUNKa YI0CTOBEPEHNUIA UW NOCTABLIMKA 6e30MacHbIX OHIANH-0MpPOCOoB.

Ecan Bbl X0TUTe BHEAPUTL COBCTBEHHOE pelueHne Ans cbopa Nonb30BaTENbCKUX OAHHBbIX,
ybeanTech, 4TO Bbl NOHUMAETE BCe aCNeKThl U TpeboBaHUA. HaMnTe onbiTHOro pa3paboTymka
CEPBEPHON YaCTN U/Unun nHXeHepa no 6e3onacHOCTM AN BHEAPEHUSA CUCTEMbI U ybeauTech, 4TO OHa
TLWaTeNbHO NpPOTeCTMpPOBaHa. Icnonb3ynte MHOrOhaKTOPHYO ayTeHTugmKaumo (MFA), 4Tobbl
obecneynTb NyyLyto 3aWmTy. PaccMoTpuTe BO3MOXKHOCTb MCMOJIb30BaHUSA BblaeneHHoro API, Takoro
Kak Beb-ayTeHTUduKauns nam NHTErpupoBaHHoOE yrnpaBiaeHne y4eTHbIMU AaHHbIMK , ANS
ONTUMM3ALNN KIIMEHTCKOM YacCTUN NPUSIOXKEHUS.

BoT elue HeckonbKo coBeToB no obecnevyeHnto 6e3onacHOro Bxoaa B cncTemy:
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Mpwn cbope nHhopMauum ons BXoAa B CUCTEMY UCMOJb3YNTE HaAEXHble Napoan, 4Tobbl Henb3a 6110
Nerko yrafiaTb faHHble Ballen y4eTHOW 3anucum nosib3osatesia. Cnabble naponn SBASAOTCA OLHON 13
OCHOBHbIX MPUYUH HapyLLueHnA 6e3onacHoCTK. Kpome TOro, moowpsnTe CBOMX MoJib30BaTenen
NCN0Nb30BaTb MeHea)Kep naposen, YTobbl OHN MOrAN NCMOJIb30BaTb Bonee CNOXHbIE Mapoun, He
HecnokosAck 0 TOM, 4T06bl 3aNOMHUTL UX, U HE CO3A4aBann yrpo3bl 6e30nacHOCTK, 3anucoiBas nx. Cm.
TaKXe Hally CTaTbio 0 Hebe3onacHbIX Naposiax . Bbl Takxe AO/KHBI MHDOPMUPOBAThL CBOMX
nonb3oBaTenen o GUnHre . PUIIMHI — 3TO AEeNCTBKE MO OTMNPaBKe Nob30BaTesto CoobLleHns
(HanpuMep, No 31eKTPOHHOM NoYTe nam SMS), cogep)KaLlero CCbliKy Ha CaluT, KOTOPbIN BbIrNA4NT
KaK CalT, KOTOPbIA OH NocCelaeT Ka)kabl AeHb, HO Ha CaMOM Jefie uM He aBnseTcs. Ccbiika
COMpoOBOXAaeTCa coobLieHneM, NnpegHa3HaYeHHbIM 415 TOro, 4Tobbl 3aCTaBMTb NOJib30BaTeNEN
BBECTW CBOE UMS MOJIb30BaTENA U Naposib Ha CanTe, 4ToObl OHWM MOran BbITh YKpPaZeHbl, a 3aTeM
MCMNO0J1b30BaHbl 3/10YMbILLJIEHHUKOM B 3/10HaMepPEeHHbIX Lenax. MNpumeyaHume. HekoTopble
(PULIMHroBbIe CalTbl MOrYT BbITb O4E€Hb CJIOXKHBLIMU, U UX TPYAHO OT/IMYUTL OT HacTosLWwero Beb-
canTa. [Mo3TOMy BaM cnefyeT Hay4YnTb CBOMX MONb30BaTesIen He A0BEepPATb Cy4alHbIM CCblJIKaM B
3/IEKTPOHHbIX MUCbMax U SMS-coobuieHmnax. Ecnm oHn nonyyatoT coobuweHune Tuna «CpoyHo, BaM
HY>XHO BONTMN B CUCTEMY cenyac, 4Tobbl pelwmnTb Npobaemy», OHU AOJHKHbI NePenTn Ha CanT
HernocpeACTBEHHO B HOBOW BKJlagKe M nonpoboBaTb BOMTW HAMPAMYIO, @ HE LeNKaTb CCbINKY B
coobLeHnmn. Nam oHM MOryT NO3BOHWUTL UKW HanucaTb BaM MO 3NEKTPOHHOM NnoyTe, 4Tobbl 06CyanTh
noJslydyeHHoe coobuieHue.

3aWmMTUTE OT aTak MeTo4oM rpyboi Cunbl Ha CTPaHMLblI BXOAA C MOMOLLbIO OFrpaHMYeHns CKOPOCTH ,
ONOKMPOBKM YHETHOW 3anmncK nocsae onpeesieHHoOro Koan4yecTsa Heyda4uHblX NMonbiTOK U NPOBEPKU
CAPTCHA . YnpaBnsanTe ceaHCaMu BXoAa MoJsib30BaTesieil C YHUKabHbIMU NAEHTUDMKATOPaMuK
CeaHCOB M aBTOMATUYECKM OTK/OYaMTe Nosib3oBaTeNen nocne nepnonos bespencremnd. He
BKJII0YaNTE KOH(pMAeHUMabHble faHHble B CTPOKKM 3anpoca URL Kak npasuio, Bbl HE AOJIKHbI
BKJII0YaTb KOH(MAEHUMANbHbIE AaHHble B CTPOKK 3anpoca URL : ecnu TpeTbs CTOpOHa NepexsaTuT
URL-agpec (Hanpumep, Yyepe3 Referersaronosok HTTP), oHy MOryT yKpacTb 3Ty UHpopMauuio. Ewe
6onee cepbesHbIM SBNSETCA TO, 4TO 3TN URL-agpeca moryT 6biTb NPOMHAEKCUPOBAHbI
obwenocTynHbIMY NONCKOBLIMK poboTammu, HTTP-NpoKCK 1 MHCTPYMEHTaMM apXUBMPOBAHNS, TaKNMK
KaK UHTEepHeT- apXxuB , @ 3TO 03HaYaeT, YTO BalLM KOH(PUAEHLNAJIbHBIE faHHble MOTYT XPaHUTbCA Ha
obLLeoCTyNHbIX pecypcax.

Ncnonb3ynte POST3anpockl, a He GET3anpockl, 4Tobbl n3bexaTb 3TuX npobnem. B Hallen cTaTbe
Monntuka 3aronoBkoB Referer: BoNpocCkl KOHpMAeHUnansLHOCTK 1 6e3onacHocTn 6onee noapobHo
OMUCLIBAKOTCA PUCKM KOH(PUAEHUNANBHOCTY 1 6€30MacHOCTK, CBSi3aHHbIe ¢ Referer3arosioBkom, u
npennaratTCs COBEThI MO CHUXXEHUIO 3TUX PUCKOB.

MpumeyaHune. OTKas OT nepefayn KoHpuaeHumanbHbIX AaHHbIX B URL-agpecax Yepe3 GET3anpoch!
TakXe NnoMoraeT 3alMTUTLCA OT MNOALESKN MeXCaNTOBbIX 3arpoCcoB 1 aTak MOBTOPHOI0
BOCMPOW3BEAEHMNS .

MpUMeHeHNe NOANTKK UCMOJIb30BaHNS PacCMOTPUTE BO3MOXHOCTbL MCMO/Ib30BaHNS TaKUX
WHCTPYMEHTOB, KaK MoJIMTNKa 6€30nacHOCTU KOHTeHTa (CSP) 1 MoNuTIKa pa3peLLeHnii , YTobbl
obecneynTb NCNosb30BaHNe Habopa (hyHKLMIA U PECYPCOB Ha BaLLEM CaiiTe, YTO 3aTPyAHAET
BHeJpeHune ysa3BNMOCTEN.

CSP no3BosnisieT BaM 06aBuTb ypoBeHb 6€30MacHOCTY, HanpuMep, pa3peLumns 3arpy3Ky nsobpaxeHun
UK CLLeHapueB TOJIbKO U3 onpefefieHHbIX HaeXXHbIX UCTOYHMKOB. ITO NoMoraeT obHapyXmnBaTb U
CMArYaThb onpefeneHHble TUMbl aTak, BKJIYas MeXCanToBbI CKPUNTUHT ( XSS ) 1 aTaku €
BHeApeHWEM [laHHbIX. OTU aTaku BKOYAIOT B cebs paa Bpe4OHOCHbIX EeNCTBUI, BKJIIOYAsA KPaxy
LaHHbIX, MOPYY CalTa U pacnpocTpaHeHne Bpe4OHOCHbLIX NPOrpamMM.
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MonnTuKa pa3peLleHnin paboTaeT aHaNOrMYHbIM 06pa3oM, 3a NCKJIIOYEHNEM TOr0, YTO OHa bosbLue
CBSI3aHa C pa3pelleHneM unm 610KUPOBKOM AOCTYNA K ONpeaeNieHHbIM «MOLLHLIM (YHKLUMAM» ( KAk
YrNOMUHAN0Ch paHee ).

MpumeyaHme. Takne NOAUTUKIN O4EHb NoJsIe3Hbl Aas obecneveHns 6e30nacHOCTY CalToB, 0COBEHHO
€C/I1 Bbl NCNOJIb3yeTe MHOMO CTOPOHHEro Kofa Ha cBoeM caiTe. OfHaKo UMeNTe B BUAY, YTO C/N Bbl
3ab/10KMpyeTe NCNoib3oBaHNe YHKLMM, OT KOTOPOW 3aBUCUT paboTa CTOPOHHEro CKpUMTa, Bbl
MOXETe HapYyLWUTb PYHKLMOHALHOCTb Ballero canTa.

MoooepXmnBaThb LIENOCTHOCTb AaHHbIX Cnenysa npeabiayweMy pasaesy, Korfa Bbl pa3peLlaeTte
NCMNOJIb30BaHNE (hYHKLMIA N PECYPCOB Ha CBOEM CaliTe, Bbl AOJKHbI MOMbITaTbCA YOeanTbCS, 4TO
pecypcbl He bblan noaaenaHs.l.

[ToxoXxxune Temsbl:

LlenocTHoCTb cybpecypcos LienocTHocTb noapecypcos (SRI) — 3To dyHKLMS 6e30nacHOCTH, KoTopas
no3sonsieT bpay3epaM NPOBEPSTb, YTO PECYPChI, KOTOPbLIE OHU U3BNEKalOT (Hanpumep, n3 CDN ),
[noCTaBnsoTCA 6e3 HenpeaBUAEeHHbIX MaHMNyAauuii. OH paboTaeT, N03BONISAS BaM NPeAoCTaBUTh
KpUNTorpaduyeckuii X, KOTOPOMy [10/)KEH COOTBETCTBOBATL WM3BJIEYEHHbIN pecypc.

HTTP Access-Control-Allow-Origin 3aronoBok Access-Control-Allow-OriginoTBeTa yKa3bIBa€T, MOXET
NN OTBET UCMONb30BaTbCS COBMECTHO C KOAOM 3amnpoca U3 AaHHOr0 MCTOYHUKA .

HTTP X-Content-Type-Options HTTP-3aronosok oteeTa X-Content-Type-Options— 3T0 Mapkep,
NCNOJIb3YEMbI CEPBEPOM ONS yKa3aHMa Toro, 4To Tunbel MIME , 06bsBneHHble B Content-
Type3aronoBkax, He LOJKHblI U3MEHATLCA U UM CiefyeT ciefoBaTh. ITO cnocob oTka3aTbCs OT
npocnywmnsaHma MIME-Tunos , uan, opyruMu cnoBaMu, ckasaTtb, 4To MIME-Tunbl HacTpoeHs!
npegHamepeHHo.

Ae3nHgpekumns BBoga hopmel Kak npasuo, He LOBEPANTE HUYEMY, YTO NOb30BaTENN BBOAAT B
(hopMbl. 3aN0SIHATL OHNANH-(OPMbI C/IOXKHO U YTOMUTESIbHO, U N0JIb30BaTENN MOTYT JIerko BBECTU
HernpasuWibHble faHHble UV JaHHble B HENPaBuibHOM (hopMaTe. Kpome Toro, 3/10yMbILLNEHHUKN
X0poLOo pa3brpaloTCcsa B UCKYCCTBE BBOAA ONpefeneHHbIX CTPOK NCMONHAEMOro Koga B Nojs (hopMbl
(Hanpumep, SQL nnun JavaScript). Ecam Bbl He byaeTe oCTOPOXHbI C 06paboTKON 3TUX TUMOB BXOAHbIX
LlaHHbIX, OH MOXeT 60 BbINONHUTbL BPELOHOCHLIN KOZ, Ha BalleM canTe, nnbo yaanuTb Bawwm H6asbl
LaHHbIX. CM. SQL-MHBEKUMIO 415 XOpoLlero npuMepa Toro, Kak 3T0 MOXXeT Npou30MnTH.

YT106bl 3aLLMTUTLCSA OT 3TOrO, Bbl AO/KHbI TLWATENbHO Ae3MHPULMPOBaTh faHHbIE, BBELEHHbIE B
BaLUWN POPMbI:

Bbl 0O/KHBI peann3oBaTb NPOBEPKY Ha CTOPOHE KANEHTA, 4TOObI MHOPMUPOBATL NONL30BATENEN O
TOM, 4YTO OHW BBEJI JaHHble B HEMpaBuJIbHOM hopMaTe. Bbl MOXeTe caeniaTb 3TO, MUCMOJIb3Y4
BCTPOEHHbIE PYHKL MM NpoBepKn hopMbl HTML, nam Bbl MOXKETE HanncaTb CBOWN COOCTBEHHbIN KO4
npoeepkn. JONOJHNUTENbHYO NH(OPMALUIO CM. B pa3fene lNpoBepka )OpMbl Ha CTOPOHE KJINEHTa .
Bbl LOMKHBI MCMOMb30BaTb KOANPOBKY BbIBOAA NPV 0TOOparkeHMn Nosib30BaTeIbCKOr0 BBOAA B
NoNfb30BaTENbCKOM UHTepdence NpunoxeHus, 4Tobel 6e3onacHo oTobpakaTb AaHHbIE TOYHO TakK,
KaK MX BBE/ N0Jib30BaTeslb, 4TOObI N36eXaTb UX BbINOJIHEHUSA B BUAE KoAa. [LONONHUTENbHYIO
NHOPMaLnto CM. B pasgene KoguposaHue BoiBoAda . OgHako B Lensx 6e30nacHOCTM Heb34
nosiaraTbCs TONbKO Ha MPOBEpPKY Ha CTOPOHE KJIMeHTa. ITO MNoJie3Hoe ynyylleHne
NnoJib30BaTENbCKOro OMnbiTa A4J19 BaluMX Nonb3oBaTesien, MOTOMY YTO OHO AaeT MM MFHOBEHHYIO
obpaTHYt0 CBA3b NpoBepku 6e3 HeobxoaMMOCTKM XaaTb, NOKa cepsep Tyaa u obpaTHO. B To xe
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BPEMS MPOBEPKY Ha CTOPOHE KANEHTA CJIMLIKOM Ierko 060ATN 3N10yMbILLNEHHNKY (HanpuMep,
OTKM04MB JavaScript B bpay3epe, 4Tobbl 0601MTH NPOBEPKY Ha OCHOBE JavaScript), noaTomy ee
cnefyeT coveTaThb C MPOBEPKON Ha CTOPOHE cepBepa.

Jliobas aBTopuTETHAsA CepBepHas CTPYKTypa NpeaocTaBuT PYHKLNOHAIbHOCTb A9 NPOBEPKM
oTnpaBku hopM. Kpome Toro, obLLenpmHATON NepenoBor NPaKTUKON ABASETCSA IKpaHMpPOBaHNe
nobbIX cneumnanbHbIX CUMBOJIOB, KOTOPLIE ABMAIOTCSA YaCTb0 CMHTAKCMCa UCNOJIHAEMOro (anna, 4To
nenaet nobon BBeAeHHbIN Kog bonee HemcnonHaeMbIM 1 0bpabaTeiBaeTCs Kak 0BbIYHbIN TEKCT.

3aWmnTa OT KAMKOKEKMHra Mpu KINKL)XEKUHre nosib3oBatenss 06MaHOM 3aCTaBASAIOT LWENKHYThb
3/1eMEHT MO0/b30BaTENIbCKOro NHTepdeinca, KOTopbI BbINOJHAET AENCTBME, OTANYHOE OT
0XXNAAeMOoro nosib3oBaTesieM. 3TO MOXeT BbITb PUCK, CBA3AaHHbLIA CO BCTPOEHHbIM CTOPOHHUM
KOHTEeHTOM (ybeamnTech, 4TO Bbl fOBEPSAETE TOMY, YTO BCTPAMBAETCA Ha Ball CalT), @ TakXe MOXeT
co4eTaTbCA C PULLNHIOM.

Cnepytouime GyHKLUN MOTYT NMOMOYb 3aLUUTUTLCA OT KJIMKOXKEKUHra:

MapameTpbl HTTP X-Frame 3aronoBok oTBeTa HTTP MOXHO MCM0/1Ib30BaTb, YTOOLI yKa3aTb, cnegyeT
nn paspewnTb bpaysepy oTobpaxkaTb CTpaHuuy B hopmate , , uan . CaTbl MOryT UCMONb30BaTL 3TO,
4TOb6bI M36eXKaTb aTaK KINKOXKEKMNHIa , FApPaHTUPYS, YTO X KOHTEHT He ByaeT BCTPOEH B Apyrue
canTbl.X-Frame-Options <frame><iframe><embed><object>

CSP: openmbl-npenkn Oupektnea HTTP Content-Security-Policy(CSP) frame-ancestorsyka3biBaeT
LEeNCTBUTENbHbLIX POANTENEN, KOTOPbLIE MOMYT BCTPanBaTh CTPaHMLY C NoMoLblo <frame>,
<iframe>, <object>nnn <embed>.
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