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NepeyeHb OCHOBHbIX U AOMNOJIHUTENbHbIX
NnakeTosB

Hvkakune nporpaMMbl KM HAaCTPOMKK (KpoMme (hanna /etc/pacman.d/mirrorlist) u3 live-okpyxxeHus B
yCTaHaBJIMBAEMYIO CUCTEMY He NepeHoCcAaTCa. EANHCTBEHHbIM 06a3aTesIbHbIM AN YCTaHOBKM
nakeToM ABnseTcs base, KOTOPbIN He NpefoCTaBNAET BCe MHCTPYMEHThI, UMeloLLnecs Ha
yCTaHOBOYHOM HOCUTENe, MO3TOMY BaM CKopee BCero noHafobnTca ycTaHOBUTb AOMOSHUTENbHbIE
nakeTbl 418 MOJyYeHNs NONHOCTbIO (PYHKLIMOHaNbHOW 6a30BOM CUCTEMBI.

1. CucteMHble KOMNOHEHTbI U Da3oBble YTUINTDI

WHCcTpyMeHThbl ans pa3sepTbiBaHust OC, ynpaBaeHNs HaKoMMTENAMW U YTEHUS AOKYMEHTaLMN.

e linux: A4po onepauMoHHON CUCTEMBI.

e linux-firmware: Habop MMKponporpamm (LpaBepoB) 419 KOMMbIOTEPHOI 0 XeJe3a.

e grub: noNynspHbIA YHNUBEPCasbHbIA 3arpy34mK

e https://wiki.archlinux.org/title/Systemd-boot/systemd-boot: npocTon 1 6bICTPLIA 3arpy3ymK,
BCTPOEHHbIN B CUCTEMHYIO cpeny systemd

e base:eAUHCTBEHHbIN 0653aTeNbHbIN NakeT 419 MAHMMAIbHOWN YCTaHOBKMN.

e btrfs-progs: yTunutbl Ana cosgaHma n obcnyxmneaHma gannoson cuctemsl Btrfs.

e e2fsprogs: cTaHgapTHbIN Habop NporpaMM ans paboTbl C hanNoOBLIMU CUCTEMAMM
ext2/ext3/ext4.

e mdadm: MHCTPYMEHT AN15 CO34aHuUs, yNpaBaeHUs U MOHUTOPUHIa NporpaMmHbIX RAID-
MaCCMBOB.

e LVM: noacmcTeMa ynpasaeHns GUCKOBLIM NPOCTPAHCTBOM B Linux

® snapper: MIHCTPYMEHT aBTOMATMYECKOro Co34aHnsA CHUMKOB (CHanwoToB) hanfioBOM CUCTEMbI
Btrfs n LVM.

* iNXiKOHCONbHaA yTUAUTa ANa nony4yeHns nogpobHoro otyeTa 06 annapaTHOM M NPOrPaMMHOM
obecneyeHun MK.

* man-pages / texinfo: cnpaBoYHble PYKOBOACTBA N MHTEPAKTMBHAsA CUCTEMHAs LOKYMEHTaLUNs B
TepMuHane.

2. CeTeBble cnyXX0bl M nogknoYeHue

MakeTbl NS HACTPOVKK CETW, YAANIEHHOr0 AOCTYNa U MapLpyTu3aumm.

e networkmanager: cnyx6a ons HaCTPOWKM CETU 1 yrpaBieHNs CeTeBbIMU COeANHEHNAMN B
cucTeme.

e openssh: nakeT a5 6e3onacHoOro yaaneHHoro ynpassiieHNs cepBepom no npoTokosy SSH.

e dnsmasq: nerkun DNS-popeaprep n DHCP-cepBep A5 NOKasbHbIX CETEN.

3. be3onacHOCTb U ayTeHTU(PUKaLMUSA

WHCTpYyMeHTbI A/15 3alWmUThl CepBepa, KOHTPOJIA [OCTYNa, LWNGMPOBAHNSA 1 NMPOBEPKM Ha Yrpo3bl.
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e pam: bubanoTeka NoakAOYaeMbIX MOAYAeN AN ayTeHTUMKaLmMm nonb3osaTtenen B Linux.

e libpam-google-authenticator: mogynb oByxakTopHOM ayTeHTUdmKaumn (2FA) 4yepes Google
Authenticator.

e grencode: ytnnuta onda reHepaumm QR-Ko[0B B KOHCOMM (HY>XXHa A1 HAacTponkin 2FA).

ufw: NpoCTON B HACTPOMKe MeXCeTeBOW 3KpaH (bpaHaMayap).

fail2ban: 3awwmTa o1 bpyThopca, baokupytowas IP-agpeca 3a YacTble owWnbKM aBTOpU3aLLUN.

certbot: KNMeHT ong aBTOMaTMYECKOr0 NOAyYeHnsa n npoaneHunsa SSL/TLS-ceptudmnkaTos Let's

Encrypt.

clamav: OTKPbITbIN QHTUBUPYCHBIN NAKET A1 CKaHMPOBaHMA CUCTEMbI Ha BpegoHocHoe [10.

4. Beb-cepBepbl 1 CYB],

MporpammHoe obecnevyeHmne 63keHaa O XOCTUHIa CanTos, Be6-NpuNoXXeHnn n 6a3 naHHbIX.

* Nginx: fierkoBecHbln, BbicTpbin HTTP-cepBep 1 0bpaTHbIA NPOKCK-CEPBEP.

e php / php-fpm: meHenxep npoueccos FastCGl gna koppekTHom 1 beicTpon paboTel PHP nog
Nginx.

e apache: MOLWHLIN 1 pacluMpsaeMbii MOAYIbHbLIN BeD-cepBep 0bLero HasHavyeHus.

e php-apache: mogynb nHTerpaumm nHtepnpetatopa PHP co ctaHpapTHLIM Beb-cepeepom
Apache.

e mariadb: pendunoHHas 6a3a gaHHbIX, 6biICTpas 3aMmeHa MySQL € OTKpPbITbIM KOAOM.

e phpmyadmin: Be6-nHTeptenc ons yaobHoro aaMMHNUCTPMpOBaHMA 6a3 AaHHbIX
MySQL/MariaDB.

e proxyboi — npocTon obpaTHbIN NPOKCU-cepBep € noaaepxkon TLS.

5. O6wiue ceTeBbie U haisioBble XPaHUIULLA

MakeTbl 4Ns pa3BepTbiBaHMA NOKaAbHbIX DANI00OMEHHNKOB U CUHXPOHM3ALMW AaHHbIX. Samba:
cepsep Ans cosgaHma obwmx ceteBbix Nanok (SMB/CIFS) coBmecTumbix ¢ Windows n Active Directory.
nfs-utils: yTunntel nogaepxku ceteson annoson cuctembl NFS gns Unix-nogobHeix OC. bftpd:
KOMMaKTHbIW, NPOCTOM B KOH(UIypaLnn U HagexHbln FTP-cepsep. rsync: yTuauTta ons
CUHXPOHU3aLMUW 1 pe3epBHOro KoNMpoBaHUs aisioB Ha cepBepe 1 no CeTu

6. Nl'oToBble BeO-npunoxeHus n nnatgpopmbl (CMS/Buku)

Beb-HCTpYMeHTLI A5 ynpasneHns 6a3amMu gaHHbIX, XOCTUHra 6,10roB, LOKYMEHTaLUM 1 NOPTasIoB.

e dokuwiki: mpocTon, 6bICTpbIn Wiki-aBMXOK, He Tpebytowmi 6a3bl AaHHbIX (paboTaeT Ha
TEKCTOBbIX hannax).

e wordpress: nonynapHaa CMS-nnatdopma ans co3ganuns cantos, 6noros n nybnmkaunm
KOHTEHTa.

e gitea: nerkoBecHbIn XOCTUHT IT-npoekToB 1 Git-peno3ntopues (Self-hosted aHanor GitHub)

7. lomawHMe Meama-cepBepbl U NnepcoHaNbHble obnaka
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MakeTbl Ana KaTasornsauun, CTPUMUHITa MEOANAKOHTEHTA U CUHXPOHU3aLU NN KaneHuapeVl.

e minidlna: nerknn megmna-cepsep AN9 pasfayv BUAEO N MY3bIKW Ha TeIeBM30pbI 1 Nieepbl N0
ceTtu DLNA.

e mpd (Music Player Daemon): rubkuin cepsep ons pOHOBOro BOCNPOM3BELEHUSA MY3bIKK B CETH.

e immich-go: yTunuta gnsa 6bicTpon Mmurpaumm n 3arpysku doto B self-hosted aHanor Google
®oT0 — Immich.

e radicale: nerkosecHbIn CalDAV 1 CardDAV cepBep 415 CUHXPOHU3ALMN JINYHbBIX KafleHgapen u
KOHTaKTOB.

e opensmtpd: no4yToBLIN CepBep (SMTP) ons oTNpaBKM M MapLUPYTU3aLUN CUCTEMHBbIX
yBEe4OMNEHUN N NUCEM

8. Oduc, rpachuka u paspaborka NO

WHCTpyMeHTbl pefakTupoBaHus ¢aioB, Koaa, NPOCMOTPa rpadukm 1 paboTbl C JOKYMEHTaMW.

® Nano: KJJaCCUYECKN KOHCONbHbIM TEKCTOBbIM peakTop 4S8 pefakKTUPOBaHMA KOH(UIOB B
TepMuHane.

e code (VS Code): open-source cbopka TekcToBoro pegaktopa Visual Studio Code gns
pa3paboTku.

e python: nHTepnpeTaToOp COBPEMEHHOI0 06 BEKTHO-OPUEHTMPOBAHHOIO S3blKa
nporpammmpoBaHus Python.

e feh: 04eHb BbICTPLIN KOHCOMIbHBIN U FpatnYeCcKnin NPOCMOTPLLUK N306paKeHN.

e libreoffice-fresh (c A3bIKOBbIMY MakeTaMun en/ru): NOAHOLEHHbIN OPUCHBLIN NakeT ansa paboTbl C
TeKCToM 1 Tabnvmuamu

9. BupTtyanmsauus, KOHTEMHepbl U aBTOMaTU3auua 3aaau

Cpe,ﬂ,bl OJ1a N30JIMPOBaHHOIO 3anycKka I'IpI/IJ'IO)KeHI/IVI, BMPTYaJibHbIX MallWH N NNaHNPOBaHUA
npoLeccos.

e docker: nnaTdopma ons pa3BepTbiBaHUS WU YNPaBAeHUS N30MPOBAHHbLIMU KOHTENHEPaMN
NPUSIOXKEHNIA.

e gemu-system-x86: MOLLHbIN annapaTHbIA 3MYNATOP U FTMNEpPBU30p O15 3anycka x86
BMPTYasbHbIX MaLUWH.

e kcron: rpadn4eCcKUin MHCTPYMEHT Ans yA0OHON HaCTPONKK 1 NAaHUPOBaHMSA 3a4ay cron.

e fzy: ObICTPLIN MHTEPAKTMBHbLIA MHCTPYMEHT A4 NPOABUHYTOro He4yéTkoro (fuzzy) noucka B
TepMuHane.

10. Web-npunoxxeHus

e TpebyloTCca HanncaTb AHaNN3aToOpP CUCTEMBI

e TpebytoTca HanncaTb MOHMUTOP PUCYPCOB

e TpebytoTca HanucaTb LleHTp xXypHanos log

e TpebyloTCa HanucaTb [ucneTyep XxpaHeHns

e TpebytoTca HanncaTb CpeacTBo NPOCMOTPa AOKYMEHTOB (penakTop)
e TpebytoTca HanucaTb CpeacTBO NPOCMOTPa AOKYMeHTOB (pdf)

e TpebytoTcsa HanucaTb fale manager
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e TpebyioTcH
e TpebytoTcs
e TpebytoTcs
e TpebytoTcs
e TpebytoTcs
e TpebytoTcs
e TpebytoTcs
e TpebytoTcs
e TpebyloTcs

HanucaTb chat

HanucaTb universal search
HanucaTb YCTaHOBLUMK matomo
HanucaTb yCcTaHoBLWMK phpBB
HanucaTb YCTaHOBLUMK Joomla
HanucaTb ycTaHoBLMK Calibre-Web
HanucaTb YCTaHOBLWMK mediacms
HanucaTb yCTaHOBLWMK notepad++
HanucaTb YCTaHOBLUMK notepadqq

Cnncok nakeToBs, NPUCYTCTBYIOLWMNX B YCTaHOBOYHOM obpase, 4OCTYNEH Ha CTpaHuLe
pkglist.x86_64.txt.
YT106bl YCTAHOBUTb AOMNONHUTE/bHbIE NAKeTbl AW FPynnbl NakeTos, 0baBbTe UX HA3BaHMA K

npvBeLEHHON HMXe KoMaHe pacstrap Yepes npoben unm ncnonb3ynTe pacman Bo BpeMs 3Tana

#Chroot.
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