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YcTtaHoBKa u HacTpouka SSH B Ubuntu 22.04

BBepeHue

SSH (aHrn. Secure Shell — «6e3onacHas 060n04ka»[1]) — ceTeBON NPOTOKON NPUKNALHOIO YPOBHS,
NO3BOJIAIOLNIA NPON3BOANTL YAaNEHHOE YNpaB/ieHne onepauoHHON CUCTEMON U TYHHENNPOBaHMe
TCP-coeanHeHun (Hanpumep, AN nepenayvn gamnos). Cxox no QYHKLUOHANBLHOCTU C NPOTOKOAaMM
Telnet u rlogin, HO, B 0OTAIMYMeE OT HKX, WKGpPYeT BeCb Tpaduk, BKIOYasA 1 NepefaBaeMblie naposu.
SSH ponyckaeT BbIO0OP pa3ivyHbIX anropuTMOoB WNGPoBaHUA. SSH-kIneHTbl 1 SSH-cepaepsl
LOCTYNHbl 4119 60/bLIMHCTBA CETEBLIX ONEPaLMOHHbIX CUCTEM.

SSH no3sonsieT 6e3onacHoO NnepefaBaTh B HE3ALWMLLEHHOW Cpefe NpakTuyieckn nobon gpyromn
CceTeBOM NPOTOKOJ. Taknm 06pa3oM, MOXKHO He TOJIbKO yaanéHHo paboTaTb Ha KOMMblOTEPE Yyepes
KOMaHZHy0 060/104KYy, HO 1 NepedaBaTb MO WNHPOBAHHOMY KaHany 3ByKOBOW NMOTOK U BUAEO
(Hanpumep, ¢ Beb-kamepbl)[2]. Takxe SSH MoXXeT Ucnonb3o0BaTh CXKaTUe NepefaBaeMbiX AaHHbIX
AN4 nocneaywero ux WngposaHns, 41o yaobHo, HanpuMmep, N5 yAan€HHOro 3anycka KameHToB X
Window System.

BONbLWMHCTBO XOCTUHI-NPOBanAepoB 3a onpefenéHHyto naaTy NpefocTaBaseT KAMeHTaM foCTyn K
MX fOMallHeMy KaTanory no SSH. 310 MoxeT 6biTb yA0O6HO Kak ans paboTbl B KOMaHOHOW CTPOKe,
TaK 1 ons yoanéHHoro 3anycka nporpaMm (B TOM Yucsie rpauiecknx npuioXKeHun).

B 3TOM MaTepmane Bbl y3HaeTe, Kak yCTaHOBUTb 1 HacTpouTb SSH B cucteme Ubuntu 22.04 LTS. 310
PYKOBOACTBO Takxe coBMecTuMo ¢ cuctemamm Ubuntu 20.04 LTS n Ubuntu 18.04 LTS.

MpepBapuTenbHble YCIOBUSA

CHavana BonanTe B Ubuntu 22.04 4epes KoHcoNb. 3aTeM 06HOBUTE KaWw Apt 1 06HOBMTE TekyLine
NakeTbl CUCTEMbI C MOMOLLbIO Cnefytowerl KOMaHabl:

sudo apt update && sudo apt upgrade

Mpy NOSIBNEHUM 3aNpOoCca HaXMnTe «Y» , 4ToObl NOATBEPANTL YCTAHOBKY.

YctaHoBute SSH B Ubuntu 22.04

OpenSSH He npefyCcTaHaBMBAETCS B CUCTEME, MO3TOMY BbINOJIHUM €ro YCTaHOBKY BPY4HYH0. YTOObI
3TO cAeNaTb, B OKHE TEPMUHANA BBOAMM:

BbinonHuTe cnepytowme waru, 41obbl 3aBepwnTb YCTaHoBKY SSH B Ubuntu:

YCTaHOBUTE HECKOJIbKO 3aBMCMMOCTEN, HEOOXOANMBIX NS 3TOr0 pykoBoACTBa, C NOMOLLbIO
I'Ipl/lBEﬂ,eHHOIﬁ H>Xe KOMaHbl:
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sudo apt install openssh-server

[+ vladpolskiy@vp-vmm: ~

To run a command as administrator (user "root"), use "sudo <command=".
See "man sudo root" for details.

:$ sudo apt update && sudo apt upgrade
[sudo] password for vladpolskiy:
Hit:1 http://ru.archive.ubuntu.comfubuntu jammy InRelease
Get:2 http://ru.archive.ubuntu.com/ubuntu jammy-updates InRelease [119 kB]
Get:3 http://security.ubuntu.com/ubuntu jammy-security InRelease [118 kB]
Hit:4 http://ru.archive.ubuntu.com/ubuntu jammy-backports InRelease
Get:5 http://ru.archive.ubuntu.com/ubuntu jammy-updates/main amd64 Packages [1 5
19 kB]
Get:6 http://ru.archive.ubuntu.com/ubuntu jammy-updates/main 1386 Packages [602
kB]
Get:7 http://ru.archive.ubuntu.comfubuntu jammy-updates/universe amdé64 Packages
[1 060 kB]
Fetched 3 410 kB in 1s (2 896 kB/s)
leading package lists... 6%

Kak ToJIbKO KOMaHAa 6yﬂ,eT BbIlMOJIHEHA, HAYHETCA YCTaHOBKa BCeEX HeobXoANMbIX KOMNOHEHTOB B
CNCTEMY, KaK NoKa3aHO Ha KapTUHKe HNXXe.

:-$ sudo apt install openssh-server
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
ncurses-term openssh-sftp-server ssh-import-id
Suggested packages:
molly-guard monkeysphere ssh-askpass
The following NEW packages will be installed:
ncurses-term openssh-server openssh-sftp-server ssh-import-id
® upgraded, 4 newly installed, ® to remove and & not upgraded.
Need to get 752 kB of archives.
After this operation, 6 850 kB of additional disk space will be used.
Do you want to continue? [Y/n]

Ha BCe npepnfioxXeHns cMCTeMbl B MOMEHT YCTaHOBKW OTBeYaeM yTBepauTesibHO.

YcTaHOBKa NpoLuia ycrnewHo. Tenepb nepeniem K 3anycky cayx0Obi

3anyck SSH
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sudo systemctl enable --now ssh

Mpwn ycnewHoM 3anycke Bbl yBUAMTE CNeayiollee CUCTEMHOE CoobLLEHNME.

:-5 sudo systemctl enable --now ssh
Synchronizing state of ssh.service with SysV service script with flib/systemd/sy

stemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable ssh

KNloY -now B KOMaH/e Bbillle 0TBEYAET 3a OJJHOBPEMEHHbIN 3aMyCcK NporpaMmbl U fobaBneHue ee B
aBTO3arpysky.

Tenepb NpoBePUM, YTO CyxKba BKJIIOYEHA 1 YCNELWHO PYHKLMOHUPYET. Jnd 3TOro BBOAMM:
sudo systemctl status ssh

B pe3y/nbTaTe cUCTeMa BbIAACT C/eayiollee coobLleHme:

= Udo systemctl enable --now ssh
Synchronizing state of ssh.service with SysV service script with /lib/systemd/sy
stemd-sysv-install.
Executing: flib/systemd/systemd-sysv-install enable ssh
:~5 sudo systemctl status ssh
ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: e!
Active: since Sun 2024-04-07 21:21:27 MS5K; 7min ago
Docs: man:sshd(8)
man:sshd config(5s)
Main PID: 2939 (sshd)
Tasks: 1 (1limit: 4597)
Memory: 1.7M
CPU: 16ms
CGroup: /system.slice/ssh.service
L2939 "sshd: fusrfsbin/sshd -D [listener] 6 of 10-100 startups”

anp 87 21:21:27 vp-vmm systemd[1]: Starting OpenBSD Secure Shell server...
anp 87 21:21:27 vp-vmm sshd[2939]: Server listening on 0.0.0.0 port 22.

anp 87 21:21:27 vp-vmm sshd[2939]: Server listening on :: port 22.
anp 87 21:21:27 systemd[1]: Started OpenBSD Secure Shell server.
lines 1-16/16 (END)

Kak BUOHO MO KapTWHKE BbIlE, YCTaHOBNEHHasA ciyxba ycnewHo gpyHKLnoHupyeT. 06 3TOM roBoput
cTpoka Active: active (running).

Ecnn HeobxoanMO BbIKNOYNTb cny>K6y 7 Y6paTb €€ N3 aBTO03arpy3kKun, B OKHe TepMUHas1a BBEOUTE:

sudo systemctl disable ssh

HacTtpouka bpaHamayaspa

Mepen NOOKNYEHNEM K CEPBEPY Yepe3 NpoTokoa SSH npoBepuM cocTosiHue BpaHamayspa. XoTa BO
BPEMS YCTAaHOBKM CNY>XKObl 1 NPOMCXOAMT HAaCTPOWKa hanpBona, MOBTOPHAsA MPOBEPKA MOMOXKET
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y6eu|/|'rbc9|, 4TO OH HAaCTpPOEH MPaBWUJIbHO.

B HaweM cnyyae ycTtaHoBneH nHtepdenc UFW, no3ToMy BOCNONb3yeMCS CNeayoLen KOMaHAO0M:
sudo ufw status

Pe3yanaT KOMaHAbl NPEACTaBJIEH Ha KapPTUHKE HNXKE.

S sudo ufw status

Status: inactive

s

Kak BUAHO MO KapTUHKe, Tpauk rno npotokosy SSH pa3speweH. Eciv y BaC OH OTCYTCTBYeT B
Crncke, To HeobxoanMMo pa3pewnTb Bxoaswme SSH-coeagnHeHnsa. B 3ToM NOMOXKET KOMaHAa:

sudo ufw allow ssh

:S sudo ufw allow ssh
Rules updated
Rules updated (v6)

-

NMopkniouyeHUue K cepsepy

Mocne BbINOMHEHNS BCEX NpeablAyLMX WaroB MOXXHO HaKOHeL, Nnepexo4nTb KO BXOAY Ha cepsep,
ncnonb3ys NpoTokos SSH n nporpammy PuTTy.

A

EF viadpolskiy@vp-vmm: ~ = O
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Ona nogknioyeHnsa K CEpPBEPY MOJ1Ib30BaATEHO noHanobaTcs ero IP-aupec nnn goMeHHoe nms.

HacTtpouka koHdpurypauum SSH

NMpoBepbTe aKTUBHYIO Bepcuio PHP

Tenepb nocne yCtaHoBKU y6e,£u/|Ter, 4TO YCTaHOBJIEHa MNMpaBUJIbHaa BEPCUA PHP, npoBepmB HOMeEP
BEPCN C NOMOLLbLIO I'IpVIBe,D,eHHOI7I HV>Xe KOMaHbl:

php -v

N3yuuTte pannbl KoHpurypauum PHP

®annbl KoHpUrypaunm PHP xpaHaTca B kaTasore /etc/php ¢ Homepamn Bepcun. Hanpumep, Bce
(hannibl KOHGUrypaLumm, oTHocawmeca K PHP 8.2, pacnofioxXeHbl Huxe:

1. MecTononoxeHne 0CHOBHOro hanna KoHpurypauum PHP:

o PHP CLI: /etc/php/8.2/cli/php.ini

o Anau: /etc/php/8.2/apache2/php.ini

o PHP FPM: /etc/php/8.2/fpm/php.ini
2. Bce ycTaHoBneHHble moaynn PHP xpaHaTcsa B kaTanore /etc/php/8.2/mods-available.
3. PacnonoxeHue KaTasora KOHpUrypaunm akTUBHbIX Moaynen PHP:

o PHP CLI: /etc/php/8.2/cli/conf.d/

o Anau: /etc/php/8.2/apache2/conf.d/

o PHP FPM: /etc/php/8.2/fpm/conf.d/

Y1066l NPOBEPUTL (halsibl HA Hanu4me apyrux sepcun PHP, npocTo nsmeHnte Homep Bepcum PHP (8.2
B NpMBEAEHHOM BblilLe NprMepe) B haniax 1 NyTU K KaTasory.

N3MmeHuTe Bepcuio PHP no ymonyaHuio

Bbl MOXXeTe ncnonb3oBaTb KOMaHAy update-alternatives , 4Tobbl ycTaHOBUTL Bepcuto PHP no
ymonyaHuto. icnonb3yinTe 3TO PyKOBOACTBO , 4TOObI y3HaTb HoNblUe 0 NnepeknoveHnn sepcun PHP
ans CLI n Apache.
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sudo update-alternatives --config php

B npuBeneHHOM Bbille BbIBOAE NMOKa3aHbl BCE yCTaHOBNEHHble Bepcumn PHP B Bawien cncteme. Boibop
Homep 2 ycTaHasnuBaeT PHP 8.1 B ka4yecTse Bepcun PHP no ymonyaHuio ong KOMaHOHOW CTPOKW.

Ynaneuue PHP (Heobsa3aTenbHO)

Ecnn kakas-nnbo Bepcmsa PHP 6onblue He TpebyeTcs, ee MOXHO yaaNnTb U3 CUCTEMbI. ITO
0CBO6OANT ANCKOBOE MPOCTPAHCTBO, @ TakXXe NoBbICUT 6€30NacHOCTb CUCTEMBI.

Y1066l yaanuTb nobyto Bepcuto PHP, npocTo BBeanTe:
sudo apt remove php7.4
Tak)xe yaanuTe BCe MoAY/IM AN15 3TOW BEPCUM C MOMOLLbIO CNeayoLLen KOMaHAabI:

sudo apt remove php7.4-*
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MNposepuM, 4TO Bepcus php7.4 yoaneHa

sudo update-alternatives --config php

3aKJiloyeHue

B 3TOoM pykoBoACTBe NpeAcTaBfieHbl MHCTPYKUMK No ycTaHoBke PHP B Ubuntu 22.04. Ondrej PPA
no3BonseT Ham bbIcTpo ycTaHaBAmBaTb PHP B cuctemax Ubuntu. 3To Takxe no3sonseT Ham
yCTaHaB/IMBaTb HECKOJIbKO Bepcuin PHP B ogHoM cucteme. Bbl MoXxeTe B fitoboe Bpems
nepekoYnMTLCA Ha Ntobyto Bepcuio PHP No yMon4yaHMIO C MOMOLLLIO aflbTEPHATUBHON YTUAUTI
o0bHOBNIEHNUS.

Ccbinku n [lonosiHeHuUnA

Ondrej PPA

CCblNKa Ha OPUTMHANbLHYIO CTaTbIO

e KomaHga Update-alternatives: nogpobHoe pykoBoACTBO A5 NoJsib3oBaTesien Linux
Kak nepeknioynTbCa Mexay Heckosibkumu sepcusamm PHP B Debian 11.12.10
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