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HacTtponka bpanamayspa ¢ nomowbio UFW
Ubuntu Server

BBepeHue

HacTpoinka paboTtatowero bpaHaMayspa UMeeT peLlatoee 3Ha4eHne 4114 3alMTbl Ballero
obnayHoro cepsepa. PaHblle HacTpoika bpaHaMay3pa BbINOJHANACH C MOMOLLBIO CIOXHbIX UK
HEMOHATHbLIX YTUANT. MHOrme 13 3aTux yTunnT (Hanpumep, iptables) MelT MHOXeCTBO BCTPOEHHbIX
(OyHKLMI, HO TpebytoT OT NONb30BaTeNsd AONOJHUTENbHBIX YCUANA ANF UX N3YHEHUS U MOHUMaHWS.

Opyron BapnaHT — UFW , nnu HecnoxHblh MexceTeBon 3kpaH . UFW — 370 nHTepdeic, Lenbio
iptableskoToporo sasnsetca obecneyeHne bonee ynobHoro nHTepgenca, Yem y apyrux yTunmT
ynpasneHus bpanamayspom. UFW xopoluo nogaepxusaetca coobuwectsom Linux n 06bI4HO
yCTaHaBAMBAETCA MO YMOYAHMWIO BO MHOrUX ANCTpubyTmBax.

B 3TOoM pykoBoACTBe Bbl HacTpouTe bpaHamay3p ¢ nomouibio UFW ans 3awmTbl 061a4HOro cepeepa
Ubuntu nnun Debian. Bbl TakXxe y3HaeTe, Kak HacTpouTb npasuna UFW no ymonyaHuto, 4Tobsl
paspeLwmnTb UK 3anpeTuTb CoOefUHEeHNa 415 NOpToB U IP-aapecos, yaaanTb CO34aHHbIE BaMU
npasuna, OTKAKYUTb 1 BKIOYMTE UFW, a Takxxe cOpocuTb BCE HAaCTPOMKM 0BpaTHO K HAaCTPOMKaM o
YMOJI4aHWI0, eC/IN Bbl MpeanoYynTaeTe.

MpepBapuTenbHble YCOBUSA

YT106bI CNlef0BaTb 3TOMY PYKOBOACTBY, BaM MOHagobuTcs cepsep nog ynpasneHnem Ubuntu nnn
Debian. Ha BawwemM cepsepe fomkeH bbiTb Nonb3oBaTenb 6€3 NosHOMOYNIA root ¢ NnpuBMaernamm
sudo. YTobbl HacTponTb 3TO Ans Ubuntu, cnefynTte HaweMy pyKOBOLCTBY MO HaYaslbHOW HAaCTPOMKe
cepsepa ¢ Ubuntu 20.04 . YTobbl HacTponTb 3T0 And Debian, cnenynTe HalweMy pyKoBOACTBY MO
Ha4YasbHOW HacTpounKe cepeepa ¢ Debian 11 . O6a 3TX pyKOBOACTBA MO Ha4abHOM HAaCTPOMKe
cepBepa rapaHTMpPYIOT, YTO Ha BalLeM KoMMbloTepe ycTaHoBaeH UFW 1 4To y Bac ecTb 6e3onacHas
cpena, KOTOPYIO Bbl MOXKETEe MCMOoJIb30BaTh 419 MPaKTUKK CO3AaHUs npasun bpaHaMayapa.

Ucnonb3oBaHue IPv6 ¢ UFW

sudo nano /etc/default/ufw

GNU nano 6.2 fetcfdefault/ufw

Mocne BHeECEHUSA U3MEHEHUI COXPaHUTE 1 BbIngMTE U3 hanna. ECam Bbl UCMOJIb3yeTe Nano, HaXXMnUTe
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CTRL + X, Y, a 3aTteMm ENTER.

software:linux_server:ubuntu_server_setting_firewall_ufw https://wwoss.ru/doku.php?id=software:linux_server:ubuntu_server_setting_firewall_ufw&rev=1709271601

Tenepb nepesanycTute 6paHAMay3p, CHa4Yana OTK/OYMB €ro:

sudo ufw disable

3aTeM BKJOYMUTE ero CHOBaA:

sudo ufw enable

Baw 6paHamaysp UFW Tenepb HaCTpoeH Ans HacTponkm bpaHaMay3apa Kak ans IPv4, Tak n gns IPv6,
Korga 3To Heobxoanmo. [lanee Bbl HACTPOUTE MPaBKa N0 YMOAYAHUIO A5 NOAKIIOYEHNNA K
bpaHamayapy.

From:
https://wwoss.ru/ - worldwide open-source software

Permanent link:
https://wwoss.ru/doku.php?id=software:linux_server:ubuntu_server_setting_firewall_ufw&rev=1709271601

Last update: 2024/03/01 08:40

https://wwoss.ru/ Printed on 2026/02/12 14:55


https://wwoss.ru/lib/exe/detail.php?id=software%3Alinux_server%3Aubuntu_server_setting_firewall_ufw&media=software:linux_server:ufw_2.png
https://wwoss.ru/lib/exe/detail.php?id=software%3Alinux_server%3Aubuntu_server_setting_firewall_ufw&media=software:linux_server:ufw_3.png
https://wwoss.ru/
https://wwoss.ru/doku.php?id=software:linux_server:ubuntu_server_setting_firewall_ufw&rev=1709271601

	Hастройка брандмауэра с помощью UFW Ubuntu Server
	Введение
	Предварительные условия
	Использование IPv6 с UFW


