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Cnmcok nopToB ncnonb3yembix NAS Synology:

Cnucok noptoB ucnosibdyembix NAS Synology:

Ina HopMmanbHoOM paboTbl cny>x6 DSM He0b6X0ANMO OTKPLITL ONpeAeneHHble NopThl. B 3Ton cTaTbe
npvBeLeHbl CeTeBble MOPTbl M NPOTOKOJbI, Heobxoanmble ans paboTbl cnyx6 DSM.

HacTpounkmu
Tun Homep nopTa lpoTokon
Synology Assistant [9999, 9998, 9997 |UDP

Pe3epBHOe KOnupoBaHue

KonupoBaHue gns apxmeaunm DSM 5.2

Tun Homep nopTta MpoTokon

5510 (Synology NAS)" 443 (vCenter Server u
, . xocT ESXi), 902 (xocT ESXi); 445 (SMB pnsa

Active Backup for Business xocTa Hyper-V), 5985 (HTTP gns xocta Hyper- TCP
V), 5986 (HTTPS ons xocta Hyper-V)

Data. Replicator, Data Replicator I, Data 9999, 9998, 9997, 137, 138, 139, 445 TCP

Replicator llI

Pe3epBHOe KonnpoBaHue faHHbIX DSM

5.2, rsync, CUHXpOoHM3aumsa obLmx 873, 22 (B cnyyae wungpoBaHns no SSH) TCP

nanok, yaaneHHoe Time Backup
6281 (pe3epBHOE KONMPOBAHNE HECKOJIbKMX

Hyper Backup (MecTo Ha3Ha4eHuUS) Bepcui), 22 (B cny4vae wungposaHus no SSH), TCP
873 (konus yaaneHHbIX AaHHbIX)

Hyper Backup Vault, pe3epsHoe 6281 TCP

3260 (iSCSI), 873, 22 (B cny4vae wngpoBaHKS no

PesepBHoe konuposaHune LUN SSH) TCP
Snapshot Replication 3261 (iSCSI LUN), 5566 (obwasa nanka) TCP
CkauuBaHue
Tun  |Homep nopTta [MpoTokon
BT 16881 (gna DSM 2.0.1 nnn 6onee nosnHen sepcumn); 6890-6999 (ons DSM TCP/UDP
2.0.1-3.0401 nnm 6onee paHHen Bepcum)
eMule (4662 TCP
4672 UDP
Beb-npunoxxeHus
Tun Homep nopTta MpoTokon
DSM 5000 (HTTP), 5001 (HTTPS) TCP
File Station|8000 (HTTP), 8001 (HTTPS) TCP
SRM 80 (HTTP), 8000 (HTTP), 443 (HTTPS), 8001 (HTTPS)|TCP
8080 (HTTP) ubP
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Mail Service

Tun Homep nopTa |[1poTokon
IMAP 143 TCP
Cny»x6a IMAP yepe3 SSL/TLS (993 TCP
POP3 110 TCP
POP3 yepe3 SSL/TLS 995 TCP
SMTP 25 TCP
SMTP-SSL 465 TCP
SMTP-TLS 587 TCP

Mepepaya pannos

Tun Homep nopTa MpoTokon
AFP 548 TCP
CIFS smbd: 139 (netbios-ssn), 445 (microsoft-ds) TCP/UDP
Nmbd: 137,138 UDP
21 (komaHga), 20 (nogkNoYeHNe faHHbIX B aKTUBHOM
FTP, FTP 4epes SSL, FTP pexume), 1025-65535 (nogkatoyeHne gaHHbIX B naccMpHoM | TCP
yepes TLS 2)
pexunme)

iSCSI 3260, 3263, 3265 TCP
NFS 111, 892, 2049 TCP/UDP
TFTP 69 UDP
WebDAV, CalDAV 5005, 5006 (HTTPS) TCP
NMNakeTsl
Tun Homep nopTa lMpoTokon

1900 (UDP), 5000 (HTTP), 5001 (HTTPS), 5353
Audio Station (cny>x6a Bonjour), 6001-6010 (ynpaBneHune/sBpems TCP/UDP

AirPlay)
Active Backup for Google 3)
Workspace 443 (API) TCP
ﬁzt;ve Backup for Microsoft 365 (AP)* TCP
C2 Identity Edge Server 389 (LDAP), 7712 (HTTP),8864 TCP

53 UDP
Central Management System 5000 (HTTP), 5001 (HTTPS) TCP
Knactep ropmMsoHTasibHOro 49152-49252 TCP/UDP
MacwTabupoaHua CIFS

17909, 17913, 19998, 24007, 24008, 24009-24045, TCP

38465-38501, 4379
Cloud Station 6690 TCP
DHCP Server 53,67, 68 TCP/UDP
DNS Server 53 (c umeHeMm) TCP/UDP
é[e)ﬁlpef’)e”’er (panee: Directory 389 (LDAP), 636 (LDAP ¢ npoTokosiom SSL) TCP
Download Station 5000 (HTTP), 5001 (HTTPS), 8000 TCP
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File Station 5000 (HTTP), 5001 (HTTPS) TCP
Hybrid Share 50051 (kaTanor), 443 (API), 4222 (NATS) TCP
iTunes Server 3689 TCP
LleHTp xypHanos (cepsep syslog) |514 (MOXxHO A06aBUTb AONOAHUTENbHBIA NOPT) TCP/UDP
Logitech® Media Server 3483, 9002 TCP
1344, 4190, 5000 (HTTP), 5001 (HTTPS), 5252,
MailPlus Server 8500-8520, 8893, 9526-9529, 10025, 10465, 10587, |TCP
11211, 11332-11334, 12340, 24245, 24246
MailPlus 5000 (HTTP), 5001 (HTTPS) TCP
Mail Station 80 (HTTP), 443 (HTTPS) TCP
Meaua-cepaep 1900 (UPnP), 50001 (0630p cogepxmumoro), 50002 TCP/UDP
(noTokoBas Nepefaya COAEPXXUMOro)
Migration Assistant 7400-7499 (DRBD), 22 (SSH)3 DRBD
Note Station 5000 (HTTP), 5001 (HTTPS) TCP
Photo Station 80 (HTTP), 443 (HTTPS) TCP
Presto File Server 3360, 3361 TCP/UDP
Proxy Server 3128 TCP
Radius Server 1812, 18120 UDP
5012, 5013, 5022, 5023, 5032, 5033, 5042, 5043,
Safe Access 5052, 5053 TCP
5451 TCP/ UDP
SMI-S Provider 5988 (HTTP), 5989 (HTTPS) TCP
Surveillance Station 5000 (HTTP), 5001 (HTTPS) TCP
Synology Calendar 5000 (HTTP), 5001 (HTTPS) TCP
Synology CardDAV Server 8008 (HTTP), 8443 (HTTPS) TCP
Synology Chat 5000 (HTTP), 5001 (HTTPS) TCP
Synology Contacts 5000 (HTTP), 5001 (HTTPS), 5555 (CardDAV) TCP
Synology Directory Server ES (Kerberos), 389 (LDAP), 464 (n3mMeHeHne napons TCP/UDP
erberos)
135 (conocTaBuTesNb KOHeYHbIX To4ek RPC), 636
(LDAP SSL), 1024 (RPC), 3268 (LDAP GC), 3269 (LDAP TCP
GC SSL), 49152 (RPC)”, 49300-49320 (RPC)
80 (0obmeH ccbinkamu), 443 (obmeH ccbinkamm), 5000
Synology Drive Server (HTTP), 5001 (HTTPS), 6690 (CMHXpOHM3aLNSA TCP
/pe3epBHOE KoNnpoBaHue ¢ainios)
123 (NTP), ICMP, 5000 (HTTP), 5001 (HTTPS), 1234,
Synology High Availability (HA) 9997, 9998, 9999 (Synology Assistant), 874, 5405, TCP/UDP
5406, 7400-7999 (HA)
Synology Moments 5000 (HTTP), 5001 (HTTPS) TCP
Synology Photos 5000 (HTTP), 5001 (HTTPS) TCP
1900 (UDP), 5000 (HTTP), 5001 (HTTPS), 9025-9040,
Video Station 5002, 5004, 65001 (ons ncnosb3oBaHUA CETEBOr0 TCP/UDP
TioHepa HDHomeRun)
2379-2382 (knacTepHas ceTb), ICMP, 3260-3265
: - iSCSI), HTTP), 1 (HTTPS),
Virtual Machine Manager E;ecni)mf;m(;)( 165())9!,52%51(4, 30%0%8200, TCP
5900-5999 (QEMU), 2385 (cepsep Redis)
VPN Plus Server (L2TP/IPSec) 500, 1701, 4500 UDP
VPN Plus Server (OpenVPN) 1194 uDP
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VPN Plus Server (PPTP) 1723 TCP
VPN Plus Server (yoaneHHblIn

y 9488 (HTTPS), 9489 (HTTPS) TCP
paboymn cTon)
VPN Plus Server (Site-to-Site VPN) 500, 4500 uDP
VPN Plus Server (SSL VPN) 443 (HTTPS) TCP
VPN Plus Server (SSTP) 443 (HTTPS) TCP

443 (HTTPS), 8891, 8591 (korpa nopT 443

VPN Plus Server (WebVPN) ucronb3yetca SSL VPN) TCP
Web Station 80 (HTTP), 443 (HTTPS) TCP
MoOubHbIE NMPUI0XXeEeHusA

Tun Homep nopTta MpoTokon

DS audio 5000 (HTTP), 5001 (HTTPS) [TCP

DS cam 5000 (HTTP), 5001 (HTTPS) [TCP

DS cloud 6690 TCP

DS file 5000 (HTTP), 5001 (HTTPS) |TCP

DS finder 5000 (HTTP), 5001 (HTTPS) [TCP

DS get 5000 (HTTP), 5001 (HTTPS) [TCP

DS note 5 000 (HTTP), 5001 (HTTPS) |TCP

DS photo 80(HTTP), 443 (HTTPS) TCP

DS router 8000(HTTP), 8001 (HTTPS) |TCP

DS video 5000 (HTTP), 5001 (HTTPS) |TCP

MailPlus 5000 (HTTP), 5001 (HTTPS) |TCP

Synology Drive 5000 (HTTP), 5001 (HTTPS) [TCP

Synology Moments (5000 (HTTP), 5001 (HTTPS) |TCP

Synology Photos  |5000 (HTTP), 5001 (HTTPS) |TCP

VPN Plus 443 (HTTPS) TCP

MepudepunHoe obopynoBaHue

Tun Homep nopTta |[lpoTokon

Bonjour 5353 UDP

LPR 515 UDP

CeTtesou npuHTep|(IPP)/CUPS 631 |TCP

CeTeBoe MOY 3240-3259 TCP

nen 3493 TCP

Mepepnaya pannos

Tun Homep nopTa MpoTokon
AFP 548 TCP
CIFS smbd: 139 (netbios-ssn), 445 (microsoft-ds) TCP/UDP
Nmbd: 137,138 UDP

21 (koMmaHga), 20 (NoaKNtO4YeHNE OaHHbIX B aKTUBHOM
pexume), 1025-65535 (noaknoyeHne AaHHbIX B NaccMBHoM  [TCP
pexume)®

FTP, FTP yepe3 SSL, FTP
yepe3 TLS
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iISCSI 3260, 3263, 3265 TCP
NFS 111, 892, 2049 TCP/UDP
TFTP 69 UDP
WebDAV, CalDAV 5005, 5006 (HTTPS) TCP
Cucrtema

Tun Homep nopTa MpoTokon

LDAP 389, 636 (SLAPD) [TCP

MySQL 3306 TCP

NTP (ceTeBow NpoTOKON CNyXObl BpeMeHu) (123 uDP

MoOHUTOPUHT pecypcoB/SNMP 161 TCP/UDP

SSH/SFTP 22 TCP

Telnet 23 TCP

WS-Discovery 3702 uDP

WS-Discovery 5357(nginx) TCP

SMTP-SSL 465 TCP

SMTP-TLS 587 TCP

1)
Ins MecTa Ha3HayYeHUsa pe3epBHOro KonuposaHusa Synology NAS, Hyper-V nnmn gpusnyeckmx

ycTponcte Windows/Linux /macOS.
2) 6)

’

JnanasoH no yMos4aHMIo 3aBMCUT OT MOAENM NpoaykTa Synology.
3)

Pa3pelunTe OOCTyN K cneaytowmnm seb-cantam: synology.com, googleapis.com, google.com u

googleusercontent.com.
4)

Pa3pelunTe OOCTYN K cneaytowmnm seb-cantam: synology.com, synooauth.synology.com, sy.to,
kb.synology.com, microsoft.com, microsoftonline.com, office365.com, sharepoint.com,

chinacloudapi.cn (Toneko gnsa Kutas) n Outlook.cn (Tonbko gna Kutas).
5)

Tonbko Synology Directory Server sepcun 4.10.18-0300 TpebyeT nopt 49152.
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