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Pa3paboTtka Beb-®poHTeHpa

Ha Hawem byayuiem cepsepe byaeT NnocToAHHO 3anyLleH Beb-cepep Nginx. OH npeaocTasuT
No0JIb30BaTE/N0 BO3MOXHOCTb YNPaBasaTb CUCTEMON Yepe3 Beb-npunoxeHne B okHe Bpaysepa no
BpemeHHoMy nopTy 7000. Ecnm nonb3oBaTenb 3ax04eT MCNOJIb30BaTh COBCTBEHHEIN BeG-CepBep, B
npuioxeHun emy bynet goctyneH Beb-cepsep Apache2 ¢ nognepxkon PHP. Cnyx6bl OpenSSH n
Samba, aBTO3anycK KOTOPbIX HaCTpavBaeTCa ANA Co34aHMa BeO-NpunoxeHns, Takxe byayT no
YMONYaHNIO OTK/OYEHbI C BO3MOXKHOCTbIO MX MOCTOSAHHOIO BK/IOYEHMS Yepe3 NaHesb yrpaBaeHus.

HacTpo#ka Nginx Ha obpaboTky PHP
®aun nginx.conf

Mbl nepennLLeM KOHGUIypaLnoHHbIA hann nginx.conf, nobasms npasunbHbIn 610K location ~ \.php$,
paboTatowwmin 4epes UNIX-cokerT.

#bash

cat "EOF' sudo tee /etc/nginx/nginx.conf dev/null
worker processes ;

events
worker connections ;

http
include mime. types;
default type application/octet-stream;
sendfile on;

keepalive timeout ;

server
listen ;
server _name Llocalhost;
root usr/share/nginx/html;
index index.html index.htm index.php;
location

try files $uri $uri/ =404;

location ~ \.php$
include fastcgi.conf;
fastcgi pass unix:/run/php-fpm/php-fpm.sock;
fastcgi index index.php;
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EOF

sudo tee /etc/nginx/nginx.conf > /

connections 1024;

Tet-stream;
on;
ve_timeout

TecTupoBaHMe CMHTaKcUca nginx.conf

HaM Hy>XHO npoTecTupoBaTh CMHTaKcKC Nginx, 4Tobbl ybeanTbCs, 4TO BCe CKOOKYM 3aKpbIThbl U COKET
nponucaH 6e3 ownbok.

#bash

sudo nginx -t

could not build optimal t _hash, you should increase either types_hash_max_s
ignoring t hash_bu ize
7t gu tion ‘nad = :

uration file /etc/

(TecT npovieH ycnelHo (syntax is ok, test is successful). lpeaynpexaeHune o types hash — 370
CTaHAaPTHbIV MHHOPMALMOHHbIN BOPHUHI, Ha paboTy OH He BJINSET.)

MpoBepka cogepxxumoro ¢amnna nginx.conf

#bash

cat -n /etc/nginx/nginx.conf
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connec

/htm1;
.htm index. php;

nf;
php-fpm/php-fpm.

NMepe3anyck Beb-cepBepa

#bash

sudo systemctl restart nginx

t] restart nginx

MpoBepka cTaTyca cnyX6Obl

#bash

sudo systemctl status nginx

MpoBepuM AUpPEKTOPUIO
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Y106kl He 3anyTaTbCs B CTPYKTYpe B63KeHaa v hpoHTeHAa, AaBanTe CHavyana NpoBepuM, 4To cenvac
BOOOLLE HAXOAMTCA BHYTPU KOpHeBoMW nanku Nginx Ha tom_1.

#bash

1s -la /usr/share/nginx/html

1 root root

1 root
1 root root 4
X 1 root root

MpoBepuMm 3anyck u paboTy Be6-cepBepa Ha nopTy 7000 B Gpay3epe Ha CTpaHuLEe
http://192.168.1.72:7000/

~ @ Welcome to nginx! X 2 — O *

€ G A Hesaupmmeno 192.168.1.72:7000 r ™M O &

Welcome to nginx!

If you see this page, nginx is successfully installed and working. Further
configuration is required for the web server, reverse proxy, API gateway, load
balancer, content cache, or other features.

For online documentation and support please refer to nginx.org.

To engage with the community please visit community.nginx.org.

For enterprise grade support, professional services, additional security features
and capabilities please refer to f5.com/nginx.

Thank you for using nginx.

MpoBepseM aBTo3anyck cayXx6bl php-fpm

Y6enumcs, 4to cnyxxba PHP-FPM akTBMpoBaHa B aBTO3anycke, 4Tobbl npu ctapte goewkn B O3Y
OHa 3anycTuiacb cama BMecTe ¢ Nginx.

#bash

systemctl is-enabled php-fpm

ict1 is-enabled php-fpm

(MpumeyaHue: cTaTyc disabled - Bbik/1l04YeHa)
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BknioyaeMm cnyx0y php-fpm B aBTo3anyck

Bktounm cnyxoby PHP-FPM B aBTO3anycke, 4Tobbl Npu cTapTe daewkn B O3Y oHa 3anycTunacb cama
BMecTe ¢ Nginx.

#bash

sudo systemctl enable php-fpm

(MpumevaHune: co3aaHbl CUCTEMHbIE CUMINHKM)

MpoBepsem cTaTyc aBTo3anycka cayx6el php-fpm

Y6ennmcs, 4to cnyxba PHP-FPM akTmBMpOBaHa B aBTo3anycke, 4Tobbl npu ctapTe daewkn B O3Y
OHa 3anycTuiack cama BMecTe ¢ Nginx. Ybeammcs, 4To cuctemMa Tenepb panopTyeT NpaBuJibHbIN
cTaTyc.

#bash

systemctl is-enabled php-fpm

, systemct] is-enabled php-fpm

(MpumeyaHue: cTatyc enabled - Bkao4YeHa)

CHATMe cucTteMHOU usonsauuu c PHP

B Arch Linux cnyx6a php-fpm no ymonyaHuio 3anepta (ProtectSystem=full). N3-3a 3Toro PHP Bngut
cucTeMHble (hannbl nosb3oBaTenien kak Read-Only. CHMMeM 3To orpaHuyeHue.

OTKponTe nepeonpenesneHne HacTpoek CiyXbbi:

#bash

sudo systemctl edit php-fpm

BcTaBTe CBOM CTPOKM CTPOro Mexnay nepson 1 BTOPOM CTPOKaMM KOMMeHTapueB (00bI4HO TaM eCTb
ABHasA Noacka3ka ### Lines below this comment will be discarded nnu aHanorn4yHas).:
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ini

[Service]
ProtectSystem=false
ProtectHome=false

GNU nano 9.0 etc/systemd/system/php-fpm. service.d/. #override. conf08e8ad472e69155¢c5 Modified
. T ce

@& Location
W o To Line

stem/php-fpm. service.d/override.conf”’.

(BbiBOA 03HaYaeT npaBu/ibHO OTPEeAaKTUPOBaHHYO KOHGuUrypaumto, n systemd ycnewHo co3gan
KOHUrypaunoHHbIv ¢anis (drop-in ¢avis) ¢ Balummmu HacTporikaMu o nyTu /etc/systemd/system/php-
fom.service.d/override.conf)

MepesanycTute cnyxoy:

sudo systemctl restart php-fpm

systemct] restart php-fpm

HacTpouka Samba-cepBepa
MpoBepseMm cocTosHue Samba-cepsepa Ha tom_1

HaM Hy>XHO y3HaTb, 3anyLeH a1 geMoH Samba (smb), 4Tobbl MOHATL, CMOXEM NN Mbl CPa3y
NOAKNOYMTb ceTeBor AncK B Windows.
BbinosHWTE B TepMUHaNe KOMaHA4y:

#bash

sudo systemctl status smb
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e; disabled;

disabled)

(3TOT BbIBOA 03HA4YaeT, 4To cayxba yCcTaHOB/IEHa B CUCTEME, HO €€ aBT03aryCK OTK/IIOYEH U B

AaHHbIV MOMEHT C/1yxba He 3anyLlleHa (0CTaHoBJIeHa))

Co3paHue KoHpurypaumoHHoro pauna smb.conf

Co3paaum KOHUIypaLMOHHbI hasl B pelakTope nano.
BbinonHUTE B TepMUHaNe KOMaHay:

#bash

sudo nano /etc/samba/smb.conf

®ainn NycTon 1 roToB K 3amnoJIHEHN0. BCTaBbTe B HEro ciefyowmin MUHUMasbHbIR paboynin KoHGWT,
4yT0bbl OTKPLITL AOCTYN K AnpekTopun Nginx (/usr/share/nginx/html) ¢ npaBamu Ha 3anNucb ONs BCEX:

ini

global

workgroup = WORKGROUP

server string = Arch Linux Toml
security = user

map to guest = Bad User

log file = /var/log/samba/“m.log
max log size =

nginx_ html

path = /usr/share/nginx/html
writable = yes

guest ok = yes

guest only = yes

force user = root

create mask = 0777

directory mask = 0777
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E® 192.168.1.72 - PUTTY - O >

Modified

GN 0 etc/samba/smb. conf

.Tog

inx,/html

undo
Redo

@avin nameHeH. Haxxmute nocnenosatenbHo:CTRL + O, 3aTeM Knasuiuy Enter (ansa 3anucu
¢avina).CTRL + X (414 BbiXxo4a U3 pegakTopa nano)

MpoBepKa cMHTaKcuca

BbINOJIHATE BCTPOEHHYI0 KOMaHAy Samba A51s NPoBEpKM CUHTaKcMca daitia KoHDUrypaumm:

#bash

testparm -s

ole: ROLE_STANDALONE

Linux Toml
nd = tdb

TecT cMHTakcuca nponaeH ycnewHo (Loaded services file OK). Owunbok B thanne smb.conf HeT.
CeTeBa# nanka nginx_html onpegenexa sepHo.

Cnepnywoumin war — 3anyck u gobasneHune cnyxbbl Samba B aBT03arpysKy.

#bash

sudo systemctl enable --now smb

ser.target.wants/smb.service’ - " /fusr/1i emd/system/smb. service’

(CuManHK ycnelHo co3aaH, cayxba gobassieHa B aBTo3aryck.)
Cnenytowmnin war — obs3aTenbHas NPOBEpPKa CTaTyca 3anyLWweHHOro AemMoHa Samba.
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lNMpoBepkKa cTaTyca

#bash

sudo systemctl status smb

isabled)

connections..."”

(Cnyxba smb paboTaeT B pexxume active (running) v nNoJIHOCTbIO rOTOBA NPUHNMAaTbL CEeTeBblE
MoAK/II0YEeHMS.)

Cnyx6bl HacTpoeHbl. Tenepb HaM HY>XHO BblAaTb NpaBa Linux Ha uenesByto nanky, 4Tobbl rOCTEBOW
nonb3oBaTenb Samba (nobody / root) n Beb-cepsep Nginx (http) mornm 6e3 orpaHn4YeHUin YUTaThb,
co3faBaTb W U3MEHATb (halisibl BHYTPU.

BbinonHUTE B TEpMUHANE KOMaHAY:

#bash

sudo chmod -R usr/share/nginx/html

-R 777 /usr/share/nginx/html

(MpaBa 777 Ha3Ha4eHsbl ycreLiHo.)
Cnepnytownin obasaTenbHbIN LWar no HawweMy njaHy — npoBepka Toro, kak cucteMa nNnpuMeHuna 3Tun
npaBa K COAEPXMMOMY KaTanora.

#bash

1s -la /usr/share/nginx/html

(Mposepka npas npoLunaa ycnelwHo. CTPOKN drwxrwxrwx 418 TeKyLuew nanku (.) n -rwxrwxrwx ass
¢avinos index.html n 50x.html noaTeepxAaroT, 4TO AOCTYN MOJIHOCTbIO OTKPbLIT HAa YTEHUE, 3aMUChb U
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WCMOSIHEHNE /151 BCEX MOJIb30BaTE/1EN CUCTEMBI.)

MopknoyeHue ceteBon nankm B Windows

Monyuyum TouHbIK Tekywun IP-appec cepsepa tom_1

BbINO/HWTE B TEPMUHAJIE KOMAHAY:

#bash

ip -br address show scope global awk '{print $3}' cut -d/ -fl

awk "{print $3}°

Tenepb Nanka roToBa K NOAKJIIOYEHUIO B Ka4eCTBe CeTeBoro auncka s cpege Windows, 4Tobbl Bbl
MOrJin OTKpPbITb €€ Yyepe3 Notepad++.

1. OTkponTe MNPOBOAHKK (ITOT KOMNbIOTEP) Ha Bawwen Windows-MaLumHe.
2. B BepxHeM MeHI0 HaXXMuUTe KHOMKY «[oAKNI04YUTb CETEBOW ANCK» (M HAXXMUTE NpaBon
KHOMKOWM MbILWIK MO «3TOT KOMMbIOTEP» = «[10AK0YNTL CETEBOWN ANCK»).

| L] = | 371oT komnbtoTEp - O X
m KomnewoTep Bug o
[ ¥AanuTE MAK M3MEHUTE NPOrpaMMy
v ~ N y
. . jB CEOICTEa CMCTEMBI
Ceolcrea OTKpEITE MeperMMeHOBATE Jocryn K Mogenoynte Jo6aBWTE CETEEOE OTEpHTE .y
MYAETHMEAMA ~ CETEBOM AWK ™  PAconoMeHe napameTpul == 2 NPaBNeHKe

PacnonoxeHune CeTb Cucrema

« « 4 E s 3vorkomnsrotep > v | D Mowck: 3TOT KoMNbOTER

~
w [ 3roT koMARnTER ~ MNankm (1

E Bugeo CeepuyTe |
t JokymenTsl
ik E
=| dowkyme Ynpaenenue E
I 3arpyzk OTKpENWTE OT HaYaNBHOTO 3KpaHa
= Wao6pa MogknHoUnTE CETEBOR ANCK... L MzoBpaxenna
J” Myzbika OTkphib B HOBOM OKHE
) 2
3akpenuTe Ha NaHenw BeicTporo gocTyna
J OBemy 3 P (O EbemHbIe 0GBEKTHI
OTKNYNTE CETEBOI SNCK...
B PaBoun
TNokans JoBaBNTE HOBLIM 3NEMEHT B CETEBOE DKPYPKEHWE
= HoBerii Yaanute
s Jokans Mepenmenoeats
v~ Ceoiictea e
InemenToe: 11 4 =

1. B none «[Manka» BBeguTe ceTeBON NyTb, NCNOJSb3YA IP-agpec Bawero cepsepa tom_1 (13 noros
PUTTY: 192.168.1.72 unn Yepe3 KHONKY 0630p)
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(B kopHe /usr/share/nginx/html/ Tonbko avinibl 50x.html n index.html. NonHele npasa 777)
Pa3BopaynBaeM CTPYKTYpy KaTanoros 414 Hawero Beb-nHtepdenca. Cospgaanm ctaHAapTHbIE Nanku
ANS CTUNEN, CKPUNTOB U CEPBEPHOI JIOM VKU,

Hnitiyacrponka http nonssosarens
AR ANNRRENN

CucrteMHbin nonb3oBaTtenb http

Monb3oBaTenb http B Arch Linux — 3TO BCTPOEHHbIN CUCTEMHbIA NONb30BaTESb, OT UMEHN KOTOPOro
no ymon4yaHuio pabotatoT Beb-cepsepbl (Hanpumep, Apache unm Nginx) n conyTcTByoLWMe UM

CNyX0bl.
OH co3paeTcs aBTOMATUYECKM NMPK YCTAHOBKE 3TMUX NPOrpamMM ANns M30a58LUN NPOLLECCOB 1

obecrnevyeHns 6e3onacHOCTH.

Ha3sHauyeHue

e be3onacHocTb: Beb-cepBepbl He Ao/HKHbI paboTaTb NoA NpaBamu cynepnosib3osaTens (root).
Ecnn 3n10yMbIlWNEHHUK HangeT ya3BMMOCTb B BalleM CanTe, OH NMOyYUT AOCTYN TONbKO K
tharnam c npaBamu nonb3osaTtens http, 4To ybepexeT oCTasibHYO CUCTEMY OT B3/10Ma.

e [IpaBa Ha (pannbl: ITOT NOJIb30BaTENb BlafeeT ansiamn 1 nankamm, K KOTOpbIM cepsep
nmeeT focTyn (06bIYHO OHM PaCcMONOXeHbI B AupekTopun /srv/http/).

e ['pynna http: Ons ynobcTBa CywecTByeT oAHOMMEHHas rpynna http, B KOTOpyo MOryT BXOAUTb
Apyrve nonb3oBaTesin, 4Tobbl MMeTb BO3MOXHOCTb PeAaKTUpPOBaTb (halnbl canTa 6e3
N3MeHeHus NpaB AOCTyNa K HAUM Yepe3 sudo

NMpuMmeHeHue

e PasmeweHune canToB: Mpu HacTporke Nginx, Apache nnn PHP-FPM yacTo TpebyeTcsa
YKa3blBaTb, YTO MPOLECC AO/DKEH 3anyCKaTbCA OT nMeHu http.

e HacTponka pa3pelueHunn (Permissions): Ecnm canT BbigaeT owmnbky goctyna (Hanpumep, 403
Forbidden), 0bbl4HO 3T0 03Ha4aeT, 4TO y NoJsib3oBaTesna http HET NpaB Ha YTEHUE HYXHbIX

hannos nnm nanox.
e be30nacHOCTb KaTasioros: EC/iM CKpUNTaM Ha CalTe HY>XHO 3arpyXxaTb (paisibl Ha cepBsep,
nanke 3arpy3kun HeobxoamMmo BblAaThb NpaBa (BNlaaenbua) ons nonb3osatens http

BbiBOA, CTPOK NoJsib30BaTesie CUCTEeMbI

BbiBOOMM CTPOKKN TpeX HaMWN N3BECTHbIX nonb3oBaTenen n3 6asbl AaHHbIX.

#bash

sudo grep -E '~“(root|eva|http):' /etc/shadow
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root:$y$j9T$...:20594:::::

e BTOpoe none — OJIMHHbIA X3 $y$.... 9T0 3aWwndpoBaHHbLIA Naposb Cyrnepnosib3oBaTensd.vnucno
20594 — paTa nocnegHero nMeHeHus napons (B gHAx ot 1970 roga).B KoHUe CTpokn —
NyCTble NOASA. DTO 3HAYMT, 4TO O15 root HET HUKAKUX OrPaHNYEHUN.

eva:$y$j9Ts...:20594:0:99999:7:::

e TOXXe BMANM X3 JIMYHOT O Maposis.

¢ [TapameTpbl 0:99999:7 o03HayvalOT CTaH4APTHbIE NpaBKa NoJib30BaTeNsA: NapoJib MOXXHO
MeHATb cpa3y (0), oH pencteyeT 99999 nHen, a 3a 7 AHEN [0 NCTEYEHNS CUCTEMA HAYHET
npepynpexnatb. BocbMoe none nycrtoe — akkayHT He BioKupyeTcs.

http:1*:20594::::::1:

e BTOpoe none coaepXxuT !*. 3To Mapkep Toro, 410 Naposb 3abnoknpoBaH (BXxoA no napoJsito
HEBO3MOXXEH, y4eTKa TeXHMYeckas).BHMMaHe B cCaMbll KOHEL, CTPOKMK: ::::::1:

e Ha npegnocnegHen nosuumm (8-e none) ctont umgpa 1. B cucteme Linux 3To 03Ha4aeT, 4To
yYyeTHas 3anncb NpMHyanTENbHO 3abnoknpoBaHa noacuctemon 6esonacHoct PAM yepes 1
AeHb nocse Havana anoxu Unix (To ectb 2 aHBapsa 1970 roaa).

N3meHseMm napameTpbl nonb3oBatens http

YbepeM 3Ty eAUHNLLY U3 KOHLLA CTPOKM, 4TODObI cenaTh YYETHYO 3annck 6eCCPOYHON.

#bash

sudo chage -E -1 http

Mposepka usmeHeHuu B hane /etc/shadow

#bash

sudo grep '“http:' /etc/shadow
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(CTpoKa 3aBepLIaeTCsa YNCTbIMU ABOETOYMAMMY (::::::), 4TO 03Ha4aeT: b10kupoBka PAM Mo/ HOCTbHO
CHATa, akkayHT http cTtan 6eccpoyHbIM)

CxeMa Beb6-naHenu ynpasaeHns B OCHOBHOM cucteme (tom 1)

Manka Beb-cepeepa nginx_html HaxoanTcs no nyTw /usr/share/nginx/html/ n nmeeT cneapytoLLyto
CTPYKTYpY (hannos 63keHaa (PHP) n poHTeHaa (JS/CSS):

/usr/share/nginx/html/ # KopHeBas anpekTopus Beb-cepsepa Nginx
|— index.html # [naBHbIN NHTEpPGENC NaHenn (BKNagKu,
Tabnmubl, MOgaNbHbIE OKHA)
— css/

L— style.css # Ctnnn ohopMmneHma nHTepdenca naHenn
yrnpaBieHus
— js/

L— app.js # KnueHTckas noruka (acMHxpoHHele Fetch-
3anpocel K API, unbTpbl)
L— api/

|— users.php # CepBepHblin 06paboTHMK AN CUCTEMHBIX
nonb3osatenen (/etc/passwd)

L— groups.php # CepBepHbIl 06pabOTUMK 0N CUCTEMHbIX Fpynn
(/etc/group)

Co3paHue aupeKTopuun

BbinonHuTe B TepMrHane PUTTY ofHY KOMaHAy:

#bash

mkdir -p /usr/share/nginx/html/{css,js,api,assets

mkdir -p /usr/share/nginx,/html/{c

m
a

T
1 -8

Mankun co3faHbl. Tenepb 0b653aTeNbHbIN LWAr KOHTPOIA: MPOBEPAEM, Kakune npasa 4ocTyna u
BNaAeNbLbl Ha3HAYeHbl AN HOBbIX AnpekTopuin, 4Tobbl Windows-nonb3oBaTens Samba n Beb-cepsep
Nginx morsim ¢ HuUMKn paboTtaTsb.

KoHTposb nanok

#bash

1s -la /usr/share/nginx/html
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index. html

~1%
1
1
1
1
1
1
1r
1

(Mankn co3ganncb Noa nosib30BaTesIEM €va, HO Y HUX CTOAT OrpaHnyYeHHbIe rnpasa drwxr-xr-x. M13-3a
s1oro Windows 4yepe3 Samba He CMOXXET co3aaBaTh WM U3MEHSATb (haviJibl BHYTPU 3TUX
roJKaTasoros.)

MNpaBa pocTtyna K nankam

#bash

sudo chmod -R usr/share/nginx/html

JSusr/share/nginx/htm1/

MpoBepka Ha3HAYeHUA NpaB NoJsib3oBaTens

#bash

1s -la /usr/share/nginx/html

index. html

1
1
1
1
1
1
1
1
.__.]

(MpaBa drwxrwxrwx (777) ycneLwHo npuMeHNINCb KO BCEM HOBbIM ANPEKTOPUAM (api, assets, ¢ss, |s),
OHU MoACBeY€eHbI 3e/1eHbIM. Ternepb MoJib30BaTesin eva u CUCTEMHbIV M0/1b30BaTe b http, n Samba
VMeKoT MOJIHbIV JOCTYr.)

I paspaborka Beo-®poHreHaa
ARRRRRRREE

worldwide open-source software - https://wwoss.ru/


https://wwoss.ru/lib/exe/detail.php?id=tmp_26.05.26_frontend&media=software:linux_server:arch_linux:iso_image_arch_linux_server_144.png
https://wwoss.ru/doku.php?do=export_code&id=tmp_26.05.26_frontend&codeblock=27
https://wwoss.ru/lib/exe/detail.php?id=tmp_26.05.26_frontend&media=software:linux_server:arch_linux:iso_image_arch_linux_server_145.png
https://wwoss.ru/doku.php?do=export_code&id=tmp_26.05.26_frontend&codeblock=28
https://wwoss.ru/lib/exe/detail.php?id=tmp_26.05.26_frontend&media=software:linux_server:arch_linux:iso_image_arch_linux_server_146.png

Last update: 2026/05/26 18:27 tmp_26.05.26_frontend https://wwoss.ru/doku.php?id=tmp_26.05.26_frontend&rev=1779809248

peanbHOro cepepa i3mMeHnTb BpemMeHHO Ha 192.168.1.150 CtepeTb sfid

3anncb Nco M3MeHnTb NOCTOAHHO Ha 192.168.1.72 BepHyTsb sfid
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