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Pa3paboTtka Beb-®poHTeHpa

Ha Hawem byayuiem cepsepe byaeT NnocToAHHO 3anyLleH Beb-cepep Nginx. OH npeaocTasuT
No0JIb30BaTE/N0 BO3MOXHOCTb YNPaBasaTb CUCTEMON Yepe3 Beb-npunoxeHne B okHe Bpaysepa no
BpemeHHoMy nopTy 7000. Ecnm nonb3oBaTenb 3ax04eT MCNOJIb30BaTh COBCTBEHHEIN BeG-CepBep, B
npuioxeHun emy bynet goctyneH Beb-cepsep Apache2 ¢ nognepxkon PHP. Cnyx6bl OpenSSH n
Samba, aBTO3anycK KOTOPbIX HaCTpavBaeTCa ANA Co34aHMa BeO-NpunoxeHns, Takxe byayT no
YMONYaHNIO OTK/OYEHbI C BO3MOXKHOCTbIO MX MOCTOSAHHOIO BK/IOYEHMS Yepe3 NaHesb yrpaBaeHus.

HacTpo#ka Nginx Ha obpaboTky PHP
®aun nginx.conf

Mbl nepennLLeM KOHGUIypaLnoHHbIA hann nginx.conf, nobasms npasunbHbIn 610K location ~ \.php$,
paboTatowwmin 4epes UNIX-cokerT.

#bash

cat "EOF' sudo tee /etc/nginx/nginx.conf dev/null
worker processes ;

events
worker connections ;

http
include mime. types;
default type application/octet-stream;
sendfile on;

keepalive timeout ;

server
listen ;
server _name Llocalhost;
root usr/share/nginx/html;
index index.html index.htm index.php;
location

try files $uri $uri/ =404;

location ~ \.php$
include fastcgi.conf;
fastcgi pass unix:/run/php-fpm/php-fpm.sock;
fastcgi index index.php;
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EOF

sudo tee /etc/nginx/nginx.conf > /

connections 1024;

Tet-stream;
on;
ve_timeout

TecTupoBaHMe CMHTaKcUca nginx.conf

HaM Hy>XHO npoTecTupoBaTh CMHTaKcKC Nginx, 4Tobbl ybeanTbCs, 4TO BCe CKOOKYM 3aKpbIThbl U COKET
nponucaH 6e3 ownbok.

#bash

sudo nginx -t

could not build optimal t _hash, you should increase either types_hash_max_s
ignoring t hash_bu ize
7t gu tion ‘nad = :

uration file /etc/

(TecT npovieH ycnelHo (syntax is ok, test is successful). lpeaynpexaeHune o types hash — 370
CTaHAaPTHbIV MHHOPMALMOHHbIN BOPHUHI, Ha paboTy OH He BJINSET.)

MpoBepka cogepxxumoro ¢amnna nginx.conf

#bash

cat -n /etc/nginx/nginx.conf
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connec

/htm1;
.htm index. php;

nf;
php-fpm/php-fpm.

NMepe3anyck Beb-cepBepa

#bash

sudo systemctl restart nginx

t] restart nginx

MpoBepka cTaTyca cnyX6Obl

#bash

sudo systemctl status nginx

MpoBepuM AUpPEKTOPUIO
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Y106kl He 3anyTaTbCs B CTPYKTYpe B63KeHaa v hpoHTeHAa, AaBanTe CHavyana NpoBepuM, 4To cenvac
BOOOLLE HAXOAMTCA BHYTPU KOpHeBoMW nanku Nginx Ha tom_1.

#bash

1s -la /usr/share/nginx/html

MpoBepuMm 3anyck u paboTy Be6-cepBepa Ha nopTy 7000 B Gpay3epe Ha CTpaHuLEe
http://192.168.1.72:7000/

~ @ Welcome to nginx! X 2 — O *

€ G A Hesaupmmeno 192.168.1.72:7000 r ™M O &

Welcome to nginx!

If you see this page, nginx is successfully installed and working. Further
configuration is required for the web server, reverse proxy, API gateway, load
balancer, content cache, or other features.

For online documentation and support please refer to nginx.org.

To engage with the community please visit community.nginx.org.

For enterprise grade support, professional services, additional security features
and capabilities please refer to f5.com/nginx.

Thank you for using nginx.

MpoBepseM aBTo3anyck cayXx6bl php-fpm

Y6enumcs, 4to cnyxxba PHP-FPM akTBMpoBaHa B aBTO3anycke, 4Tobbl npu ctapte goewkn B O3Y
OHa 3anycTuiacb cama BMecTe ¢ Nginx.

#bash

systemctl is-enabled php-fpm

systemct] is-enabled php-fpm

(MpumeyaHue: cTaTyc disabled - Bbik/1l04YeHa)
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BknioyaeMm cnyx0y php-fpm B aBTo3anyck

Bktounm cnyxoby PHP-FPM B aBTO3anycke, 4Tobbl Npu cTapTe daewkn B O3Y oHa 3anycTunacb cama
BMecTe ¢ Nginx.

#bash

sudo systemctl enable php-fpm

(MpumevaHune: co3aaHbl CUCTEMHbIE CUMINHKM)

MpoBepsem cTaTyc aBTo3anycka cayx6el php-fpm

Y6ennmcs, 4to cnyxba PHP-FPM akTmBMpOBaHa B aBTo3anycke, 4Tobbl npu ctapTe daewkn B O3Y
OHa 3anycTuiack cama BMecTe ¢ Nginx. Ybeammcs, 4To cuctemMa Tenepb panopTyeT NpaBuJibHbIN
cTaTyc.

#bash

systemctl is-enabled php-fpm

, systemct] is-enabled php-fpm

(MpumeyaHue: cTatyc enabled - Bkao4YeHa)

CHATMe cucTteMHOU usonsauuu c PHP

B Arch Linux cnyx6a php-fpm no ymonyaHuio 3anepta (ProtectSystem=full). N3-3a 3Toro PHP Bngut
cucTeMHble (hannbl nosb3oBaTenien kak Read-Only. CHMMeM 3To orpaHuyeHue.

OTKponTe nepeonpenesneHne HacTpoek CiyXbbi:

#bash

sudo systemctl edit php-fpm

BcTaBTe CBOM CTPOKM CTPOro Mexnay nepson 1 BTOPOM CTPOKaMM KOMMeHTapueB (00bI4HO TaM eCTb
ABHasA Noacka3ka ### Lines below this comment will be discarded nnu aHanorn4yHas).:
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ini

[Service]
ProtectSystem=false
ProtectHome=false

GNU nano 9.0 etc/systemd/system/php-fpm. service.d/. #override. conf08e8ad472e69155¢c5 Modified
. T ce

@& Location
W o To Line

stem/php-fpm. service.d/override.conf”’.

(BbiBOA 03HaYaeT npaBu/ibHO OTPEeAaKTUPOBaHHYO KOHGuUrypaumto, n systemd ycnewHo co3gan
KOHUrypaunoHHbIv ¢anis (drop-in ¢avis) ¢ Balummmu HacTporikaMu o nyTu /etc/systemd/system/php-
fom.service.d/override.conf)

MepesanycTute cnyxoy:

sudo systemctl restart php-fpm

systemct] restart php-fpm

HacTpouka Samba-cepBepa
MpoBepseMm cocTosHue Samba-cepsepa Ha tom_1

HaM Hy>XHO y3HaTb, 3anyLeH a1 geMoH Samba (smb), 4Tobbl MOHATL, CMOXEM NN Mbl CPa3y
NOAKNOYMTb ceTeBor AncK B Windows.
BbinosHWTE B TepMUHaNe KOMaHA4y:

#bash

sudo systemctl status smb
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e; disabled;

disabled)

(3TOT BbIBOA 03HA4YaeT, 4To cayxba yCcTaHOB/IEHa B CUCTEME, HO €€ aBT03aryCK OTK/IIOYEH U B

AaHHbIV MOMEHT C/1yxba He 3anyLlleHa (0CTaHoBJIeHa))

Co3paHue KoHpurypaumoHHoro pauna smb.conf

Co3paaum KOHUIypaLMOHHbI hasl B pelakTope nano.
BbinonHUTE B TepMUHaNe KOMaHay:

#bash

sudo nano /etc/samba/smb.conf

®ainn NycTon 1 roToB K 3amnoJIHEHN0. BCTaBbTe B HEro ciefyowmin MUHUMasbHbIR paboynin KoHGWT,
4yT0bbl OTKPLITL AOCTYN K aupekTopun Nginx (/usr/share/nginx/html) c aBToOMaTU4eCKUM

HacnenoBaHueM 6e3onacHbix Npae AocTyna (775 ons nanok n 664 onsa gannos):

ini

global

workgroup = WORKGROUP

server string = Arch Linux Toml
security = user

map to guest = Bad User

log file = /var/log/samba/“m. log
max log size =

nginx_html
path = /usr/share/nginx/html
writable = yes
guest ok = yes
guest only = yes
force user = http

create mask = 0664
directory mask = 0775
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GNU nano 9.0 Jetc/samba/smb. cont

ModiTied

Bd Location Bl Undo
¥ Go To Line

@avin nameHeH. Haxxmute nocnenosatesbHo:CTRL + O, 3ateM Knasuiy Enter (ansa 3anucu
¢havina).CTRL + X (4014 Bbixoga u3 pegaktopa nano)

lMpoBepKa cUHTaKCcHUCa

BbIMNOJIHNTE BCTPOEHHYIO KOMaHAY Samba ans MPOBEPKN CUHTAKCUCa cpa|7|na KOHq)MprauMMZ

#bash

testparm -s

ver role: ROLE_STANDALONE

# Global par

[’-||:|b:-|:|
globall,

'nginx/html

TecT cMHTaKcuca nponaeH ycnewHo (Loaded services file OK). Owunbok B thanne smb.conf HeT.
CeTeBas nanka nginx_html onpegeneHa sepHo.

Cnepyowun war — 3anyck un gobasneHune cnyxbol Samba B aBT03arpysKky.

#bash

sudo systemctl enable --now smb

(CuManHK ycnelwHo co3aaH, cayxba gobasieHa B aBTo3arnyck.)
Cnepnytowmnin war — obs3aTenbHas NPOBEpPKa CTaTyca 3anyLWweHHOro AemMoHa Samba.
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lNMpoBepkKa cTaTyca

#bash

sudo systemctl status smb

isabled)

connections..."”

(Cnyxba smb paboTaeT B pexxume active (running) v nNoJIHOCTbIO rOTOBA NPUHNMAaTbL CEeTeBblE
MoAK/II0YEeHMS.)

Cnyx6bl HaCTpoeHbI. MepenaemM BNaeHNe KOPHEBLIM KaTanoroM calTa BCTPOEHHOMY Beb-
nonb3oBaTento http. 3agaem npasa 775 ons scex nanok (41obsl Samba 1 Nginx Mmoramn co3gaBaTb
thannbl) n 664 gna ¢annos (TObKO YTEHUE 1 3annck, 6e3 hnaros NCNOJIHEHNSA):.

BbiNosHWTE B TEpMMHANE KOMaHAY:

#bash

sudo chown -R http:http /usr/share/nginx/html
sudo find /usr/share/nginx/html/ -type d -exec chmod +
sudo find /usr/share/nginx/html/ -type f -exec chmod +

(MpaBa 777/664 Ha3Ha4YeHbl yCreLHo.)
Cnepytownin oba3aTenbHbIN War no HaleMy njiaHy — npoBepKa Toro, Kak CUCTeMa NpuMeHuna aTu
npaBa K COAEPXXMMOMY KaTaJsora.

#bash

1s -la /usr/share/nginx/html
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(Mposepka npas npoLuna ycnelwHo. CTPOKN drwxrwxr-x A5 TeKyLev nanku (.) u -rw-rw-r- aas
¢avinos index.html n 50x.html noaTeepxgaroT, 4To AOCTYM MOJIHOCTbIO OTKPbLIT HAa YTEHUE, 3aMUCh
AJ151 [0J1b30BaTesIen CUCTEMBI.)

MopkniouyeHue ceteBor nanku B Windows

Mony4yum TouHbIK TeKywuin IP-appec cepsepa tom_1

BbIMosIHUTE B TepMUHasIe KOMaHL4y:

#bash

ip -br address show scope global | awk '{print $3}' cut -d/ -fl

t ip -br address show scope global awk "{print $3}°

Tenepb Manka roToBa K NOAKJIIOYEHUNIO B Ka4eCTBe CEeTEBOro Ancka B cpege Windows, 4Tobbl Bbl
MO /1N OTKPbITb eé Yyepe3 Notepad++.

1. OTkpownTe MpoBogHUK (3TOT KOMMblOTEP) Ha Bawen Windows-malunHe.
2. B BEpXHEM MEHI0 HaXXMUTE KHOMKY «[MoAK0YNTL CETEBOWN ANUCK» (MM HAXXMUTE NpaBou
KHOMKOWM MbILWIKN MO «ITOT KOMMbIOTEP» = «[TOAKI0YUTL CETEBON AUCK»).

m| ¢ 9 = | 310t komnsroTep - O X
m KomnewoTep Bug o
[E]| ¥A3AuTe nAK W3MEHWTE NPOrpamMmy
v| ~ N )
. . 8| CeoiicTea CITEMBI
CeoiicTtea OTkphiTh MeperMeHoBaTh Aocryn k Mogknounte [oBaEUTE CETEBDE OTEpHTE -y
MYyNETHMELNE T CETEEOH WK™  PACNoNOMEHHE napameTpel fro S NPAENEHWE

Facnonoxenne CeTb Cucrema

« v -, 3TOT KOMNBHOTER » v | O Mownck: 3ToT KoMNbHTER

~
w [ 3107 kompeenTen ~ Nanku (7

B Buaeo CeepnyTe

l; JoKkymenTsl
a5 E
=| Ookyme Ynpaenenue E
3 3arpyzK OTKpennTe OT Ha4anbHOTO 3KpaHa
=) Vaobpa MoakaHYUTE CETEEOR ANCK... L WzoBpaxerna
J” Myabik OTkph b B HOBOM OKHE
) 2
3aKpenuTL Ha NaHenw GeiCTporo AocTyna
J OBemy 2 [Ertoma (O EbemHbIe 0GBEKTHI
OTKNHOYNTE CETEBOH ANCK...
I PaBoun
TNokans JoBaEnTs HOBBIH 3NEMEHT B CETEBOE DKPYKEHWE
- HoBRIG ¥aanute
s Nokans Mepenmenceate
“ - CeoiicTea </
JInementoe: 11 = =

1. B none «lanka» BBeguTe ceTeBOW NyTb, UCNONb3ys IP-afpec Bawero cepsepa tom_1 (13 noros
PUuTTY: 192.168.1.72 unn 4epe3 KHONKY 0630p)
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(B kopHe /usr/share/nginx/html/ Tonbko pavinel 50x.html n index.html.)
Pa3BopaynBaeM CTPYKTYpy KaTanoros 414 Hawero Beb-nHtepdenca. Cospgaanm ctaHAapTHbIE Nanku
ANS CTUNEN, CKPUNTOB U CEPBEPHOI JIOM VKU,

CucteMHbIX nonb3oBaTtens http

Monb3oBaTenb http B Arch Linux — 3T0 BCTPOEHHbI CUCTEMHbI M0Nb30BaTE/b, OT UMEHW KOTOPOIrO
no yMosi4aHuto paboTtatoT Beb-cepsepbl (Hanpumep, Apache nnu Nginx) n conyTcTBYOLINE UM
CNyX0bbl.

OH co3paeTcs aBTOMaTUYECKMN NPW YCTAHOBKE 3TUX NPOrpaMM A8 U30M8LMUN NPOoLLeCCOoB 1
obecneyeHuns besonacHoCTN.

Ha3sHa4yeHue

e be3onacHocTb: Beb-cepBepbl He Ao/HKHBI paboTaTb NoA NpaBamu cynepnosib3osaTens (root).
ECv 3n0yMblLlLINEHHUK HANAET YS3BMMOCTb B BalLeM canTe, OH MOJYHYUT LOCTYN TOJbKO K
hannam c npaBamu nonb3oBaTtens http, 4To ybepexxeT oCTanbHYy CUCTEMY OT B3JIOMa.

e [IpaBa Ha (pannbl: ITOT NOJIb30BaTENb BllafeeT ansiaMn 1 nankamm, K KOTOpbIM cepsep
nmeeT gocTyn (06bIYHO OHM PaCcnoNIoXKEHbI B AnpekTopun /srv/http/).

e [pynna http: Ona ynobcTea cywecTsyeT oAHOMMeHHasa rpynna http, B KOTopyt MOryT BXOAUTb
Lpyrue nofb3oBaTesn, 4Tobbl UMeTb BO3MOXHOCTb peAakTUpoBaThb (halbl canTa 6e3
NU3MeHeHus NpaB AOCTyNa K HAUM Yepes sudo

NMpuMmeHeHue

e PasmeweHune canToB: Mpu HacTporke Nginx, Apache nnn PHP-FPM yacTo TpebyeTca
YKa3blBaTb, YTO MPOLLECC AO/DKEH 3anyCKaTbCA OT nMeHu http.

e HacTponka pa3pelueHunn (Permissions): Ecnm canT BbigaeT owmnbky goctyna (Hanpumep, 403
Forbidden), 0bbl4HO 3T0 03Ha4aeT, 4TO y NoJsib3oBaTesns http HET NpaB Ha YTEHUE HYXHbIX
hannos nnm nanok.

e be3onacHOCTb KaTasioros: ECnm ckpunTaM Ha calTe HYXKHO 3arpy>aTb (daisibl Ha cepsep,
narke 3arpy3ku Heobxo4MMo BbiAaTh NpaBa (Blagensla) Ans nonb3osatens http

BbiBOA, CTPOK MOJib30BaTeNIed CUCTEMbI

BbiBOOMM CTPOKU TPpeX HaMN N3BECTHbIX nonb3oBaTenen n3 6asbl AaHHbIX.

#bash

sudo grep -E '“(root|eva|http):' /etc/shadow

toml

root:$y$j9T$...:20594:::::
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e BTOopoe none — AJIMHHBLIA X3W $y$.... 3TO 3aWMEpPOBaHHbLIN Napob Cynepnosib3oBaTens.Yncno
20594 — paTa nocnegHero nsmMeHeHns napons (B AHAx ot 1970 rona).B KoHUE CTPOKN —
NyCTble NOASA. DTO 3HAYMT, 4TO A5 root HET HUKAKUX OrPaHUYEeHUN.

eva:$y$j9Ts$...:20594:0:99999:7:::

e ToXXe BMAUM X3 IMYHOro Napons.

e [TapameTpbl 0:99999:7 03HayvalOT CTaHAAPTHbIE NpaBwusia MnoJib30BaTess: Naposib MOXXHO
MeHATb cpa3y (0), oH nencteyeT 99999 aHen, a 3a 7 OHEWN 00 UCTEYEHMS CUCTEMA HAYHET
npenynpexgaTb. BocbMoe nosne nyctoe — akkayHT He BoKupyeTcs.

e BTopoe nosie cogepxuT *. 3To0 Mapkep TOro, 4To Naposib 3abnoKMpoBaH (BXxo4 No Naposto
HEBO3MOXXEH, y4eTKa TexHM4yeckas).BHMMaHne B caMbll KOHEL, CTPOKMK: ::::::1:

e Ha npegnocnenHen nosmuum (8-e none) ctont undpa 1. B cucteme Linux 370 03Ha4aeT, 4To
yYyeTHas 3anncb NpuMHyanTensHo 3abnoknposaHa noacucrtemon 6esonacHoctn PAM yepes 1
AeHb nocae Havana anoxu Unix (To ecTb 2 AHBaps 1970 roga).

N3MeHsieM napaMeTpbl nonb3oBaTens http

YbepeMm 3Ty eanmHuLYy 13 KOHLa CTPOKK, 4Tobbl caenaTb y4EeTHYIO 3anncb 6eCCpovHON.

#bash

sudo chage -E -1 http

ge -E -1 http

MpoBepka usmeHenun B pane /etc/shadow

#bash

sudo grep '“http:' /etc/shadow

[eva@toml ~]$% sudo grep 'Ahttp:’ /etc/shadow

http:!
[eva@toml ~]$

(CTpoka 3aBepLuaeTcsa YNCTbIMU ABOETOYMAMMY (::::::), 4TO 03Ha4aeT: 610kmpoBka PAM no/IHOCTbIO
CHATa, akkayHT http cTan 6eccpoyHbIM)
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HacTpouka becnaponbHoro gocrtyna B sudoers

YT106bI PHP-CKpMNTBLI MOr /M BbI3biBaTb YTUANTLI YNPaBAEHUSA akkayHTaMm 6e3 BBoda napons u 6es
HaM4Ma TEKCTOBOro 3KpaHa (TTY), HacTpouM npasuna besonacHocTn. KomaHabl byayT
npobpacbiBaTbCA BO BHELLHIOW CMCTEMY Yepe3 yTuanTy systemd- run ons obxoda orpaHuU4eHuUn
6e3onacHocTn PHP.

OTKponTe KOHUrypaumoHHbIA hann CTporo Yepes visudo:

#bash

sudo EDITOR=nano visudo

=nano visudo

B cambin KoHel, thana nobasbTe Creayoline CTPOKMK:

text

http ALL=(ALL) NOPASSWD: /usr/bin/useradd, /usr/bin/userdel,
usr/bin/usermod, /usr/bin/chpasswd, /usr/bin/groupadd,
usr/bin/groupdel

http ALL=(ALL) NOPASSWD: /usr/bin/sh, /usr/bin/systemd-run,
usr/bin/sed

Defaults:http !requiretty

etc/sudoers. tmp Modified

e any command

GNU nano 9.0

Cxema Beb-naHenu ynpasseHuss B OCHOBHOW cucteme (tom_1)

Manka Beb-cepsepa nginx_html HaxoauTca no nyTu /usr/share/nginx/html/ n umeeT cnepytoulyto
CTPYKTYpY (annos 63keHaa (PHP) n dopoHTeHaa (JS/CSS):

/usr/share/nginx/html/ # KopHeBas gupekTtopusi Beb-cepsepa Nginx
|— index.html # [naBHbIN NHTEpgENC NaHenn (BKJaaKu,
Tabnunupbl, MOgaNbHbIE OKHA)

— css/

https://wwoss.ru/ Printed on 2026/07/26 10:54



https://wwoss.ru/doku.php?do=export_code&id=tmp_26.05.26_frontend&codeblock=24
https://wwoss.ru/lib/exe/detail.php?id=tmp_26.05.26_frontend&media=software:linux_server:arch_linux:iso_image_arch_linux_server_244.png
https://wwoss.ru/doku.php?do=export_code&id=tmp_26.05.26_frontend&codeblock=25
https://wwoss.ru/lib/exe/detail.php?id=tmp_26.05.26_frontend&media=software:linux_server:arch_linux:iso_image_arch_linux_server_245.png

2026/07/26 10:54 15/39 PaspaboTka Beb-®PpoHTeHaa

| L style.css # CTunun ohopMneHna nHTepdenca naHenn
ynpaBneHuns
— js/
| L— app.js # KnneHTcKas Noruka (aCMHXpOHHble Fetch-
3anpocbl K API, ¢unbTpbl)
L— api/

|— users.php # CepBepHbIl 06paboTUMK 0N CUCTEMHbIX
nonb3oBaTtenen (/etc/passwd)

L— groups.php # CepBepHbIin 06paboTYMK AN CUCTEMHbIX TPy
(/etc/group)

Co3paHue pUPEKTOpUN

BpemeHHO 13MeHUM npasa a/s paboTbl B KOHCON

#bash

sudo chown -R http:http /usr/share/nginx/html
sudo find /usr/share/nginx/html/ -type d -exec chmod +

$ sudo chown -R h
% sudo find fusr/sh:

1
]
]

T
ml

BbinonHuTe B TEPMUHaANE PUuTTY OOHY KOMaHAY:

#bash

mkdir -p /usr/share/nginx/html/{css,js,api,assets

p /usr/share/nginx/html/{css,js,api,assets}

Mankun co3faHbl. Tenepb 0683aTeNbHbIN LWAr KOHTPOS: NPOBEPSEM, KaKue NpaBa AoCTyna u

BNAaAeNbLbl Ha3HAaYeHbl AN HOBbIX AnpekTopuin, 4Tobbl Windows-nonb3oBaTtens Samba n Beb-cepsep
Nginx morsim ¢ HuUMKn paboTaTsb.

KoHTposab nanok

#bash

1s -la /usr/share/nginx/html
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index. html

(Mankn co3ganncb Noa nosib30BaTesIEM €va, HO Y HUX CTOAT OrpaHnyYeHHbIe rnpasa drwxr-xr-x. M13-3a
s1oro Windows 4yepe3 Samba He CMOXXET co3aaBaTh WM U3MEHSATb (haviJibl BHYTPU 3TUX
roJKaTasoros.)

MpaBa poctyna K chaunam

#bash

sudo find /usr/share/nginx/html/ -type f -exec chmod +

MpoBepkKa Ha3Ha4YeHus NpaB NoJsib3oBaTens

#bash

ls -la /usr/share/nginx/html

¢ http hrtp
1 http http
http http

N |

8 7 index. html

(MpaBa drwxrwxr-x (775) ycnewHo npuMeHnINCb KO BCEM HOBbLIM ANPEKTOPUAM (api, assets, css, js) -
noACBeYEeHbl CUHUM, U -rW-rw-r- K haviiaM oHu rnofcseqeHsl 6esbiM. Ternepb 1o/b30BaTean eva n
CUCTEeMHbIVi MoJsib3oBaTesib http, n Samba nmeroT MnosHbIN [OCTY.)

MpBepuM co3aHue nanok B MpoBoAHMKE BUHA0BC U OTKPOEM €ro B pefakTope notepad++
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g' Pegaktupoeate B Notepad++
Ea Mpoeepka c ncnonssoeannem Windows Defender...

1= OtnpaeuTs

Y X=h=|
m TnasHan MNogenuTeea
cl

3akpenwTe Ha naHenn Konwposate BTaenTh
BLICTPOrD A40CTYNA

Eydep obmeHa

nginx_ht B8 Joasuts & apxus...
B m JoGaenTte B apxue "index.rar”
B8 No6aents & apxme M oTNpaEMTE No e-mail...

= B8 oGaents & apxme “index.rar’ u oTnpasuTs No e-mail

OTkprITE

OTKprTb C NMOMOLLBHDY >

j I_I'

BCEI’,\’J,E ADCTYNHBI BHE CETH

BoccTaHOBWUTE NpEkHIO BEPCUID TKPHITS

OTtnpaenTe >

Bripesats
Konupoeate

aitnamu
Co3aate ApNbIK

aitnamm
Yaanute .
aitnamm
MepenmeHosats .
aitnamm
Ceoiictea HTML Do...

« 4 L s Cems > 1021681
&3 Wram
7 BeicTpeif goctyn
[ NAS 420 i
assets
& ps-720
css
B PaBounii cto. is
¥ 3arpyin € SOxhtm
= AokymenTel (3 indac.ht[};[

| MzoBpasenn

Chrome HIML Do...

FnaBHbIX MHTepdenc naHenum (index.html)

E BblgenuTe Ece
CHATE BblgENEHNE
DD OBpaTWTE BRIAENEHHE

BrigennTe

i nginx_html

Pasmep

1 Kb
1KB

OTtpepakTupymnte tann index.html B pepgaktope. Llenmkom 3amMmeHunTe feonTHbIN KoA aisia Ha
npvBefeHHbIN HKe. OH PopMUpYeT OKHO NaHesn yrnpassieHUs, BKNagKu nepeknodeHns, Tabnvubl n

CKpPbITble MOZasIbHbIE (hOPMbI:

index.html

<!DOCTYPE html>
<html lang="ru">
<head>

<meta charset="UTF-

8II>

<meta name="viewport" content="width=device-width,

scale=1.0">

<title>Control Panel</title>
<link rel="stylesheet" href="css/style.css">

</head>
<body>
<div class="window"
<header class
<span class
<div class
<button
<button
<button
<button
</div>
</header>

>
"window-header">

"title">Control Panel</span>
"window-controls">

class="win-btn">?</button>
class="win-btn">—</button>
class="win-btn">[]</button>

class

<div class="window-body">
<aside class="sidebar">

initial-

"win-btn close">x</button>
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<div class="search-box">
<input type-="text" placeholder="[] Search">

</div>

<nav class="menu">
<div class="menu-group">" File Sharing</div>
<a href="#" class="menu-item">[] Shared Folder</a>
<a href="#" class="menu-item">s File Services</a>
<a href="#" class="menu-item active">[] User &

Group</a>

<a href="#" class="menu-item">[] Domain/LDAP</a>
<div class="menu-group">" Connectivity</div>
<a href="#" class="menu-item">[] External Access</a>
<a href="#" class="menu-item">[] Network</a>
<a href="#" class="menu-item">[][] Security</a>
<a href="#" class="menu-item">[] Terminal & SNMP</a>

</nav>

</aside>

<main class="main-content">
<div class="tabs">
<button class="tab active" id="tab-
user">User</button>
<button class="tab" id="tab-group">Group</button>
<button class="tab">Advanced</button>
</div>

<div class="toolbar">
<div class="actions">
<button class="btn primary" id="btn-
create">Create</button>
<button class="btn" id="btn-edit"
disabled>Edit</button>
<button class="btn" id="btn-delete"
disabled>Delete</button>
<button class="btn">Export v</button>
<button class="btn">Delegate v</button>
</div>
<div class="filter">
<input type="text" id="table-filter"
placeholder="V Filter">
</div>
</div>

<div class="table-container">
<table id="users-table">
<thead>
<tr>
<th>Name a</th>
<th>Email</th>
<th>Description</th>
<th>2FA Status</th>
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<th>Status</th>
</tr>
</thead>
<tbody>
<!-- [laHHble 3arpyxatoTtca yepes JS -->
</tbody>
</table>

</div>

<footer class="table-footer">
<span id="items-count">0 items</span>
<button id="refresh-btn" class="btn">uv</button>
</footer>
</main>
</div>
</div>

<!-- MofmanecHoe okHO Co3fnaHuda / PegakTupoBaHus -->
<div class="modal" id="user-modal">
<div class="modal-content">
<h3 id="modal-title">Create User</h3>
<form id="user-form">
<input type="hidden" id="form-action" value="create">
<input type="hidden" id="old-username">

<div class="form-group">
<label for="username">lms nonb3osatensa:</label>
<input type="text" id="username" required
pattern=""[a-z ][a-z0-9 -]*$" title="ManeHbkne naTtuHckme BykBbl N LUdPbLI">
</div>
<div class="form-group">
<label for="description">OnucaHne (GECOS):</label>
<input type="text" id="description">
</div>
<div class="form-group" id="password-group">
<label for="password">lNaponb:</label>
<input type="password" id="password">
</div>
<div class="form-buttons">
<button type="button" class="btn" id="btn-modal-
cancel">Cancel</button>
<button type="submit" class="btn
primary">Save</button>
</div>
</form>
</div>
</div>

<!-- MomanbHoe okHo pynn -->
<div class="modal" id="group-modal">
<div class="modal-content">
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<h3>Create Group</h3>
<form id="group-form">
<div class="form-group">

<label for="group-name">Wma rpynnsl:</label>
<input type="text" id="group-name" required

pattern=""[a-z ][a-z0-9 -]*$">
</div>
<div class="form-buttons">

<button type="button" class="btn" id="btn-group-

cancel">Cancel</button>

<button type="submit" class="btn

primary">Save</button>
</div>
</form>
</div>
</div>

<script src="js/app.js"></script>
</body>
</html>

Ctunu ochopmnenuns nHrtepdenca (css/style.css)

Co3panTe hann css/style.css B nognanke css/. Kog 3afaeT BHELWHWIA BUL OKHa NpUIoXXeHns, Tabnuny

OaHHbIX, KHOMOK YynpaBieHNAa 1 BCMJlbiBatoWMX MOOaJIbHbIX OKOH:

<code css style.css> * {

box-sizing: border-box;

margin: 0;

padding: 0;

font-family: -apple-system, BlinkMacSystemFont,
serif;

}
body {

background-color: #f0f2f5;
display: flex;
justify-content: center;
align-items: center;
height: 100vh;

}

.window {

"Segoe UI", Roboto, sans-
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width: 1000px;

height: 550px;

background: #fff;

border-radius: 6px;

box-shadow: 0 5px 25px rgba(0,0,0,0.1);
display: flex;

flex-direction: column;

overflow: hidden;

border: 1px solid #dcdcdc;

}

.window-header {

background: #fff;

padding: 12px 15px;

display: flex;

justify-content: space-between;
align-items: center;
border-bottom: 1lpx solid #e2e8f0;

}

.window-header .title {

font-size: 14px;
color: #2d3748;
font-weight: 500;

}

.window-controls .win-btn {

border: none;
background: none;
padding: 4px 8px;
cursor: pointer;
color: #718096;

}
.window-body {
display: flex;

flex: 1;
overflow: hidden;

}

/¥ HaBurauwms */ .sidebar {
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width: 230px;

background: #f7fafc;
border-right: 1px solid #e2e8f0;
padding: 12px;

}

.search-box input {

width: 100%;

padding: 6px 10px;

border: 1px solid #cbd5e0;
border-radius: 4px;
margin-bottom: 15px;

}

.menu-group {

font-size: 1lpx;
text-transform: uppercase;
color: #a0aecO;

margin: 12px 0 6px 6pX;
font-weight: 600;

}

.menu-item {

display: block;
padding: 8px 12px;
color: #4a5568;
text-decoration: none;
font-size: 13px;
border-radius: 4px;

}

.menu-item.active {

background: #ebf8ff;
color: #2bb6chO;
font-weight: 600;

}
/* OcHoBHa#d paboyasa obnacTb */ .main-content {
flex: 1;

display: flex;
flex-direction: column;
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padding: 0 20px;

}
tabs {

display: flex;
border-bottom: 1lpx solid #e2e8f0;
margin-top: 10Opx;

}
fab {

padding: 10px 20px;
border: none;
background: none;
cursor: pointer;
font-size: 14px;
color: #718096;

}

.fab.active {

color: #3182ce;
border-bottom: 2px solid #3182ce;
font-weight: 600;

}

.toolbar {

display: flex;
justify-content: space-between;
margin: 15px O;

}
.btn {

padding: 6px 1l4px;

border: 1px solid #cbd5e0;
background: #fff;
border-radius: 4px;
cursor: pointer;
font-size: 13px;

color: #4a5568;
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.btn:disabled {

background: #f7fafc;
color: #aOaecO;
cursor: not-allowed;
border-color: #e2e8f0;

}

.btn:hover:not(:disabled) {

background: #f7fafc;

}

.btn.primary {

background: #3182ce;
color: #fff;
border-color: #3182ce;

}

btn.primary:hover {

background: #2b6cbo0;

}

filter input {

padding: 6px 10px;

border: 1px solid #cbd5e0;
border-radius: 4px;
font-size: 13px;

}

/* Tabnuua */ .table-container {

flex: 1;

overflow-y: auto;

border: 1px solid #e2e8f0;
border-radius: 4px;

}
table {

width: 100%;
border-collapse: collapse;
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font-size: 13px;

}
th, td {

padding: 10px 12px;

text-align: left;

border-bottom: 1lpx solid #edf2f7;
user-select: none;

th {

background: #f7fafc;
color: #4a5568;
font-weight: 600;
position: sticky;
top: 0O;

}

tbody tr {

cursor: pointer;

}

tbody tr:hover {
background: #f7fafc;

}

tr.selected-user {

background: #e8f0fe !important;

}

.status-deactivated { color: #e53e3e; } .status-normal { color: #38a169; }

.table-footer {

display: flex;
justify-content: flex-end;
align-items: center;
padding: 12px 0;

gap: 15px;

font-size: 13px;
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color: #718096;

}

/* MonanbHble okHa */ .modal {

display: none;

position: fixed;

top: 0; left: O0; width: 100%; height: 100%;
background: rgba(0,0,0,0.4);
justify-content: center;

align-items: center;

z-index: 1000;

}

.modal.open {
display: flex;

}

.modal-content {
background: #fff;
padding: 20px;
border-radius: 6px;
width: 400px;
box-shadow: 0 4px 15px rgba(0,0,0,0.2);

}

.modal-content h3 {

margin-bottom: 15px;
color: #2d3748;

}

form-group {
margin-bottom: 12px;

}

form-group label {
display: block;
font-size: 12px;

color: #4a5568;
margin-bottom: 4px;
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}

form-group input {

width: 100%;

padding: 8px;

border: 1px solid #cbd5e0;
border-radius: 4px;

}

.form-buttons {

display: flex;
justify-content: flex-end;
gap: 10px;

margin-top: 18px;

}

</code >

LWar 3.3. CepBepHblt 00paboTyuk nonb3oBaTenen (api/users.php)

Co3panTte chann api/users.php B nognanke api/. Ckpunt obpabaTbiBaeT GET-3anpoch! Ans
BblIBOJA Y4YeTHbIX 3anuncen (MCckayas TexHnyeckoro nobody) n POST-3anpockl A8 BbINOAHEHNS
aTOMapHbIX onepaumin yepes systemd- run B 0b6xon nsonsaumu:

<code php users.php> <?php header('Content-Type: application/json; charset=utf-8');

ObpaboTka nonydeHus cnvcka (GET) if ($_SERVER['REQUEST METHOD'] === 'GET') { $usersList = [];
if (is_readable('/etc/passwd')) { $lines = file(*/etc/passwd', FILE IGNORE_NEW _LINES |

FILE SKIP_EMPTY LINES), foreach ($lines as $line) { $parts = explode(':', $line); if (count($parts) >=
5) { $username = $parts[0]; $uid = (int)$parts(2]; $description = $parts[4]; Beisoaum root (UID 0),
CUCTEMHbIX 1 00bI4HBIX Nosib3oBaTesnen (UID >= 1000)

if (($uid === 0 || $uid >= 1000) && $username !'== 'nobody' ||
$username === 'guest' || $username === ‘'admin') {

/| ConocTaBneHne cTaTyCa akTUBHOCTU YHETHOWN 3anncu

$status = 'Normal’;

if ($username === 'guest') {
$status = 'Deactivated’';

¥

$usersList[] = [
'name' => $username,
'email' => "',

'desc' => $description,
'tfa' => 'Disabled’,
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'status' => $status

1;

}
}
}
}
echo json encode($usersList, JSON UNESCAPED UNICODE);
exit;

}

ObpaboTka fencTBuU cosgaHuns/mameHenus/ynanenns (POST) if ($_ SERVER['REQUEST METHOD']
=== "'"POST') { $input = json_decode(file_get contents('php:input'), true);

if (!isset($input['action'])) {
echo json encode(['success' => false, 'error' => 'OTcyTCTBYET AeNCTBUE']);
exit;

}

$action = $input['action'];

$username = preg replace('/["a-z0-9 -1/', , $input[‘'username'] ?? '');
$description = escapeshellarg($input['description'] ?? '');

$password = $input['password'] ?? '';

if (empty($username)) {
echo json encode(['success' => false, 'error' => 'HeKkoppekTHOe nMs
nosb3oBatens'l);
exit;

}

switch ($action) {
case 'cCreate':
if (empty($username)) {
echo json encode(['success' => false, 'error' => 'HekoppekTHoe
nMs nosb3oBaTens'));
exit;

}

[/ TeHepupyem x3Ll napons
$salt = '$1$' . substr(md5(uniqgid(rand(), true)), 0, 8) . '$"';
$hashed password = crypt($password, $salt);
$uid gid = rand(1100, 1900);

$passwd_line =
“"{$username}:x:{$uid gid}:{$uid gid}:{$description}:/home/{$username}:/bin/b
ash";

$shadow line =
"{$username}:{$hashed password}:19500:0:99999:7:::";

$group line = "{$username}:x:{$uid gid}:";

// Cobupaem BCe KOMaHAbl B OAHY CTPOKY A5 3anycka Yyepe3 bash
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$system cmd = "echo '{$passwd line}' >> /etc/passwd && "
"echo '{$shadow line}' >> /etc/shadow && "
"echo '{$group line}' >> /etc/group && "
"mkdir -p /home/{$username} && "
"chown -R {$uid gid}:{$uid gid} /home/{$username}";

/| Bbi3biBaeM BCTPOEHHyt0 cyxby systemd-run. ®nar -G 3acTtaenseT eé oTpaboTaTb OT
root Hapyxy.

$cmd = "sudo /usr/bin/systemd-run -G /usr/bin/bash -c "

escapeshellarg($system cmd) . " 2>&1";
exec($cmd, $output, $return var);
if ($return var !== 0) {
$err = implode(' ', $output);

echo json encode(['success' => false, 'error' => "Owwubka
3anycka: {$err} (Kog: {$return var})"l);
exit;

}

echo json encode(['success' => true]);
break;

case 'update':
/] YnTaem napameTpbl M3 JSON-3anpoca oT Hbpay3epa
$old username = preg replace('/["a-z0-9 -1/', ',
$input['old username'] ?? '");
$new description = $input['description'] ?? '‘';
$new password = $input['password'] ?? '‘;
if (empty($old username)) {
echo json encode(['success' => false, 'error' => 'He yka3aH
nosib30BaTeNb AN pefaKTMpoBaHua'l);
exit;

}

/] SKpaHUpyem onuncaHme, 4Tobbl OHO He CZIOMaNo CUHTAKCUC KOMaHabl sed
$clean desc = str _replace('/', '\/', $new description);

/I 1. KomaHga ans obHoeneHuns onncaHma (GECOS) B /etc/passwd
$update cmd = "sed -i -E
's/~({$0ld usernamel}: [~:1*: [ 1*i[Ni]*) [ 1x (%) /\\1: {$clean desc}\\2/'
/etc/passwd";

/] 2. Ecnun B (hopMy BBENN HOBbIN Naposib — fobaBnsiemM KoMaHLy 06HOBNEHMSA X3LUa B
/etc/shadow
if (lempty($new password)) {
$salt = '$1$' . substr(md5(unigid(rand(), true)), 0, 8) . '$';
$hashed password = crypt($new password, $salt);
$clean hash = str replace('/', '\/', $hashed password);
$update cmd .= " && sed -i -E
's/~({$old username}:)[~:1*(:.*)/\\1{$clean hash}\\2/' /etc/shadow";
}
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// Bbl3blBaEM UTOroBYt0 KOMaHAy Yyepe3 systemd-run HapyXy oT root
$cmd = "sudo /usr/bin/systemd-run -G /usr/bin/bash -c "
escapeshellarg($update cmd) . " 2>&1";
exec($cmd, $output, $return var);

if ($return var === 0) {

echo json encode(['success' => true]);
} else {

$err = implode(' ', $output);

echo json encode(['success' => false, 'error' => "Owwubka
obHoBneHusi: {$err}"1);

}

break;

case 'delete':
if ($username === 'root') {
echo json encode(['success' => false, 'error' => 'YpaneHue
root 3anpetieHo']);
exit;

}

/| opMupyem KOMaHAbl 4S9 NOJHOM 0YUCTKKU 3anucen n3 passwd, shadow, group u
yOaneHnsa nanku
$delete cmd = "sed -i '/"~{$username}:/d' /etc/passwd && "
"sed -i '/~{$username}:/d' /etc/shadow && "
"sed -i '/~{$username}:/d' /etc/group && "
"rm -rf /home/{$username}";

/] Bbi3blBaeM KOMaHAy 4epe3 systemd-run Hapyxy oT UMeHu root
$cmd = "sudo /usr/bin/systemd-run -G /usr/bin/bash -c "
escapeshellarg($delete cmd) . " 2>&1";
exec($cmd, $output, $return var);

if ($return var === 0) {

echo json encode(['success' => true]);
} else {

$err = implode(' ', $output);

echo json encode(['success' => false, 'error' => "Owwubka
yoanenusa: {$err}"]);

}
break;
default:
echo json encode(['success' => false, 'error' => 'Heu3BecTHas
onepauuns']);
break;
}
exit;
}
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</code >
LLar 3.4. CepBepHbih 00paboTumuk rpynn (api/groups.php)

Co3pante (pann api/groups.php B nognanke api/. CKpunT NapCcuT CUCTEMHBIN halnn
/etc/group, BbICTpanBaeT CBA3M YH4aCTHUKOB U HaTUBHO co3faéT/ynansaet rpynnbl B OC Yyepes
systemd- run:

<code php groups.php> <?php header('Content-Type: application/json; charset=utf-8');

$input = json_decode(file_get_contents('php:input’), true); $action = $input[‘action'] ??
$ SERVER['REQUEST METHOD']; — OBPABOTKA NOJIYHYEHUA CMICKA F'PYMNN (GET) — if ($action
=== "'GET') {

$groupsList = [];
if (is readable('/etc/group')) {
$lines = file('/etc/group', FILE IGNORE NEW LINES |
FILE SKIP EMPTY LINES);
foreach ($lines as $line) {
/| ®opmaT /etc/group: umsA_rpynneli:naponb:GID:cnncok nosnb3oBaTenen
$parts = explode(':"', $line);
if (count($parts) >= 3) {
$group name = $parts[0];
$gid = (int)$parts[2];
$users = $parts[3] ?? ''; // Tlonb3oBaTenu 4yepes 3anaTyio

/| PunbTpyem cucTeMHble rpynnbl, octasnsem root (GID 0), wheel u KacTOMHble
(GID >= 1000)

if ($gid === 0 || $gid === 998 || $gid >= 1000) {
/I Ickniodaem TexHu4yeckoro nobody
if ($group name !== 'nobody') {

$groupsList[] = [
‘name' => $group name,

'gid' => $gid,
'users' => empty($users) ? '=' : str replace(',"',
", ', $users),
'status' => 'Normal'
1;
}
}
}
}
}
echo json encode($groupsList, JSON UNESCAPED UNICODE);
exit;
}
— OBPABOTKA U3MEHEHWW (POST) — if ($_SERVER['REQUEST METHOD'] === 'POST") {

$group name = preg _replace(‘/["~a-z0-9 -]/', , $input['group name'] ??7 ), if
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(empty($group_name)) { echo json _encode(['success' = false, 'error' = 'HekoppekTHoe nms
rpynnsi']); exit; } switch ($input[‘action']) { case 'create': Co3naHue rpynnsl Yepes systemd-run
HapyXy oT root
$cmd = "sudo /usr/bin/systemd-run -G /usr/bin/bash -c "
escapeshellarg("groupadd {$group name}") . " 2>&1";
exec($cmd, $output, $return var);
if ($return var === 0) {
echo json encode(['success' => true]);
} else {
$err = implode(' ', $output);
echo json encode(['success' => false, 'error' => "Owwubka
co3paHua rpynnbl: {$err}"]);

}

break;

case 'delete':
if ($group name === 'root' || $group name === 'wheel') {
echo json encode(['success' => false, ‘'error' => 'YpaneHue
CUCTEMHbIX FPYynn 3anpeLleHo']);
exit;
}
[/ YoaneHne rpynnobl
$cmd = "sudo /usr/bin/systemd-run -G /usr/bin/bash -c "
escapeshellarg("groupdel {$group name}") . " 2>&1";
exec($cmd, $output, $return var);

if ($return var === 0) {

echo json encode(['success' => true]);
} else {

$err = implode(' ', $output);

echo json encode(['success' => false, 'error' => "Owwubka
yoaneHusa rpynnbel: {$err}"]);

}

break;

default:
echo json encode(['success' => false, 'error' => 'Heu3ecTHas
onepauuns']);
break;

}

exit;

} </code >
KnueHTcKue CKpunTtbl 1IOruKku (js/app.js)

Co3pante thann js/app.js B nognanke js/. CKpunT ynpaBaseT aCMHXPOHHbIM 0BHOBNEHNEM
Tabnuy (fetch), nepekntoyeHneM KOHTEKCTa BKNaAoK, DUNbTPaLNen Ha NeTy 1 BanaaLuen nonen
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BBOAA:

<code javascript app.js> document.addEventListener('DOMContentLoaded’, () = {

const tableBody = document.querySelector('#users-table tbody');
const itemsCount = document.getElementById('items-count');
const refreshBtn = document.getElementById('refresh-btn');
const filterInput = document.getElementById('table-filter');

// KHONKW ynpaBieHns
const btnCreate = document.getElementById('btn-create');
const btnEdit = document.getElementById('btn-edit');
const btnDelete = document.getElementById('btn-delete');

/| nemMeHTbl MOLaJIbHOr0 OKHa
const userModal = document.getElementById('user-modal');
const userForm = document.getElementById('user-form');
const modalTitle = document.getElementById('modal-title');
const btnModalCancel = document.getElementById('btn-modal-cancel');

let selectedUsername = null;
let selectedUserRow = null;

// 3arpy3ka gaHHbIX
async function loadUsers() {
try {
const response = await fetch('api/users.php');
if (!response.ok) throw new Error('Owwnbka cepepa');
const data = await response.json();
renderTable(data);
resetSelection();
} catch (error) {
alert('He ypanocb 06HOBUTb CMMCOK NoOSib30BaTENEN');
}
}

function renderTable(users) {
tableBody.innerHTML = '';
users.forEach(user => {
const tr = document.createElement('tr');
tr.dataset.username = user.name;
tr.dataset.desc = user.desc;

const statusClass = user.status === 'Normal' ? 'status-normal'
'status-deactivated';

tr.innerHTML = °
<td><b>${escapeHtml(user.name) }</b></td>
<td>${escapeHtml (user.email) }</td>
<td>${escapeHtml (user.desc)}</td>
<td>${escapeHtml(user.tfa)}</td>
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<td class="${statusClass}">${escapeHtml (user.status)}</td>

.
’

/] NNoruka Bbibopa CTPOKM KINKOM
tr.addEventListener('click', () => {
if (selectedUserRow)
selectedUserRow.classList.remove('selected-user');

if (selectedUsername === user.name) {
resetSelection();
} else {

selectedUsername = user.name;
selectedUserRow = tr;
tr.classList.add('selected-user');
btnEdit.disabled = false;
/] 3anpewaem™ yaanatb root-nonb3oBatens Hanpsmyto n3 UI pagu 6esonacHocTn
btnDelete.disabled = (user.name === 'root');
}
});

tableBody.appendChild(tr);
3
itemsCount.textContent = "${users.length} items’;

}

function resetSelection() {
selectedUsername = null;
selectedUserRow = null;
btnEdit.disabled = true;
btnDelete.disabled = true;
}

/| dunbTpauns Tabnmusl
filterInput.addEventListener('input', (e) => {
const value = e.target.value.toLowerCase();
Array.from(tableBody.querySelectorAll('tr')).forEach(tr => {
const match = tr.textContent.toLowerCase().includes(value);
tr.style.display = match ? '' : 'none';
});
});

// OTKpbITE MO4aJIbHOrO OKHa CO34aHuNS
btnCreate.addEventListener('click', () => {
userForm.reset();
document.getElementById('form-action').value = 'create’;
document.getElementById('username').disabled = false;
document.getElementById('password-group').style.display = 'block’;
modalTitle.textContent = 'Create User';
(

userModal.classList.add('open');
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/| OTKpbITUE MOLAJIbHOr0 OKHa pefakTUPOBaHUA
btnEdit.addEventListener('click', () => {
if (!selectedUsername) return;
userForm.reset();
document.getElementById('form-action').value = 'update’;
document.getElementById('old-username').value = selectedUsername;
const usernameInput = document.getElementById('username');
usernamelInput.value = selectedUsername;
usernameInput.disabled = true; // Wmsa nonb3oBaTens B Linux MeHATb yepes
useradd HanpsaMyio Henb34
document.getElementById('description').value =
selectedUserRow.dataset.desc || '';
document.getElementById('password-group').style.display = 'block'; //
Maposib 3anoJHATb MO XXEeNaHWo
modalTitle.textContent = 'Edit User';
userModal.classList.add('open');

});

/| ObpaboTKa KHOMKWN yaaneHns
btnDelete.addEventListener('click', async () => {
if (!selectedUsername) return;
if (confirm( Bbl yBepeHbl, 4TO XOTUTE YAaANTb NOJb30BaTENS
${selectedUsername} BMecTe c JoMalUHen AupekTopmen?)) {
await sendAction({ action: 'delete', username: selectedUsername
});
}
});

/| 3aKpbITUe MOLasIbHOro OKHa
btnModalCancel.addEventListener('click', () =>
userModal.classList.remove('open'));

// OTnpaska opmbl (Co3zpaHue / U3meHeHMe)
userForm.addEventListener('submit', async (e) => {
e.preventDefault();
const action = document.getElementById('form-action').value;
const payload = {
action: action,
username: document.getElementById('username').value,
description: document.getElementById('description').value,
password: document.getElementById('password').value,
old username: document.getElementById('old-username').value

b5

await sendAction(payload);
userModal.classList.remove('open');

)

async function sendAction(data) {
try {
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const response = await fetch('api/users.php', {
method: 'POST',
headers: { 'Content-Type': 'application/json' },
body: JSON.stringify(data)
b
const result = await response.json();
if (result.success) {
loadUsers();
} else {
alert('Owwnbka: ' + result.error);
}
} catch (error) {
alert('Owwnbka ceTn Nnpu oTrnpaske 3anpoca');
}
}

function escapeHtml(text) {
if ('text) return '';
return text.toString().replace(/&/g, "&amp;").replace(/</qg,
"&lt;").replace(/>/g, "&gt;");
}

refreshBtn.addEventListener('click', loadUsers);
loadUsers();

/[ --- NOT'NKA BKJTAODKWN GROUP - - -
const tabUser = document.getElementById('tab-user');
const tabGroup = document.getElementById('tab-group');
const tableHeader = document.querySelector('#users-table thead tr');
const groupModal = document.getElementById('group-modal');
const groupForm = document.getElementById('group-form');
const btnGroupCancel = document.getElementById('btn-group-cancel');
let currentTab = 'user'; // XpaHuMm akTuBHYt BKAagky ('user' wam ‘'group')
let selectedGroupName = null;

[/l MepekntoyeHve Ha BKNagky User
tabUser.addEventListener('click', () => {
tabGroup.classList.remove('active');
tabUser.classlList.add('active');
currentTab = 'user';
tableHeader.innerHTML = °
<th>Name a</th>
<th>Email</th>
<th>Description</th>
<th>2FA Status</th>
<th>Status</th>
resetSelection();
loadUsers(); // Bbi3biBaeM CTapyto PyHKLNIO 3arpy3Kun Nnosib3oBaTenei

});
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/] NepeknioveHne Ha BKNagky Group
tabGroup.addEventListener('click', () => {
tabUser.classList.remove('active');
tabGroup.classList.add('active');
currentTab = 'group’;
tableHeader.innerHTML = °
<th>Group Name a</th>
<th>GID</th>
<th>Members (Users)</th>
<th>Status</th>
resetSelection();
loadGroups();
});

/] 3arpy3ka rpynn c 63keHaa
async function loadGroups() {
try {
const response = await fetch('api/groups.php');
const groups = await response.json();
renderGroupsTable(groups);
} catch (error) {
alert('Owwnbka 3arpysku rpynn');
}
}

function renderGroupsTable(groups) A{
tableBody.innerHTML = '"';
groups.forEach(group => {
const tr = document.createElement('tr');
tr.innerHTML = °
<td><b>${escapeHtml(group.name) }</b></td>
<td>${group.gid}</td>
<td>${escapeHtml(group.users)}</td>
<td class="status-normal">${group.status}</td>

.
’

tr.addEventListener('click', () => {
if (selectedUserRow)
selectedUserRow.classList.remove('selected-user');
if (selectedGroupName === group.name) {
selectedGroupName = null;
selectedUserRow = null;
btnDelete.disabled = true;
} else {
selectedGroupName = group.name;
selectedUserRow = tr;
tr.classList.add('selected-user');
btnEdit.disabled = true; // [Lnsrpynn pegakTUpoBaHUE OTKJIYUM
btnDelete.disabled = (group.name === 'root' || group.name
=== 'wheel');
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}
});
tableBody.appendChild(tr);

s

itemsCount.textContent = "${groups.length} items ;

}

/| Mogundurunpyem obLime KHOMKN Noa KOHTEKCT aKTUBHOM BKJIaAKM
btnCreate.addEventListener('click', (e) => {
if (currentTab === 'group') {
e.stopPropagation(); // OcTaHaBAMBaeM OTKPbLITME MOAAJIK/ MONb30BaTENEN
groupForm.reset();
groupModal.classList.add('open');
}
})s

btnDelete.addEventListener('click', async () => {
if (currentTab === 'group' && selectedGroupName) {
if (confirm( Ypanute rpynny ${selectedGroupName}? )) {
await sendGroupAction({ action: 'delete', group name:
selectedGroupName });
}
}
});

btnGroupCancel.addEventListener('click', () =>
groupModal.classList.remove('open'));

groupForm.addEventListener('submit', async (e) => {
e.preventDefault();
await sendGroupAction({
action: 'create',
group name: document.getElementById('group-name').value
3
groupModal.classList.remove('open');
});

async function sendGroupAction(data) {
try {
const response = await fetch('api/groups.php', {
method: 'POST',
headers: { 'Content-Type': 'application/json' },
body: JSON.stringify(data)
});
const result = await response.json();
if (result.success) {
loadGroups();
} else {
alert('Owwnbka: ' + result.error);
}

} catch (error) {
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alert('Owwnbka ceTn npu obpaboTke rpynnsl');

}

/| Mogunurumnpyem Kpyrayo KHonky obHoBneHns (V)
refreshBtn.addEventListener('click', () => {
if (currentTab === 'group') loadGroups();

});

}); </code >

CoxpaHuMm hanbl 1 NpoBepuM B OKHe bpay3epa

1 paspaborka Beo-®poHreHpa
Iy
I yépatbh nepen cbopkon iso ! MposepuTb Bepcuu linux Lpansepsl ceTeBoW KapThl

peanbHoro cepepa 3meHnTb BpemMeHHO Ha 192.168.1.150 CtepeTb sfid

3anmcb 1Uco N3meHnTb NOCTOSIHHO Ha 192.168.1.72 BepHyTb sfid

I nepexogum K iso i
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