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=== index.html

<IDOCTYPE html>

<html lang="ru">

<head>
<meta charset="UTF-8">
<title>MacTtep ycTtaHoBku CepBepa</title>

<!-- Mloak04aeM YUCTbIA COBPEMEHHbBIN CTUNb -->

<link rel="stylesheet" href="assets/bootstrap.min.css">
<style>

body { background: #f4f6f9; min-height: 100vh; display: flex; align-
items: center; justify-content: center; }

.wizard-card { background: white; border-radius: 12px; box-shadow: 0
8px 24px rgba(0,0,0,0.05); width: 650px; min-height: 450px; display: flex;
flex-direction: column; justify-content: space-between; padding: 40px; }

.step { display: none; }

.step.active { display: block; }

.step-header { border-bottom: 2px solid #efefef; padding-bottom:
15px; margin-bottom: 25px; }

</style>
</head>
<body>

<div class="wizard-card">
<div class="wizard-content">
<!--1.2.1 OKHO npuBeTCTBUSA -->
<div id="step-1" class="step active">
<div class="step-header"><h4>llar 1: MNpueetcTBne</h4></div>
<p class="lead">[06po no)xanoBaTb B BEH-MHCTAaNNATOP Ballero HOBOro
cepsepa!</p>
<p>3TOT MacTep MOMOXXET Pa3BEPHYTb N HACTPOUTb OMEpPaLMOHHYO cuctemy 6es
NOLK/OYEHNS MOHUTOPA K CepBepy. Bce AeincTBmA BbIMONHATCA YAaJEHHO Yepes 3ToT
bpay3ep.</p>
</div>

<!--1.2.2 Bbibop A3bIKa -->
<div id="step-2" class="step">
<div class="step-header"><h4>llar 2: A3blK cuctembl</h4></div>
<label class="form-label">Bribepute 0CHOBHOMN A3bIK 419 yCTaHABANBAEMON
0C:</label>
<select id="sys lang" class="form-select form-select-1g">
<option value="ru RU.UTF-8">Pycckmn (ru RU)</option>
<option value="en US.UTF-8">English (en US)</option>
</select>
</div>

<!-- 1.2.3 Boibop packnagku knaBuaTtypbl -->
<div id="step-3" class="step">
<div class="step-header"><h4>lllar 3: Packnagka knasmatypbi</h4></div>
<label class="form-label">BribepuTte packnaky KnasmaTypbl rno
yMonyaHuio: </ label>
<select id="sys layout" class="form-select form-select-lg">
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<option value="ru">Pycckas (ru)</option>
<option value="us">AHrnuinckas (us)</option>
</select>
</div>

<!--1.2.4 Beibop Yacosoro nosca -->
<div id="step-4" class="step">
<div class="step-header"><h4>llar 4: Yacoson nosic</h4></div>
<label class="form-label">YkaxuTe Baw 4acosou nosic:</label>
<select id="sys timezone" class="form-select form-select-1g">
<option value="Europe/Moscow">MockBa (GMT+3)</option>
<option value="Europe/Kaliningrad">KannHuHrpag

(GMT+2)</option>
<option value="Asia/Yekaterinburg">EkaTepnHbypr
(GMT+5)</option>
<option value="UTC">UTC (YHuBepcanbHoe BpeMs)</option>
</select>
</div>

<!--1.2.5 imga KomnbloTepa -->
<div id="step-5" class="step">
<div class="step-header"><h4>llar 5: CeTeBoe nms
(Hostname)</h4></div>
<label class="form-label">BBeanTte umsa Bawero byayuiero
cepsepa:</label>
<input type="text" id="sys hostname" class="form-control form-
control-1g" value="my-cool-server" oninput="validateHostname(this)">
<div class="form-text text-danger">Pa3pelieHa TonbkKo NaTuHMLa (a-
z), umdpsl n geduc.</div>
</div>

<!--1.2.6 Pa3bueka gucka u RAID -->
<div id="step-6" class="step">
<div class="step-header"><h4>llar 6: Pa3ameTka Hakonntenen</h4></div>
<label class="form-label">BruibepnTe KOHUrypaLno ANCKOBOWA
nogcuctemsl: </ label>
<div class="form-check mb-3">
<input class="form-check-input" type="radio"
name="disk mode" id="disk default" value="default" checked>
<label class="form-check-label" for="disk default">
<strong>Pexum no ymonyanuio:</strong> Cncrema + 25GB nop
yCTaHOBKY, OCTaJIbHOE B pe3epB Mo AOMALUHIO Nanky nojb30BaTens
</label>
</div>
<div class="form-check mb-4">
<input class="form-check-input" type="radio"
name="disk mode" id="disk raid" value="raidl">
<label class="form-check-label" for="disk raid">
<strong>lporpamMmHbin RAID-1 (3epkano):</strong>
06beanHMTL ABa AMCKA A/ 0TKa30yCTONYMBOCTM
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</label>
</div>

<!-- BOT 3TOT BJIOK KPUTUYECKN HEOBXOLANM O19 NCMNPABJIEHNA OLLUNBKN 444 -->
<div id="disks selection zone" class="p-3 bg-light border
rounded mb-4" style="display: none;">
<h6>[locTynHble Gu3nYeckne oUCKn ana noctpoeHns RAID-1
MaccumBoB:</h6>
<div id="disks list" class="mt-2">
<div class="text-muted small">Onpoc HakonuTenen
KOHTpONNepoM. . .</div>
</div>
<div class="form-text text-muted mt-2">[na akTnBaumm
3epkanmpoBaHns (RAID-1) BbibepuTe poBHO ABa OAMHAKOBbLIX HakonNuTens.</div>
</div>

<div class="alert alert-danger mt-4 d-flex align-items-center">
<div class="me-3" style="font-size: 24px;">a[l</div>
<div>
<strong>BHVWMAHWE:</strong> Bce cyuiecTsytoLime fjaHHble
(Bkntoyaa Windows wunm ctapble OC) Ha BbIOpaHHbIX HakonuTensax byayT <strong>nosHOCTbLIO U
6e3B03BpaTHO yaaneHbli</strong>. Pa3gensl OyayT nepedopmaTrpoBaHbl!
</div>
</div>
<div class="form-check mb-3">
<input class="form-check-input border-danger"
type="checkbox" id="confirm erase" onchange="toggleNextButton()">
<label class="form-check-label text-danger fw-bold"
for="confirm erase">
A1 NoHUMato pucku. MoATBEepPXKAat0 NOMHOE YHUYTOXKEHNE AAaHHbLIX N (POPMATUPOBaHME
LNCKOB.
</label>
</div>
</div>

<!--1.2.7 Co3paHue nosib3oBaTtens -->
<div id="step-7" class="step">
<div class="step-header"><h4>llar 7: Y4eTHasa 3anncb
agMuHucTpaTopa</hd></div>
<div class="mb-3">
<label class="form-label">/msa nonb3oBatens (JloruH) :</label>
<input type="text" id="username" class="form-control"
value="eva" oninput="validateUsername(this)" placeholder="Tonbko ManeHbKne
NaTUHCKne bykBbI">
<div class="form-text text-muted">lcnonb3yinTe NCKNOYNTENLHO
ManeHbKne aHrMnckne bykebl (a-z) .</div>
</div>
<div class="row mb-3">
<div class="col">
<label class="form-label">Maponb:</label>
<input type="password" id="password" class="form-
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control" oninput="this.value = this.value.replace(/[a4#¥ﬂéﬁ]/g, )
checkPasswordStrength(this.value) ">
<div class="form-text text-danger fw-bold" style="font-
size: 13px;">a[] Bsog cTporo Ha AHTJINACKOW packnagke! Pycckuin a3bik 3anpelueH . </div>
<div class="progress mt-2" style="height: 6px;">
<div id="pass progress" class="progress-bar bg-
danger" style="width: 0%"></div>
</div>
<div id="pass status" class="small text-muted
mt-1">CnoXHoCTb: CIMWKOM cnabein</div>
</div>
<div class="col">
<label class="form-label">MoaTBepxaeHne naponsa:</label>
<input type="password" id="password confirm"
class="form-control" oninput="this.value = this.value.replace(/[a-9A-9éE]/q,
''); validatePasswordMatch()">
<div id="match status" class="small text-danger
mt-1"></div>
</div>
</div>
<div class="p-3 bg-light border rounded mb-3">
<h6 class="mb-2" style="font-size: 14px;">Kputepmum HageXxHOCTK
napons:</h6>
<ul class="password-rules-list mb-0">
<li id="rule len" class="text-danger">[] He meHee 8
symbols</1i>
<li id="rule upper" class="text-danger">[] MuHuMyM ofHa
3arnaBHas bykea (A-Z)</li>
<li id="rule number" class="text-danger">[] MuHnMym ofHa
uncppa (0-9)</1i>
<li id="rule symbol" class="text-danger">[] MuHumMym oaunH
cneucumson (@, #, $, !')</li>
</ul>
</div>
</div>

<!-- HOBbIW LLAT 8: OkHo [lByxdhakTopHON ayTeHTudunkaumm (2FA) - ->
<div id="step-8" class="step">
<div class="step-header"><h4>lllar 8: be3onacHOCTb aKkayHTa
(2FA)</h4></div>
<div class="p-3 bg-light border rounded">
<h5>HacTponka [OByxhaKTOpHOM ayTeHTUpnKaumm</h5>
<p class="small text-muted mb-2">OTckaHupynTe 3TOT QR-KOA
MOOUIBHBIM NPUIOXKEHMEM Nepes HavasloM pa3BepTbiBaHUS CUCTEMBI : </ p>
<div class="mb-3 small text-secondary">
<strong>llogaepxvnBaemMbie NPUNOXEHNA Ha TeneoHe:</strong>
<ul class="mb-2 mt-1 ps-3">
<li>Google Authenticator (i0S / Android)</li>
<li>Yandex Key / fAHpekc Kntou</1i>
<li>Microsoft Authenticator</li>
<li>2FAS / Aegis / Wkc-Kniou</1li>

https://wwoss.ru/ Printed on 2026/07/26 09:39



2026/07/26 09:39 5/31 tmp_full

</ul>
<span class="text-warning fw-bold">a[] BHumaHue:</span>
CoxpaHuTe 3TOT aKKayHT B NMPUIOXKeHUN Ha TenedoHe. Kog noTpebyeTcs npy KaXxAoM BXOA4e Ha
cepsep.
</div>

<div id="qrcode container" class="text-center py-2">
<img id="qr-image"
src="about:blank"
onload="if(this.src=="'about:blank') {
this.src="'api/2fa.php?username="' +
encodeURIComponent (document.getElementById('username').value) + '&hostname="'
+ encodeURIComponent (document.getElementById('sys hostname').value); }"
alt="QR-kom ona 2FA"
class="img-fluid">
<!-- BpeMeHHbIV BbIBOA AJ19 TECTUPOBaHWSA Wwara 8 -->
<div id="qr-debug-zone" class="mt-3 p-3 bg-light border
rounded small text-muted text-start" style="font-family: monospace;">
<strong>0T1nagka nepeg otnpaskon B API:</strong><br>
JlornH nonb3oBaTtena: <span id="debug-qr-user" class="fw-bold text-
primary">oxugaHue. . .</span><br>
Nms cepeepa (Host): <span id="debug-qr-host" class="fw-bold text-
primary">oxwugaHuve. ..</span>
</div>
<!-- KOHeL, BpeMeHHbI BbIBOA, AN TECTMPOBaHMA Wwara 8 -->
</div>
</div>
</div>

<!-- HOBbIV LLAT 9: 3KPAH KOHTPOJI1 KOH®UTYPALIUW -->
<div id="step-9" class="step">
<h4 class="mb-3 text-primary">[] LWar 9: MpoBepka KOHpUrypaumu
cepsepa</h4>
<p class="text-muted small">BHumaTenbHO NpoBepbTe NapameTpsl. [locne
nepexofa K cnegyollemMy wary gucku yayT npuHyaUTEeNbHO 0T(OPMaTUPOBaHbl, a AaHHbIE
rnepesanucaHsl ! </p>
<div class="mt-3 text-start">
<label class="form-label fw-bold text-secondary">Coaepxumoe
anna install config.txt:</label>
<!-- TekcToBasa 06n1acTb, UMUTUPYIOLLAA (haln KOHDUIrypaunum -->
<textarea id="config-preview-zone"
class="form-control bg-light border-primary"
rows="9"
readonly
style="font-family: monospace; font-size: 13px;
color: #2c3e50; font-weight: bold; background-color: #f8f9fa !important;
box-shadow: inset 0 1lpx 3px rgba(0,0,0,0.1);"></textarea>
</div>
<div class="alert alert-warning d-flex align-items-center mt-3
small" role="alert">
<div>
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A[] <strong>BHuMaHue:</strong> HaxaTue KHOMKK «[anee»
6e3B03BpaTHO YHUYTOXUT TekyLune Tabnnubl pa3fenoB Ha LieneBbiXx HaKonuTensax.
</div>
</div>
</div>

<!-- LWAT 10: MPOLIECC YCTAHOBKW C BHYTPEHHEWN KOHCOJbIO -->
<div id="step-10" class="step">

<div class="step-header"><h4>llar 10: BoinonHeHune
ycTaHoBkn</h4></div>

<p id="install status" class="fw-bold text-
primary">WHnunanm3aumsa CKpUNTOB pa3MeTKM OUCKOBbLIX MacCUBOB. . .</p>

<div class="progress mb-3" style="height: 25px;">

<div id="install progress" class="progress-bar progress-bar-

striped progress-bar-animated" role="progressbar" style="width:
0%; ">0%</div>

</div>

<div class="text-muted small">Bpems BbINOAHEHUS OMepaLum: <span
id="install timer" class="fw-bold text-dark">0 cek.</span></div>

<!-- KoHconb Tenepb xuBeT cTporo 3LECh n byneT nosiBAATLCSA TONLKO Ha 3TOM Liare -->
<div class="mt-4 p-3 bg-dark text-success rounded small text-
start" id="installer-console" style="font-family: monospace; min-height:
120px; font-size: 12px; line-height: 1.4; opacity: 0.95; box-shadow: inset 0
0 10px #000;">
<div class="text-muted border-bottom border-secondary pb-1
mb-2">[] CUCTEMHbI/ XXYPHAN YCTAHOBKW : </div>
<div id="console-output-lines">0xngaHne NoToka
JaHHbIX. . .</div>
</div>
</div>

<!-- Tenepb 370 LWAI 11: 3aBepLueHne 1 nepesarpyska -->
<div id="step-11" class="step">
<div class="step-header"><h4 class="text-success">YcTaHoBKa
yCnewHo 3aBepweHa!</h4></div>
<p>0OnepaunoHHaa cuctema passepHyTa. CeTeBble cepBucbl, SSH-pgocTyn un
KOHurypauua RAID noaroToBJsieHbl.</p>
<!-- Ctopga JS BbiBegeT Hagnuce 06 06HOBAEHUMN CTpaHULbI -->
<div id="install status final" class="my-3"></div>

<div class="alert alert-warning text-center p-4">
<h5>BHumaHune! Cepeep byaeT oTnpaBieH B nepesarpysky vyepes:</h5>
<hl id="reboot timer" class="display-3 font-monospace my-3
text-danger fw-bold">5</hl>
<p class="mb-0 small fw-bold">W3Bneknte 3arpy3oyHyto USB-

https://wwoss.ru/ Printed on 2026/07/26 09:39



2026/07/26 09:39 7/31 tmp_full

dnewky n3 pabema, 4YTobbl CepBep 3arpy3uacs C OCHOBHOro gucka.</p>
</div>
</div>

</div>

<!-- KHONKW yrnpasJfieHNs Wwaramu -->
<div class="buttons d-flex justify-content-between mt-4 border-top
pt-3">
<button id="btn-prev" class="btn btn-outline-secondary px-4"
onclick="changeStep(-1)" disabled>Ha3ag</button>
<button id="btn-next" class="btn btn-primary px-4"
onclick="changeStep(1)">Oanee</button>
</div>
</div>

<script>
let currentStep = 1;
const totalSteps = 11;

/[ ®narvn Banupauny ns y4eTHoM 3anucu
let isPasswordValid = false;
let isPasswordMatching = false;

/] KoHTponb 6nokupoBku KHornku "Hanee" Ha Ware 6 (Ouckn)
function toggleNextButton() {
if (currentStep === 6) {
const confirmed = document.getElementById('confirm erase').checked;
const diskMode =
document.querySelector('input[name="disk mode"]:checked').value;
let isDiskSelectionOk = true;

if (diskMode === 'raidl') {
const selectedDisksCount = document.querySelectorAll("'.disk-
checkbox:checked').length;
isDiskSelectionOk = (selectedDisksCount === 2); // Ctporo 2 oucka
ona RAID-1
}
document.getElementById('btn-next').disabled = !(confirmed &&
isDiskSelectionOk);
}
}

function changeStep(direction) {
/| CkpbiBaeM 610K ownboK nepen NpoBepKomn
const errorBlock = document.getElementById('error-message-zone');
if (errorBlock) errorBlock.style.display = 'none';
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/| ABTO-O4YNCTKA CEPBEPA: Ecnv nonb3oBaTenb Bo3Bpaltaetca HA3AL c Wara 9
if (direction === -1 && currentStep === 9) {
/| Bnoknpyem nHTepdenc Ha foNo CEKYHAbI A5 BbIMOJHEHNSA 3a4NCTKN
document.getElementById('btn-prev').disabled = true;
document.getElementById('btn-next').disabled = true;

fetch('api/cancel install.php')
.then(res => res.json())
.then(result => {
/] Pa3bnokmpyem KHOMKK nocsie ycnewwHon o4ncTKu cepsepa

document.getElementById('btn-prev').disabled = false;
document.getElementById('btn-next').disabled = false;
})
.catch(err => {
console.log("Owwnbka hoHOBOW O4YNCTKM: ", err);
document.getElementById('btn-prev').disabled = false;
document.getElementById('btn-next').disabled = false;
});
}
// Mogrpy3ka OOCTYMNHbIX AUCKOB NPU nepexone ¢ 5 Ha 6 war
if (currentStep === 5 && direction === 1) {
loadSystemDisks () ;
}
/l TPUTTEP: Nepexopn ¢ 7 Ha 8 war (be3onacHoe obHoBneHne QR)
if (direction === 1 && currentStep === 7) {
if (!isPasswordValid || !'isPasswordMatching) {

showInlineError('Maposib He COOTBETCTBYET TpebOBaHMAM NN He
cosnagaet!');
return;

}

/] 3abupaem pgaHHble n 0bHoBNseM QR-kop
try {
const currentHost =
document.getElementById('sys hostname').value.trim();
const currentUser =
document.getElementById('username').value.trim();

const dbgUser = document.getElementById('debug-qr-user');
const dbgHost = document.getElementById('debug-qr-host');
if (dbgUser) dbgUser.innerText = currentUser;
if (dbgHost) dbgHost.innerText = currentHost;

/| NCMPABJIEHO: To4YHbIA MOUCK KapTUHKK no ID
const qrImg = document.getElementById('qr-image"');
if (gqrImg) {
qrImg.src =
“api/2fa.php?username=${encodeURIComponent (currentUser)}&hostname=${encodeUR
IComponent (currentHost)} ;
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}
} catch (e) {

console. log("Owwnbka obHoBNEHMSA anemeHTOB LLara 8: ", e);

}
}

/| TPUTTEP: HaxxaTne "HNanee" Ha Ware 8 (C6opka npesbto install config.txt 6e3
OTrMpaBKKW Ha cepsep)
if (direction === 1 && currentStep === 8) {
let selectedDisks = [];
const diskMode =
document.querySelector('input[name="disk mode"]:checked').value;
if (diskMode === 'raidl') {
document.querySelectorAll('.disk-checkbox:checked').forEach(cb
=>{
selectedDisks.push(cb.value);
o)t
} else {
const firstDiskInput = document.querySelector('.disk-checkbox');
/| NCMPABJIEHO: Y6paH xapakon sda. Ecnm yekbokc HampeH - bepem ero value, uHaye
OCTaBAsSEM NYCTOTY 4S9 Baangauunm
selectedDisks.push(firstDiskInput ? firstDiskInput.value : '');
}

/| DopMMpyeM TOYHbIN TEKCT ByayLlero KOHUrypaumnoHHoro darnna ans BoiBoaa
NoJib30BaTEsIO

let configPreview =

"SYS LANG=${document.getElementById('sys lang').value}\n ;
configPreview +=

"SYS LAYOUT=${document.getElementById('sys layout').value}\n;
configPreview +=

"SYS TIMEZONE=${document.getElementById('sys timezone').value}\n';
configPreview +=

"SYS HOSTNAME=${document.getElementById('sys hostname').value.trim()}\n";
configPreview += "DISK MODE=${diskMode}\n";
configPreview += "SELECTED DISKS=${selectedDisks.join("' ')}\n’;
configPreview +=

"SYS USER=${document.getElementById('username').value.trim()}\n";
configPreview +=

"SYS PASS=${document.getElementById('password').value.trim()}";

// Be3onacHo BbIBOAUM CHOPMUPOBAHHBIN TEKCT B 30HY KOHTPOAs HoBoro Lara 9
const previewZone = document.getElementById('config-preview-zone');
if (previewZone) {
previewZone.value = configPreview;

}

[/l NepekntovaeM nHTepdenc co ctaporo LLara 8 Ha HoBbIN LLar 9
document.getElementById( step-
${currentStep} ).classList.remove('active');
currentStep = 9;
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document.getElementById( step-9 ).classList.add('active');

/| KHONKM HaBUraumum oCTalTCA aKTUBHBIMU, TaK Kak 3TO 3KpaH KOHTPOJIS, @ He YyCTaHOBKa
document.getElementById('btn-prev').disabled = false;
document.getElementById('btn-next').disabled = false;
return; // TIONHOCTbIO NpepbIBaeM BbiNOAHEHUE, 4TODObI He cpaboTan NMHENHbIN

nepexon Huxe

}
/| TPUTTEP: HaxxaTue "Oanee" Ha HOBOM LUare 9 (®akTnyeckun CTAPT yCTaHOBKMK U
hopMaTnpoBaHmA)
if (direction === 1 && currentStep === 9) {

let selectedDisks = [];
const diskMode =
document.querySelector('input[name="disk mode"]:checked') .value;
if (diskMode === 'raidl') {
document.querySelectorAll("'.disk-checkbox:checked').forEach(cb

=>{
selectedDisks.push(cb.value);
});
} else {
const firstDiskInput = document.querySelector('.disk-checkbox');
selectedDisks.push(firstDiskInput ? firstDiskInput.value :
‘sda');

}

const payload = {
lang: document.getElementById('sys lang').value,
layout: document.getElementById('sys layout').value,
timezone: document.getElementById('sys timezone').value,
hostname: document.getElementById('sys hostname').value.trim(),
disk mode: diskMode,
disks: selectedDisks,
username: document.getElementById('username').value.trim(),
password: document.getElementById('password').value.trim()

I

/| BNOKMpPYyeM KHOMKY Ha BPeMs OTNpaBKK, 4TOObI M36exaTb NOBTOPHbLIX KIMKOB
document.getElementById('btn-next').disabled = true;

// MIPUHY OUTEJNIbHbLIA 3AMYCK OTMPABKW HA CEPBEP
fetch('api/start _install.php', {
method: 'POST',
headers: { 'Content-Type': 'application/json' },
body: JSON.stringify(payload)
})
.then(res => res.json())
.then(result => {
if (result && result.success) {
/] Ecnn cepBep NpuHAN aaHHble, racum War 9 n otkpbieaem LWar 10 (Mporpecc-6ap)
document.getElementById('step-9').classList.remove('active');
currentStep = 10;
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document.getElementById('step-10').classList.add('active');
/[ HamepTBO CKPbIBAaEM HMXKHME KHOMKW HaBUTaL MU Ha BPEMS YCTaHOBKMN
document.getElementById('btn-prev').style.display
document.getElementById('btn-next').style.display
/] 3anyckaem AJAX-0MNpoC CUCTEMHOIO XYypHaJsia YCTaHOBKMN
startInstallationSimulation();

'none’;
'none';

} else {
document.getElementById('btn-next').disabled = false;
showInlineError('Ownbka cepepa: ' + (result &&
result.message ? result.message : 'HeusBecTHbIN OTBET'));
}

})

.catch(err => {
document.getElementById('btn-next').disabled = false;
showInlineError('Owwnbka ceTu: cepBep YCTAaHOBKN HEQOCTYMEH.");

});

return; // Bnokupyem cTaHLapTHbIA NUHENHBIA Nepexon, XAeM OTBETa OT cepBepa

/] JInHenHbIN Nepexoa AS19 OCTaslbHbIX LWAaros
document.getElementById( step-
${currentStep} ).classList.remove('active');
currentStep += direction;
document.getElementById( step-${currentStep} ).classlList.add('active');

document.getElementById('btn-prev').disabled = (currentStep === 1 ||
currentStep >= 10);
document.getElementById('btn-next').disabled

(currentStep >= 10);

if (currentStep === 6) {
toggleNextButton();
}

// BannpaTtopbl BBOAA C OrpaHu4yeHnem o 16 CMMBOJIOB
function validateHostname(input) {
input.value = input.value.toLowerCase().replace(/["a-z0-9-]/g,
"').substring(0, 16);
}

/] 3MeHeHO: pa3peluaeM naTuHULY 1 LAgpbl 415 COOTBETCTBUS BaKeHay
function validateUsername(input) {
input.value = input.value.toLowerCase().replace(/["a-2z0-9]/g,
"').substring(0, 16);
}
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/] 3anpeT npobenos 1 orpaHMyYeHne LIMHbI B CAMOM MoJie Napons
const passwordInputField = document.getElementById('password');
if (passwordInputField) {
passwordInputField.addEventListener('input', function() {
this.value = this.value.replace(/\s+/g, '').substring(0, 16);
B
// Be33By4HbIN 3aNpeT BCTaBKM
['paste', 'drop'].forEach(e => {
passwordInputField.addEventListener(e, (ev) => ev.preventDefault());
});
}

/[ TipoBepka cuibl Napons
function checkPasswordStrength(password) {
const rules = {
len: password.length >= 8,
upper: /[A-Z]/.test(password),
number: /[0-9]/.test(password),
symbol: /[@$'!%*?&#]/.test(password)
i

updateRuleVisual('rule len', rules.len, "He meHee 8 cumBonos");

updateRuleVisual('rule upper', rules.upper, "MuHMMYM OfHa 3arnaBHas bykea
(A-Z2)");

updateRuleVisual('rule number', rules.number, "MwuHuMyMm ofHa umdpa (0-9)");

updateRuleVisual('rule symbol', rules.symbol, "MwuHMMYM o0OuH cheucuMBON (@,
#$,1)");

let score = Object.values(rules).filter(Boolean).length;
const progress = document.getElementById('pass progress');
const status = document.getElementById('pass status');
if (progress) {
progress.className = "progress-bar ";
if (score <= 1) {
progress.style.width = "25%"; progress.classList.add("bg-

danger");
if (status) status.innerText = "CnoXHOCTb: CANLIKOM CNabbin";
isPasswordValid = false;
} else if (score === 2) {
progress.style.width = "50%"; progress.classList.add("bg-
warning");
if (status) status.innerText = "CnoXxHocTb: cpefHun";
isPasswordValid = false;
} else if (score === 3) {
progress.style.width = "75%"; progress.classList.add("bg-info");
if (status) status.innerText = "CnoXxHoCTb: xopowwnn";
isPasswordValid = false;
} else if (score === 4) {
progress.style.width = "100%"; progress.classList.add("bg-
success");

if (status) status.innerText = "CnoXHOCTb: OTAUYHbIA (Be3onacHbIn) " ;
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isPasswordValid = true;

}
}

validatePasswordMatch() ;

}

function updateRuleVisual(elementId, isValid, text) {
const el = document.getElementById(elementId);
if (el) {
el.innerText
el.className

(isvalid 2 " " : "O ") + text;
isValid ? "text-success fw-bold" : "text-danger";

}

function validatePasswordMatch() {
const passInput = document.getElementById('password');
const confirmInput = document.getElementById('password confirm');
const matchStatus = document.getElementById('match status');

if (!passInput || !confirmInput || 'matchStatus) return;

const pass = passInput.value;
const confirm = confirmInput.value;

if (!'confirm) { matchStatus.innerText = ""; isPasswordMatching = false;
return; }
if (pass === confirm) {

matchStatus.innerText “0 Naponu coBnapgatoT";
matchStatus.className "small text-success fw-bold";
isPasswordMatching = true;

} else {
matchStatus.innerText "0 Naponu He coBnagatT";
matchStatus.className "small text-danger";
isPasswordMatching = false;

}

/| MoHUTOPUHT Nora 63keHaa n ynpasneHue Warom 10

function startInstallationSimulation() {
const progressBar = document.getElementById('install progress');
const statusText = document.getElementById('install status');
const timerText = document.getElementById('install timer');
let elapsedSeconds = 0;

/] C4ETYMK BpEMEHN BbINOJIHEHUS OnepaLmm
const durationTimer = setInterval(() => {
elapsedSeconds++;
if (timerText) timerText.innerText = elapsedSeconds + ' cek.’
}, 1000);
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/] EXxecekyHAHbIN AJAX-0NpPOC CUCTEMHOIO XYPHasia YCTaHOBKMN
const logWatcher = setInterval(() => {

fetch('api/get log.php')

.then(res => res.json())

.then(data => {

if (data && data.success) {
/| ObHOBNIIEM BM3YyaJibHbIN Nporpecc-bap
if (progressBar) {

progressBar.style.width = data.progress +
progressBar.innerText = data.progress + '

(o)
S

o !,
°

}

/| OBHOBNAEM TEKYLLNA CTAaTyC HaA LWKaJIon
if (statusText) statusText.innerText = data.status;

// BBIBOJ, MOJIHOW UCTOPWI JIOTA B UHTEPAKTUBHYHO BEB-KOHCO/b:
const consoleZone = document.getElementById('console-output-

lines');

const consoleWrapper = document.getElementById('installer-
console');

if (consoleZone && data.console && data.console.length > 0)
{

/| ObbeaunHsaeM NoJsiy4eHHble CTPOKN Yepes NepeHoc CTPOKK

consoleZone.innerHTML = data.console.join('<br>");
/| Be3onacHas aBTOMaTUYeCcKas NPOKPYTKa TepMnHaia BHU3

if (consoleWrapper) {

consoleWrapper.scrollTop =
consoleWrapper.scrollHeight;
}
}

// Mepexog ¢ LWara 10 Ha ®uHanbHbIi War 11 npu goctxernn 90% (C 3ALEPXKKOM
014 NHCMEKLU )
if (data.progress >= 90) {
/I 1. MrHOBEHHO OCTaHaB/AMBAEM OMPOC N0roB, 4Tobbl 3anKCNPOBaTL PUHAJIbHbIN
TEKCT Ha 3KpaHe
clearInterval (logWatcher);
clearInterval(durationTimer);
/] YcTaHaBnmBaeM nporpecc-6ap Ha poBHble 100% ans KpacoTbl puHana
const progressBar =
document.getElementById('install progress bar');
if (progressBar) {
progressBar.style.width = '100%';
progressBar.setAttribute('aria-valuenow', 100);
progressBar.innerText = '100%"';

}

console. log("YcTaHoBKa 3aBepLueHa. 3anyck 5-cekyHAHOW nay3bl AN
4yTeHus noros nepepn pebyrtom...");

[/l 2. Bkntoyvaem 3agepxky Ha 5000 mc (5 cekyHA) nepep NepekstoyeHneM 3KpaHoB
setTimeout (function() {
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document.getElementById('step-10').classList.remove('active');
currentStep = 11;
document.getElementById('step-11').classList.add('active');
/] 3anyckaeM prHanbHbIN 0B6paTHLIN OTCYET CaMoW Nepe3arpy3Ku
startRebootCountdown();
}, 5000); // 5000 MunnucekyHa = 5 CEKYHA

}
}
})
.catch(err => {
console. log("BHyTpeHHAs 3aMKHKa onpoca fora: ", err);
});
}, 1500);

// BcnomoraTenbHas yHKLMA BbiBOAa OWINOOK Ha 3KpaH (MpuBsA3Ka K KOHTenHepy .buttons)
function showInlineError(message) {

let errorZone = document.getElementById('error-message-zone');
if ('errorZone) {
= document.createElement('div');

errorZone
errorZone.id = 'error-message-zone';
errorZone.className = 'alert alert-danger my-2 text-center';

const buttonsContainer = document.querySelector('.buttons');

const prevBtn = document.getElementById('btn-prev');

if (buttonsContainer && prevBtn) {
buttonsContainer.insertBefore(errorZone, prevBtn);

} else {
const card = document.querySelector('.wizard-card"') ||

document.body;

card.appendChild(errorZone);

}

}

errorZone.innerText = message;
errorZone.style.display = 'block’;

}

function loadSystemDisks() {
const disksList = document.getElementById('disks list');
if (!'disksList) return;
disksList.innerHTML = '<div class="spinner-border spinner-border-sm
text-primary"></div> Onpawmnsal OUCKOBYIO MOACUCTEMY...";
fetch('api/get disks.php')
.then(response => response.json())
.then(data => {
if (data && data.success && data.disks.length > 0) {
disksList.innerHTML = '*';
data.disks.forEach(disk => {
const diskDiv = document.createElement('div');
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diskDiv.className = 'form-check mb-2';
/| ObHOBNEHHas BepCTKa: BbiIBOAMM MMs, 06bem n MOLEJIb HakonuTens
diskDiv.innerHTML = °
<input class="form-check-input disk-checkbox"
type="checkbox" value="${disk.name}" id="disk ${disk.name}">
<label class="form-check-label" for="disk ${disk.name}">
[ <strong class="text-
dark">/dev/${disk.name}</strong> —
Pasmep: <span class="badge bg-secondary">${disk.size}</span> —
Momenb: <span class="fw-bold text-primary">${disk.model}</span>
</label>

disksList.appendChild(diskDiv);

1)
} else {
disksList.innerHTML = '<div class="text-danger">[] Hakonutenu gnsa
YCTQHOBKW HE HangeHbl ! </div>";
}
})
.catch(error => {
disksList.innerHTML = '<div class="text-danger">[] Owwubka 63keHaa API
npu onpoce aAnckos!</div>";
b

}

/] Nornka nepeknoyeHmnsa pexxMMoB pa3MeTKN OUCKOB
document.addEventListener('change', function(e) {

if (e.target && e.target.name === 'disk mode') {
const zone = document.getElementById('disks selection zone');
if (zone) zone.style.display = (e.target.value === 'raidl') ?
'block' : 'none';
}

});

document.addEventListener('click', function(e) {
if (e.target && e.target.classlList.contains('disk-checkbox')) {
toggleNextButton();
}
})i

/] 3awmTa OT BO3BpaTa KHonkon Back 6pay3epa

history.pushState(null, null, location.href);

window.addEventListener('popstate', function () {
history.pushState(null, null, location.href);
showInlineError('[Ons HaBuraumm NCnonb3ynTe KHOMKKM MacTepa YCTaHOBKMN.');

});

</script>

</body>
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</html>

=== 2fa.php ===

<?php

// 1. TIONHOCTbLIO OTK/IIO4AEM OUCKOBOE KaWwnpoBaHue bubnmotekn QR
define('QR CACHEABLE', false);

ob start();

/] XeCTko npuBs3biBaeM abCcoNoTHbIN NyTb K qrlib.php 4epes  DIR
$lib path = DIR . '/qrlib.php';

if (!file exists($lib path)) {
ob end clean();
header('HTTP/1.1 500 Internal Server Error');
header('Content-Type: application/json');
echo json encode(['error' => '®ann qrlib.php He HanpeH B kaTanore api/']);
exit;

}

/[ Mopoknovaem bubnnoTeky
include once $lib path;

/I 2. TPUHUMAEM MAPAMETPbI 3 ®OPMbI (Eciiv nycTo — CTaBMM 3aBOACKME 3HAYEHUS)
$company = isset($ GET['hostname']) && 'empty($ GET['hostname']) ?
trim($ GET['hostname']) : "Arch-Server";

$user = isset($ GET['username']) && !empty($ GET['username']) ?
trim($ GET['username']) : "eva";
$secret = 'SECRETKEY1234567'; // Baw macTep-ktoy

/| ®opMuMpyeM CCbISIKY N0 MexayHapoaHomy ctaHgapty TOTP ¢ guHamMmnyeckmMn gaHHbIMU
$otpauth url = "otpauth://totp/" . rawurlencode($company) ot
rawurlencode($user) . "?secret=" . $secret . "&issuer="
rawurlencode($company) ;

/| CTupaem niobble npegynpexxaeHnsa nnm cnyyanHole npobensl A0 3TOro MOMEHTa
if (ob get length()) ob end clean();

// OTLaeM YUCTbIA 3aro/I0BOK KapTUHKK

header('Content-Type: image/png');

header('Cache-Control: no-store, no-cache, must-revalidate, max-age=0');
header('Pragma: no-cache');

/l 3. TEHEPUPYEM QR-KOJ HAMPAMYKO B NMAMATDL (BE3 K3LLA HA ONCKE)

/I NATbIN NapamMeTp (pa3Mep nNukcensa) = 5, WeCTon napaMeTp (pa3Mep paMKu) = 2, cebMOn (KL )
= false

QRcode::png($otpauth url, false, QR ECLEVEL L, 5, 2, false);

exit;

=== cancel install.php ===
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<?php

/| CKpUNT NPUHYAUTENbHOW OYUCTKK Npu Bo3BpaTe Ha3an (api/cancel install.php)
header('Content-Type: application/json');

ini set('display errors', 0);

$config file = DIR . '/install config.txt';
$log file = '/tmp/install.log';

/| 1. ®nsnyeckmn yaansem gann KoHpuUrypaumm, ecnm oH ycnen 3anmncaTtbes
if (file exists($config file)) {

unlink($config file);
}

/] 2. Ctupaem nor, 4106bl get log.php obHynuncs

if (file exists($log file)) {
unlink($log file);

}

/] 3. MArko 3aBepLuaeM POHOBbIE MPOLECChI, €CIN OHU BbIIN NHULNANN3NPOBaHbI
exec('sudo killall -9 disk prepare.sh system install.sh rsync tar
2>/dev/null');

/] 4. Pa3MOHTMPYEM OUCKW, €CAN OHW OCTaNNCh 3a6/10KMPOBaHbI B CUCTEME
exec('sudo umount -R /mnt 2>/dev/null');

echo json encode(['success' => true, 'message' => 'CTeHA yCMeLIHO O4YULLEH Npu
BO3BpaTe Ha3aa'l);
exit;

=== chroot configure.sh ===
#!/bin/bash
# AIToroBsbIv 3TaNoOHHbIN cCKpUNT HacTpoukn nog UEFI (api/chroot configure.sh)

# AmnopTupyem nepefaHHble NepeMeHHble U3 BpeMEHHOro ansia KOHpOUrypauum
if [ -f /etc/installer _env.conf ]; then

source /etc/installer env.conf
fi

# 1. CeTeBOe NMA XoCTa
if [ -z "$SYS HOSTNAME" ]; then SYS HOSTNAME="arch-server-btrfs"; fi
echo "$SYS HOSTNAME" > /etc/hostname

cat <<EOF > /etc/hosts
127.0.0.1 localhost

2edl localhost
127.1.1.1 $SYS HOSTNAME. localdomain $SYS HOSTNAME
EOF

# 2. YacoBow nosic
/usr/bin/ln -sf /usr/share/zoneinfo/Europe/Moscow /etc/localtime
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/usr/bin/hwclock --systohc

#
# 3. HacTpowka y4eTHOW 3anucu cynepnonb3osatens root (3ALLMLLEHHAA)
#
if [ -z "$SYS PASS" 1; then SYS PASS="12345678"; fi

# Acnonb3yem cTaH4apTHLIN NOTOKOBbLIM passwd, KOTOPbIA HAKOrAa HE POHAET CKpUNT
echo -e "$SYS PASS\n$SYS PASS" | /usr/bin/passwd root >/dev/null 2>&1

#
# 4. MNonb3oBaTesb 1 npasa agMuHucTpaTopa (SALNLLEHHASA)
#
if [ -z "$SYS USER" ]; then SYS USER="eva"; fi
if ! id "$SYS USER" &>/dev/null; then

/usr/bin/useradd -m -G wheel,storage,power,http -s /bin/bash "$SYS USER"

fi

# Ha3HavyaeM naposib NoNb30BaTeN0 Yepe3 HafeXXHbIN MeXaHU3M
echo -e "$SYS PASS\n$SYS PASS" | /usr/bin/passwd "$SYS USER" >/dev/null 2>&1

echo "%wheel ALL=(ALL:ALL) NOPASSWD: ALL" > /etc/sudoers.d/10 wheel
chmod 440 /etc/sudoers.d/10 wheel

=== disk prepare.sh ===

#!/bin/bash

# OVHaNbHbIM 3TaNoOHHbIN CKpuNT pa3mMeTkn UEFI (api/disk prepare.sh)
cd "$(dirname "$0")"

CONFIG FILE="install config.txt"

LOG FILE="/tmp/install.log"

# be3onacHas dyHKUMA 3anncu, obxoasawas KoHOIMKTLI NpaB http/root

log msg() {
echo "$1" | /usr/bin/tee -a "$LOG FILE" > /dev/null
echo "$1"

}

#

# 1. MpnHyanTEenbHoOE yaaneHme noros 1 cbpoc MOHTUPOBaHUA (ABTO-04MCTKa Bydepa)
#

# NONHOCTLIO 0CBOBOXAas BUPTYyanbHbIN dev-Bydep AN HOBOro NporoHa
sudo /usr/bin/umount -1 /mnt/dev/pts 2>/dev/null

sudo /usr/bin/umount -1 /mnt/dev 2>/dev/null

sudo /usr/bin/umount -1 /mnt/proc 2>/dev/null

sudo /usr/bin/umount -1 /mnt/sys 2>/dev/null

sudo /usr/bin/umount -1 /mnt/run 2>/dev/null

# 4T0bbl Mkfs.vfat HuKorga He CMOTLIKAACA O 3aHATHIE ECKPUNTOPSI
sudo /usr/bin/umount -R /mnt/boot/efi 2>/dev/null
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# npepoTBpallas annapaTHyto 6noknpoBky "Device or resource busy"
sudo /usr/bin/umount -R /mnt 2>/dev/null
sudo /usr/bin/umount -R /tmp/recovery pool 2>/dev/null

# nonHocTblo ocBoboxaas anckm sdb n sdc oT ¢oHoBOM 6NOKMPOBKM aapa
sudo /usr/bin/btrfs device scan --forget 2>/dev/null

# Ecnn hann nora CywecTBoBaJsl, MFTHOBEHHO CTUpaeM ero, o6xons nobble KOHPANKTbI NpPaB
sudo /usr/bin/rm -f "$LOG_FILE"

# Co3pnaem abCcoNOTHO HOBbIN, AEBCTBEHHO YNCTLIN (hain fiora
echo "[PROGRESS] 0" > "$LOG FILE"

# Cpa3y naem emy npaBa 666, 4ToObl B HEFrO MOrIM AONUCHLIBaTb CTPOKM U http, u root (4epes
sudo)
/usr/bin/chmod 666 "$LOG FILE"

# Muwem nepBbIn CUHWMIA MapKep CTapTa
echo "[INFO] WHmumanusaums pasMeTKu OUCKOBbIX MaccuBoB Btrfs..." >> "$L0G FILE"
#

if [ ' -f "$CONFIG FILE" ]; then
log msg "[ERROR] KoHourypaums install config.txt He Hanpena!"
exit 1

fi

#
# 2. YTeHue KoHpUrypauum ¢ XXECTKOW 3aumncTkoit oT cumsonos \r (Windows)
#
set -a

# KomaHga tr -d '\r' MOJHOCTbIO BblYULLAET CKPbITblE NEepeHoCkl CTpoK Windows
source <(tr -d '\r' < "$CONFIG FILE")

set +a

# 3. be3sonacHoe yHU4YTOXeHne hanna KoOHpUrypaumm Ha gucke

# CoxpaHseM 63kan KoHoura gns system install.sh nepepn yoaneHvuem opurmHana

cp "$CONFIG FILE" "install config.txt.bak" 2>/dev/null

/usr/bin/shred -u "$CONFIG _FILE"

log msg "[INFO] KoHdurypaums umnoptuposaHa, install config.txt 6e3so3BpaTHO
YHUYTOXEH."

#

# 4. C6b0p ONCKOB M3 MamMaTu

#

log msg "[PROGRESS] 10"

if [ -z "$SELECTED DISKS" 1; then
SELECTED DISKS="sdb sdc"

fi
IFS=' ' read -r -a DISKS ARRAY <<< "$SELECTED DISKS"
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#
# HOBOE: OuHamunyeckun cbpoc Tabnuu pa3genos sapa ons BelbpaHHbIX JUCKOB
#
# DTOT UMKA 3aCTaBuT S4P0 LinuxX NPUHYAWTENbHO NepevynTaTh CTPYKTYPY UMEHHO
# Tex HakonuTenen, KoTopsle Boibpan Nosib3oBaTeNb, MOMHOCTLIO UCKAOYaa "Device or
resource busy"
for raw disk in "${DISKS ARRAY[@]}"; do

disk=$(echo "$raw disk" | tr -d '\r')

sudo /usr/bin/blockdev --rereadpt "/dev/$disk" 2>/dev/null
done

#
# 5. MpuHyanTenbHasa 3a4nctka (Wipe Out) curHaTyp npownbix ®C 4yepe3 sudo
#
log msg "[INFO] OuwncTka cTapbix Tabnauy pa3genos n curHaTyp..."
for disk in "${DISKS ARRAY[@]}"; do

sudo /usr/bin/wipefs -a -f "/dev/$disk" | /usr/bin/tee -a "$LOG FILE" >
/dev/null 2>&1
done

log msg "[PROGRESS] 20"
log msg "[INFO] Co3paHue HoBon pa3meTkn GPT um UEFI-pa3genos yvepe3 fdisk..."

#
# 6. ABTOMaTM4Yeckas Hape3ka Tabany, GPT vepe3 fdisk (YmCThbIn CMHTaKCKC)
#
log msg "[PROGRESS] 30"
for raw disk in "${DISKS ARRAY[@]}"; do
# HamepTBO Bbl4MLLAEM (PAHTOMHbIE NMEPEeHOCHl CTPOK U3 MMEHU KaXKAoro AMckKa
disk=$(echo "$raw disk" | tr -d '\r')
sudo /usr/bin/fdisk "/dev/$disk" <<EOF >> "$LOG FILE" 2>&1

>

+512M

N 5 =

w
EOF
done

# WCMNPABJIEHO: fiBHOe n3BneYeHne n 04MCTKa UMEHN NepBoro Ancka ons opmatmposaHmsa EFI
CLEAN FIRST DISK=%$(echo "${DISKS ARRAY[O]}" | tr -d '\r'")

# dopmaTupyeM CO3LaHHbIN nepsbin pasfen 8 FAT32 (UEFI) 4epes ctabunbHbii mkfs.vfat
log msg "[INFO] ®opmaTupyem co3faHHbI nepsbii pasgen 8 FAT32 (UEFI) ..."
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sudo /usr/bin/mkfs.vfat -F 32 "/dev/${CLEAN_FIRST DISK}1" >> "$LOG_FILE"
2>&1

#
# 7. ®opmaTnposaHme BTOPbIX PASAE/IOB B nyn Btrfs RAID-1 (BE3OMNACHO)
#
log msg "[PROGRESS] 40"

# Ncnonb3yem pasgensl (sdb2, sdc2), aHe guckm uenukom (sdb, sdc)
TARGET PARTITIONS=$(printf " /dev/%s2" "${DISKS ARRAY[@]}")

if [ "$DISK MODE" == "raidl" ]; then

sudo /usr/bin/mkfs.btrfs -f -d raidl -m raidl $TARGET PARTITIONS |
/usr/bin/tee -a "$LOG FILE" > /dev/null 2>&1
else

sudo /usr/bin/mkfs.btrfs -f $TARGET PARTITIONS | /usr/bin/tee -a
"$L0G FILE" > /dev/null 2>&1
fi

# 8. MNepepnayva acTtageThl Cnegyolwemy stany
log msg "[INFO] [duckoBas CTpyKTypa rotosa. [lepexof K KJIOHUPOBAHUIO CUCTEMBI..."
echo "[PROGRESS] 50" | /usr/bin/tee -a "$LOG FILE" > /dev/null

#
# [] VHCMEKUWNS STAMA PASMETKW 1 ®OPMATUPOBAHMNSA (PU3NYECKUNIA KOHTPOJIb)
#
log _msg "[DIAGNOSTIC] === CTAPT ®U3NYECKOW NPOBEPKW TABAMNLbI PA3LESIOB ==="

# 1. BbiBOOUM peasnbHbIN CTaTyc usndeckux pasgenos sdb u sdc m3 agpa Linux
sudo /usr/bin/lsblk -o NAME,FSTYPE,SIZE,UUID /dev/sdb >> "$LOG FILE" 2>&1
sudo /usr/bin/lsblk -o NAME,FSTYPE,SIZE,UUID /dev/sdc >> "$LOG FILE" 2>&1

# 2. BpeMeHHO MOHTUPYEM YUCTbIN KopeHb sdb2 HapyXy AN NPOBEPKU CTPYKTYPb
sudo /usr/bin/mkdir -p /tmp/diag btrfs
sudo /usr/bin/mount /dev/sdb2 /tmp/diag btrfs 2>/dev/null

log msg "[DIAGNOSTIC] MpoBepka co3paHHbIX nogToMoB Btrfs Ha peanbHom gucke sdb2:"
sudo /usr/bin/btrfs subvolume list /tmp/diag btrfs >> "$LOG FILE" 2>&1

sudo /usr/bin/umount /tmp/diag btrfs 2>/dev/null
sudo /usr/bin/rmdir /tmp/diag btrfs

log _msg "[DIAGNOSTIC] === KOHEL, ®U3MYECKOW NPOBEPKN PASMETKMN ==="
#

sudo -E /srv/http/installer/api/system install.sh

=== get disks.php ===
<?php
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/| ABTOMaTUYECKMIA ONPOC ANCKOB C BbIBOAOM Mofenn yctponctea (api/get disks.php)
header('Content-Type: application/json');
ini set('display errors', 0);

// 1. ABTOMaTM4eCKn onpenesisiemMm nMs yCTaHOBOYHOWN (DNeLLKn

$usb drive = '';

$boot mount = shell exec("findmnt -n -o SOURCE /run/archiso/bootmnt
2>/dev/null");

if (empty($boot mount)) {

$boot_mount = shell _exec("df / | tail -n 1 | awk '{print $1}'");

}
if ('empty($boot _mount)) {

$usb drive = preg replace('/[0-9]+/', '', basename(trim($boot mount)));
}

/] 2. ABTOMaTM4eCKn onpegensem anck Tekyuen sanyweHHon OC (Ubuntu / [oHop)
$current os drive = '';
$root mount = shell exec("findmnt -n -o SOURCE / 2>/dev/null");
if (lempty($root mount)) {

$current os drive = preg replace('/[0-9]+/', '',
basename(trim($root mount)));

}

/l 3. Tonly4aem Cnucok usn4ecknx ANCKoB
$sys blocks = glob('/sys/block/sd*");
if (empty($sys blocks)) {
$sys blocks = glob('/sys/block/nvme*");
}

$disks = [];

/[ [3TOT 650K HaxoanTca BHYTpu api/get disks.phpl
foreach ($sys blocks as $block) {
$disk name = basename($block);
// CTPOTNIA ®UNBTP: Ckpbisaem TOJIbKO 1 UCKJTIOYUTEJIbBHO ycTaHOBOYHYIO (AeLlKy
/] Bce ocTanbHble ANCKM (oake co ctapbiMn Linux/Windows) o6s3aHbl 0TobpaxaTbcs!

if ($disk name === $usb drive) {
continue;
}
/] Mponyckaem BupTyanbHble loop-ycTponcTtea u CD-ROM
if (strpos($disk name, 'loop') === 0 || strpos($disk name, 'sr') ===
{
continue;
}

// YnTaem pa3mep guUcKa
$size sectors = (float)trim(file get contents("$block/size"));
$size gb = round(($size sectors * 512) / (1024 * 1024 * 1024), 1);
/| IrHOpUMpYyeM C/INLLKOM ManeHbKne Hakonutenu (MeHble 2 I'b)
if ($size gb < 2) {
continue;
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}

// YvTaem mofenb gucka Hanpsamyto n3s sysfs agpa Linux
$model path = "$block/device/model";
$disk model = "Unknown Storage Device";
if (file exists($model path)) {
$disk model = trim(file get contents($model path));

$disk model = preg replace('/\s+/', ' ', $disk model);
}
$disks[] = [

‘name' => $disk name,

'size' => $size gb . ' GB',

'model' => $disk model
1;

echo json encode ([
'success' => true,
'disks' => $disks

], JSON UNESCAPED UNICODE);

exit;

=== get log.php ===

<?php

/[ MonHeIn cbop uctopun noroe (api/get log.php)
header('Content-Type: application/json');
ini set('display errors', 0);

$log path = '/tmp/install.log';

if (!file exists($log path)) {
echo json encode ([
‘success' => true,
‘progress' => 0,
'status' => '3anyck ¢)oHOBOro npowuecca pasMeTKn AUCKOB...",
‘console' => ['OxwupaHue MHULMANN3ALNN NOTUPOBAHNS..."]
1, JSON UNESCAPED UNICODE);
exit;

}

$lines = file($log path, FILE IGNORE NEW LINES | FILE SKIP EMPTY LINES);
$progress = 0;

$status = 'PasBepTbiBaHWE CUCTEMBI...

$clean lines = [];

/[ TlapcuMm nor uesnkom
foreach ($lines as $line) {
if (strpos($line, '[PROGRESS]') === 0) {
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$progress = (int)trim(str replace('[PROGRESS]', '', $line));
} elseif (strpos($line, '[INFO]') === 0) {

$status = trim(str_replace('[INFO]"', '', $line));

$clean lines[] = "0 " . $status;
} elseif (strpos($line, '[ERROR]') === 0) {

$status = trim(str replace('[ERROR]', '', $line));

$clean lines[] = "0 " . $status;
} else {

/] Bce ocTanbHble CTpoKK (BbiBOA rsync, mkfs, wipefs) pobaBnsem kak eCcTb
$clean lines[] = $line;
}
}

echo json encode([

‘success' => true,

'progress' => $progress,

'status' => $status,

‘console' => $clean lines // Otpaem BCHO nctoputo CTpok siora
1, JSON _UNESCAPED UNICODE);
exit;

=== start install.php ===

<?php

header('Content-Type: application/json');
ini set('display errors', 0);

$inputData = file get contents('php://input');
$data = json decode($inputData, true);

if (!$data) {
echo json encode(['success' => false, 'message' => '[llycTon 3anpoc'l);
exit;

}

/] XXecTkast 04MCTKa CTPOK

$clean hostname = preg replace('/["a-zA-Z0-9 \-\.1/', ',
substr(trim($datal'hostname']), 0, 16));

$clean username = preg replace('/["a-zA-Z0-9 \-\.1/", )
substr(trim($datal'username']), 0, 16));

$clean password = preg replace('/["a-zA-Z0-9 \-\.1/"', '',
substr(trim($datal['password']), 0, 16));

/] Tinwiem KoOHUr ¢ HyN1a (BCerga HoBble AaHHbIE)
/[ [9T0T 6ok HaxoamTcs BHYTpU api/start install.php]
/| DopMuUpyem YUCTble CTPOKM KOHUrypauum ana Bash 6e3 CKpbITbIX CUMBOMIOB \ I

$configContent = "SYS LANG=" . trim($data['lang']) . "\n";
$configContent .= "SYS LAYOUT=" . trim($data['layout']) . "\n";
$configContent .= "SYS TIMEZONE=" . trim($datal['timezone']) . "“\n";
$configContent .= "SYS HOSTNAME=" . $clean hostname . "\n";
$configContent .= "DISK MODE=" . trim($data['disk mode']) . "\n";
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/| XXecTKo o4uMLLaeM MacCcB AUCKOB OT JitoBbiX MpobenoB 1 NepeHOCOoB Nepes CKNEeNKow
$clean disks = array map('trim', $datal'disks']);

$configContent .= "SELECTED DISKS=" . implode(' ', $clean disks) . "\n";
$configContent .= "SYS USER=" . $clean username . "\n";

$configContent .= "SYS PASS=" . $clean password . "\n";

$target file = DIR . '/install config.txt';

/] NMepe3anuceiBaeM han akTyasibHbIMA LaHHbIMU
if (file put contents($target file, $configContent) !== false) {
chmod($target file, 0600);
[l Nepepnaem ynpasneHne OQHOMY ynpasnsoLwemMy CKpUnTy
exec('sudo /srv/http/installer/api/disk prepare.sh >> /tmp/install. log
2>81 &');
echo json encode(['success' => true, 'message' => 'YCTaHOBKa yCMneLwHO
3anyuieHa.']);
} else {
echo json encode(['success' => false, 'message' => 'Owwubka 3anucu
KOHGurypauum']);
}

exit;

=== system install.sh ===

#1/bin/bash

# CKpPUNT TOYHOro KNOHWPOBaHUA U co3gaHns Recovery (api/system install.sh)
cd "$(dirname "$0")"

LOG FILE="/tmp/install.log"

log msg() {
echo "$1" | /usr/bin/tee -a "$LOG FILE" > /dev/null
echo "$1"

}

#

# 1. YteHune koHdurypaumm n XECTKOE MOHTUPOBAHUE ®U3NYECKUX OUCKOB
#
# iIMnopTupyem nepemMeHHble Hanpsamyto (Ha ciydan, ecnm PHP noTepsn nx B namaTw)
if [ -f "install config.txt.bak" ]; then

source <(tr -d '\r' < "install config.txt.bak")
elif [ -f "$CONFIG FILE" ]; then

source <(tr -d '\r' < "$CONFIG FILE")

fi

if [ -z "$SELECTED DISKS" ]; then
SELECTED DISKS="sdb sdc"
fi
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IFS=' ' read -r -a DISKS ARRAY <<< "$SELECTED DISKS"

# BbluMCNSIEM YNCTbIE UMEHa pa3aenoB 6e3 CKpbITbiX CMMBOSIOB Windows
FIRST BTRFS DISK="/dev/$(echo "${DISKS ARRAY[O]}" | tr -d '\r')2"
FIRST EFI DISK="/dev/$(echo "${DISKS ARRAY[O]}" | tr -d '\r')1l"

# [pUHYONTENIbHO MOHTUPYEM peasibHble (PUusnyeckme pasfenbl XeCcTKUX ANCKOB Yepe3 sudo
# 4T0ObI MEepenprMOHTMPOBaTb ANCKM CTPOro no Btrfs-nonoykam
sudo /usr/bin/umount -R /mnt 2>/dev/null

log msg "[INFO] MoHTupoBaHue pumsmyeckoro pasgena $FIRST BTRFS DISK B
/mnt..."

sudo /usr/bin/mount -o noatime,compress=zstd, subvol=@
"$FIRST BTRFS DISK" /mnt >> "$LOG FILE" 2>&1

sudo /usr/bin/mkdir -p /mnt/home

sudo /usr/bin/mount -o noatime, compress=zstd, subvol=@home
"$FIRST BTRFS DISK" /mnt/home >> "$LOG FILE" 2>&1

sudo /usr/bin/mkdir -p /mnt/boot/efi

sudo /usr/bin/mount "$FIRST EFI DISK" /mnt/boot/efi >> "$LOG FILE" 2>&1

log msg "[PROGRESS] 55"
log msg "[INFO] KrnoHupoBaHMe CUCTEMHbIX AUPEKTOPUI CepBepa-AoHopa Yyepe3 rsync..."

log msg "[DIAGNOSTIC] === KAHTPOJIb MOHTUPOBAHWA MNEPES 3ANUCBIO ==="
# MNpoepsiem, 4TO /mnt — 3T0 peanbHbIN ANCK, a He RAM-nanka Beb-cepBepa

sudo /usr/bin/df -h /mnt >> "$LOG FILE" 2>&1

sudo /usr/bin/df -h /mnt/boot/efi >> "$LOG FILE" 2>&1

# 2. 3ANYCK KJIOHMPOBAHWA (RSYNC) : Muwem 4yepe3 tee -a, obxoasa owmbkn npas
/usr/bin/rsync -aAXv --
exclude={/dev/*,/proc/*,/sys/*,/tmp/*,/run/*,/mnt/*, /media/*, /lost+found, /tm
p/install.log} / /mnt/ | /usr/bin/tee -a "$LOG FILE" > /dev/null

if [ ${PIPESTATUS[O]} -ne 0 ]; then
log msg "[ERROR] Owwnbka KIOHMPOBaHNA CUCTEMHBIX AnpekTopum!"
exit 1

fi

#
# [] VHCNEKUMNS PE3YJIbTATOB 3AMNNCK (®U3NYECKUIA KOHTPOJIb KIIOHUPOBAHWNSA 1 GRUB)
#
log msg "[DIAGNOSTIC] === CTAPT NPOBEPKW ®U3NYECKOWM 3AMUCIA JAHHbIX ==="

log msg "[DIAGNOSTIC] ®u3smyeckum ob6beM faHHbIX, 3anNUcaHHbIX rsync Ha Btrfs-
3epkano:"
sudo /usr/bin/du -sh /mnt/ --exclude=/mnt/boot/efi >> "$LOG FILE" 2>&1

log msg "[DIAGNOSTIC] [poBepka CTPYKTypbl Nanok kopHa HoBon OC Ha aucke:"

worldwide open-source software - https://wwoss.ru/



Last update: 2026/05/18 11:28 tmp_full https://wwoss.ru/doku.php?id=tmp_full

sudo /usr/bin/1ls -la /mnt/ >> "$LOG FILE" 2>&1

log msg "[DIAGNOSTIC] ®usmnyeckuit 0bbeM 3arpysymka, 3anncaHHoro Ha EFI FAT32:"
sudo /usr/bin/du -sh /mnt/boot/efi/ >> "$LOG FILE" 2>&1

log msg "[DIAGNOSTIC] KOHTpPOJiIb Ha/IM4YMs MOHOAUTHLIX (hannoB GRUB u mogynen (.mod)
Ha FAT32:"
sudo /usr/bin/ls -R /mnt/boot/efi/ >> "$LOG FILE" 2>&1

log msg "[DIAGNOSTIC] Copep»xumoe creHepupoBaHHoro anna fstab Hosow cuctems::"
sudo /usr/bin/cat /mnt/etc/fstab >> "$LOG FILE" 2>&1

log _msg "[DIAGNOSTIC] === KOHEL, TOTAJIbHOW MHCMEKLMMN 3ANNCK ==="
#

# 3. 3AMNCH "30J1I0TOIO OBPA3A" B OBJIACTb RECOVERY DISK
log msg "[PROGRESS] 70"
log msg "[INFO] Co3paHue 3TanoHHOro pe3epBHOro apxvea B obnactn Recovery Disk..."

/usr/bin/mkdir -p /tmp/recovery pool
/usr/bin/mount -o noatime, compress=zstd,subvol=@security "$FIRST DISK"
/tmp/recovery pool | /usr/bin/tee -a "$LOG FILE" > /dev/null 2>&1

# ApXMBUPYEM YUCTYIO CUCTEMY HaMNPSMYI0 B MOATOM @security 4vepes tee
/usr/bin/tar -cpzf /tmp/recovery pool/golden image.tar.gz -C /mnt/ . |
/usr/bin/tee -a "$LOG FILE" > /dev/null 2>&1

if [ ${PIPESTATUS[O]} -ne 0 ]; then
log msg "[ERROR] He ypanocb cobpaTb apxvuB BOCCTaHOBNEHUs B @security!"
/usr/bin/umount /tmp/recovery pool
exit 1

fi

/usr/bin/umount /tmp/recovery pool
/usr/bin/rmdir /tmp/recovery pool
log msg "[INFO] 3onoToi obpa3 ycrnewHo coxpaHeH Ha BCTpoeHHoM Recovery Disk."

log msg "[PROGRESS] 80"
log msg "[INFO] Generation HoBou Tabnuubl pasgenos fstab..."

# 4. l'eHepupyem 4ynctoin fstab pnsg HoBbix Btrfs-pa3nenos

# WCMPABJIEHO: l'eHepnpyem fstab Hanpamyto B pail HOBOWM CUCTEMBI, Nepe3anuncbiBas CTapbln
Mycop LoHopa

sudo /usr/bin/genfstab -U /mnt | sudo /usr/bin/tee /mnt/etc/fstab >
/dev/null

log msg "[PROGRESS] 85"
log msg "[INFO] ba3osas cuctema m Recovery-pa3gen ycnewHo noaroToBAEHbI.'

#
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# 5. XOCT-CBOPKA GRUB UEFI W CTAHIAPTHbIA CHROOT HACTPOEK (BE3OLLUNBEO4YHbIN)
#
log msg "[PROGRESS] 85"

log msg "[INFO] C6opka u ycTaHOBKa MOHOMUTHOro 3arpy3ymnka GRUB UEFI..."

# 1. NMpuHyanTenbHO 3acTasnsemM XocT cobpate GRUB nns LeneBon CUCTEMbI, YKa3blBas KOY - -
boot-directory=/mnt/boot

# XocT nmeet 100% pocTyn K AUCKaMm, no3ToMy grub-install BeinonHuTcs BE3 owmnbok!

sudo /usr/bin/grub-install --target=x86 64-efi --efi-directory=/mnt/boot/efi
--boot-directory=/mnt/boot --bootloader-id=GRUB --modules="btrfs part gpt
normal fat ext2 configfile echo" --removable --no-nvram --recheck >>
"$LOG_FILE" 2>&1

# 2. ABTOHOMHbI ®UKC: Konnpyem mogynan GRUB HampsiMyto Ha FAT32 pasgen
sudo /usr/bin/mkdir -p /mnt/boot/efi/EFI/BO0T/x86 64-efi

sudo /usr/bin/cp -r /usr/lib/grub/x86 64-efi/*
/mnt/boot/efi/EFI/B0O0T/x86 64-efi/

# 3. He CKaHMpPOBan AUCKMN XOCTa ¥ rapaHTuposaHHo HE poHsn PHP-FPM B 502 owunbky!
export GRUB DISABLE 0S PROBER=true

# leHepupyeM KoHurypaumio GRUB npsamMo 13 KOHTEKCTa XOCTa BHYTPb penga

sudo /usr/bin/grub-mkconfig -o /mnt/boot/grub/grub.cfg >> "$LO0G FILE" 2>&1
sudo /usr/bin/grub-mkconfig -o /mnt/boot/efi/EFI/B00T/grub.cfg >>
"$L0G_FILE" 2>&1

log msg "“[INFO] 3anyck chroot nns HacTpOWKW CETEBOr0 UMEHMU M YHETHbIX 3anucen..."

# 4. MoHTUpyeM TonbKo 6a3oBble Nanku gns chroot HacTpoek nosnb3oBaTesnen
sudo /usr/bin/mount --bind /dev /mnt/dev

sudo /usr/bin/mount --bind /proc /mnt/proc

sudo /usr/bin/mount --bind /sys /mnt/sys

# 5. MNepenaeM nepeMeHHbIe BO BPEMEHHbIN (hal KOHUTypaLnumn OKpyXeHuns

cat <<EOF | sudo /usr/bin/tee /mnt/etc/installer env.conf > /dev/null
SYS HOSTNAME=$(echo "$SYS HOSTNAME" | tr -d '\r'")

SYS USER=$%$(echo "$SYS USER" | tr -d '\r')

SYS PASS=$(echo "$SYS PASS" | tr -d '\r')

SYS TIMEZONE=$(echo "$SYS TIMEZONE" | tr -d '\r'")

EOF

# 6. PunbTpyeT CKpbITble CMMBOJILI \ I U 3anyckaeT chroot configure.sh TEMEPb TOJIbKO
015 NAPOJEWN W FO3EPOB

sudo /usr/bin/tr -d '\r' < /srv/http/installer/api/chroot configure.sh |
sudo /usr/bin/tee /mnt/root/chroot exec.sh > /dev/null

sudo /usr/bin/chmod +x /mnt/root/chroot exec.sh

sudo /usr/bin/chroot /mnt /root/chroot exec.sh >> "$LOG FILE" 2>&1

# 7. JleHnBoe 6e30MacHOe pa3MOHTUPOBAHNE N 3a4NCTKaA
sudo /usr/bin/rm -f /mnt/root/chroot exec.sh
sudo /usr/bin/rm -f /mnt/etc/installer env.conf
sudo /usr/bin/umount -1 /mnt/dev 2>/dev/null
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sudo /usr/bin/umount -1 /mnt/proc 2>/dev/null
sudo /usr/bin/umount -1 /mnt/sys 2>/dev/null

log msg "[PROGRESS] 90"
log msg "[INFO] ®uHanbHaa HacTpomnKa ycrnewHo 3aBepeHa. Cepsep rotos K paboTte!"

===validate input.php===

<?php
// validate input.php
/| QYHKLNS NOSHON O4UCTKU CTPOK
function sanitize and validate($data, $max length = 16) {
// 1. 3anpewaem npobenbl, Tabbl, MEPEHOCHI CTPOK
$data = preg replace('/\s+/', '', $data);
/] 2. Obpe3zaem cTporo Ao 16 cumeonos (n. 7)
$data = mb substr($data, 0, $max length, 'UTF-8');
/] 3. Boipe3aeM nobble HTML-Tern, CKpunTbl, KOHCTPYKUMnM Tuna <?php (n. 4, 5, 6, 8)
$data = strip tags($data);
/l 4. OctaBnsiem TOJIbKO 6ykBbl (naTuHMUA), UMGPBI U 3HAKK NOAYEPKMBaHNS/OednCca/TOYKN
/] 9TO NONHOCTbLIO YHUUTOXKAET Ntobble nonbiTKM SQL-nHbekumn (Tvna OR 1=1) un XSS-aTak
$data = preg replace('/["a-zA-Z0-9 \-\.]/', '', $data);
return $data;

}

/] YepHble CnncKn 3anpeLLeHHbix cnos (n. 4.1 n 4.2)

$forbidden usernames = ['admin', ‘'administrator', ‘test', 'root', ‘'user',
'guest'];

$forbidden passwords = ['qwerty', 'abcdef', '123456', ‘'iamnumberl’,
'password'];

/[ Mpumep nposepkun npuwepwnx POST-aaHHbIX (BCTpanBaeTca B api/start install.php)
if ($ SERVER['REQUEST METHOD'] === 'POST') {
$input user = isset($ POST['username']) ? $ POST['username'] : '';
$input pass isset($ POST['password']) ? $ POST['password'] : '';

// YnCcTUM OaHHble
$clean user = sanitize and validate($input user, 16);
$clean pass = sanitize and validate($input pass, 16);

// TipoBepsieM No MaccuBaM 3anpeToB (BXOXAEHME NOACTPOKM)
foreach ($forbidden usernames as $bad user) {
if (strpos(strtolower($clean user), $bad user) !== false ||

empty($clean user)) {
echo json encode(['error' => 'Heponyctumoe ums nonb3osatensa!'l);

exit;
}

foreach ($forbidden passwords as $bad pass) {
if (strpos(strtolower($clean pass), $bad pass) !== false ||
empty($clean pass)) {
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echo json encode(['error' => 'CAnWKOM NPOCTON NN 3aNpeLLEHHbIN
napons!']);
exit;
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