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Moaynb asTopusauuun LDAP : npuMepsl Active
Directory

Huxe, npumep KoHgurypaumum ana pabotel ¢ LDAP n cepsepom wActive Directory.

MpMATHO OTMETUTD, YTO CYLLECTBYET MoAyJib aBTopu3aumm Active Directory B KOTOPOM ropaszo
nerye HactpouTb W.Single-Sign-On nocpenctsom NTLM.

3ameyvaHue: Obpaliante BHUMaHNE Ha NPonucHble BykBaM AOMeHa, eCcnm coegmHeHmne paboTaeT, Ho
rpynnbl Active Directory He ByayT aKTUBHbI, UCMONb3YNTE Takne MHCTPYMEHTHI, Kak AD Explorer ans
OT/IafKMN.

Active Directory c rpynnamm

e /I3MmeHnTe «mydomain» n «dom» Ha cBon gomeH AD (dc).

$conf|[ 'authtype' ‘ldap’
$conf['auth']['ldap']|['server' "'mydomain.dom'
$conf['auth']['ldap']['binddn' '%{user}@%{server}'
$conf['auth']['ldap']['usertree’ ‘dc=mydomain,dc=dom'

$conf['auth']['ldap']['userfilter!’
'(userPrincipalName=%{user}@%{server})"

$conf['auth']['ldap'][ 'mapping' ][ 'name"’ ‘displayname’
$conf['auth']['ldap'] [ "'mapping']['grps"’ array('memberof"'

"/CN=(.+?),/1"

$conf['auth']['ldap']['grouptree’ ‘dc=mydomain,dc=dom'; # position

for find groups, at root here

$conf['auth']['ldap']['groupfilter’

"(&(cn=*) (Member=%{dn}) (objectClass=group))'; # nouck rpynn aas nonab3oBaTens
(dn)

$conf['auth']['ldap']['referrals' 0; # oTKn4YeHne pedepanos rnpu
ncnonb3osaHun Active Directory

$conf['auth']['ldap']['version' 3

$conf['auth']['ldap'][ 'debug"’ 0; # YctaHoBuTe B 1 g NnpocMoTpa

[enCcTBMM aBTopM3aumnm (Hanp. otobpa)keHne rpynn nonb3oBaTtens) Ha HTML-cTpaHuue
Ecnn y Bac ecTb owmnbku «LDAP: bind with xxx failed [Idap.class.php:90]», nonpobynTe 3T0:
$conf['auth']['ldap']['binddn"'] = 'domain\%{user}';

3aMeHUTe UMa OOMEHa BaLluMM.

Pa3sinuHble YCTAaHOBKU

$conf['authtype’ 'ldap"
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$conf['auth']['ldap']['server'’

‘ldap://servername.domain.tld:389'

$conf['auth']['ldap']['binddn' '%{user}@domain.tld’
$conf['auth']['ldap']['usertree' 'ou=Users,dc=domain,dc=tld"’
$conf['auth']['ldap']['userfilter’ ' (SAMAccountName=%{user})"
$conf['auth']['ldap'][ 'mapping'][ 'name'’ ‘displayname’
$conf['auth']['ldap'] [ 'mapping']|['grps"’ array( 'memberof'
"/CN=(.+?),/1i"

$conf['auth']['ldap']['referrals’ 0; # oTknoYeHne pedepanos npu
ncnonb3osaHun Active Directory

$conf['auth']['ldap']['version' 3

OrpaHuuyeHus nonb3oBatenen USR *

$conf|[ 'authtype' ‘ldap'
$conf['auth']['ldap']|['server' '127.0.0.1:389"
$conf['auth']['ldap']['binddn' 's{user}@yourfulldomainname"’
$conf['auth']['ldap']['usertree’ "' // MecTo, coaepxalyee

nosb3oBatenen, Hanp. 0U=x, DC=y un nopobHoe.

$conf['auth']['ldap']['userfilter!’
"(userPrincipalName=%{user}@yourfulldomainname) '
$conf['auth']['ldap']|['grouptree’ ''; // point this to container
where your groups are ie CN=Users, D(C=x etc
$conf['auth']['ldap']['groupfilter’

'(&(cn=USR *) (Member=%{dn}) (ObjectCategory=group))';//selects only the
groups with the user as a member

// He 3abbiBaniTe, dn A[0JIXKeH bbiTb MOJIHEIM dn yYeTHOW 3anncu roJib30BaTeNs - QUAbTPbI FPYMN
Ha4yuHawTCcsa ¢ USR

$conf['auth']['ldap'][ 'mapping']['name'’ "displayname’
$conf['auth']['ldap'] [ 'mapping']|['grps' ‘array(\ 'memberof\' =>
\'"/CN=(.+7),/i\")"

$conf['auth']['ldap']['referrals’ ‘0"
$conf['auth']['ldap']['version' '3
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