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KoHdurypauusa PHP pnsa «JloKyBUKKN»

«[JOKYBUKU» 3anyCcKaeTcsa NoYTK Npu Ka)xaon yctaHoBke PHP, n nporpamma ycTaHOBKW NpoBepsieT
Hann4ne MMHUMaNbHON HeobxognMMon PyHKLUMOHANLHOCTU PHP.

Ha 3Tol cTpaHuLe AaHbl COBETHI O TOM, Kak HacTpouTb napameTpbl PHP , 4To6bl NOBAUATL Ha
YHKLMOHANbHOCTb, NPOU3BOANTENLHOCTL, 6€30MacHOCTb 1 NEPEHOCUMOCTb «[OKYBUKM».

Moxxanyncrta, obpatutecb K oHNanH- PHP manual onsa nonyyveHunsa 6onee nogpobHom nHgpopmaymn..
php.ini

OCHOBHbIM CpefcTBOM HacTponku PHP asnseTca dann koHpurypaumm (php.ini).

[nqa Bepcuin cepsepHoro Moayns PHP 3TOT hann 3arpyxaeTcs TONbKO OAMH pa3 npu 3anycke Beb-
cepsepa. Ona sepcun CGl n CLI 3TO NponcxoaunT Npu KaxK4oM Bbl30BE.

STOT haln CoaepXMT CNUCOK ANPEKTUB, ynpasnsatowmx paboton PHP. MoapobHyto nHdopmaymio 06
3TUX OUPEKTMBAX MOXKHO HaWTW Ha CTpaHuue aupekTus @ php.ini directives B IHTepHeTe.

XoTs B bosiblIMHCTBE cniyvaeB «[lokyBuku» bynet paboTaTb «13 KOPOBKM» C TUNUYHBIMY
HacTporkamu PHP guctpubyTusa, psaa napameTpoB KOHDUrypauum nmeeT ocoboe 3HaveHve ans
«[JOKyBuKn».

C opyrou CTOpOHbI, BCerga nMenTe B BUAY, 4TO TO, 4TO MOXKET BbITb XOPOLLMM AN faxKe
peKkoMeHayeMbIM 3HaYeHneM 4519 «[JoKyBuKu», B HEKOTOPbIX C/lyvasx MOXXeT HapywnTb paboTy
ApYyrux npunoxeHuin PHP, KoTopble Bbl TakXXe pa3meLtaeTe. 9T0 0COHEHHO BEPHO NPW BKIOYEHWN
ANPEKTMB, NoBblWaowmx 6esonacHocTe PHP, npu Hannuumn gpyrux npunoxeHuin PHP, koTopsble
nonaratoTca Ha Hebe3onacHble hyHKUMKM PHP, Takme Kak register _globals n T. A.

short_open_tag

PaspewnTb <? tag. Otherwise, only <?php and <script> tags are recognized.
DokuWiki will run with short _open_tag set to off.
e Suggested: short_open_tag = Off

However, note that some templates or plugins might rely on this feature being set to On.

safe_mode

2 Safe Mode attempts to solve the shared-server security problem by restricting/disabling certain PHP
functions.

DokuWiki will run even with safe mode set to on.
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However, depending on your hosters configuration you may need to use the safemodehack option.

If in doubt, or when troubleshooting, start with safe mode = Off.

output_buffering

Output buffering allows you to send header lines (including cookies) even after you send body
content. DokuWiki will run with either setting.

e Suggested: output_buffering = Off

output_handler
Redirect all the output of all scripts to a function. Setting output handler automatically turns on
output buffering.

This setting can be used to automatically gzip all content before sending it to the client's browser.
This can create problems with images and downloads. Turn on DokuWiki's gzip_output feature
instead.

e Suggested: output_handler =

zlib.output_compression

Provides transparent output compression using the zlib library. In general setting
zlib.output compression = 0n works quite well with DokuWiki.

However, DokuWiki supports output compression via the gzip_output option.

e Suggested: zlib.output_compression = Off
implicit_flush

Tells PHP to tell the output layer to flush itself automatically after every output block. Turning this
option on has serious performance implications and is generally recommended for debugging
purposes only. DokuWiki takes care of flushing the buffer when needed.

e Suggested: implicit_flush = Off
allow_call_time_pass_reference

Whether to warn when arguments are passed by reference at function call time, as this method is
deprecated. Arguments that should be passed by reference should be indicated in the function
declaration, not at function call time.

e Suggested: allow_call_time_pass_reference = Off
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max_execution_time

Maximum execution time of each script, in seconds.

e Suggested: max_execution_time = 30
max_input_time

Maximum amount of time each script may spend parsing request data.

e Suggested: max_input_time = 60
max_input_vars

Under certain conditions (e.g.- working with large tables with the edittable plugin) the default value of
1000 is quickly met.

e Suggested: max_input_vars = 10000
memory limit

Maximum amount of memory a script may consume.

e Suggested: memory_limit = 32M
error_reporting

Which errors to report.

e Suggested: error_reporting = E_ ALL & ~E_NOTICE
display_errors

Print out errors (as a part of the output). For production web sites, you're strongly encouraged to turn
this feature off, and use error logging instead.

e Suggested: display_errors = Off
display_startup_errors

Print out errors that occur during PHP's startup sequence (display errors has no control over
these). It's strongly recommended to keep display_startup_errors off, except for when debugging.

e Suggested: display_startup_errors = Off
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log_errors

Log errors into a log file. Also set error_log accordingly.

e Suggested: log_errors = On

variables_order

The order in which PHP registers GET, POST, Cookie, Environment and Built-in variables (G, P, C,E&S
respectively).

e Suggested: variables_order = «<EGPCS»
register_argc_argv

Whether to declare the argv & argc variables (that would contain the GET information).

e Suggested: register_argc_argv = Off
Magic Quotes

Magic Quotes is a process that automagically escapes incoming data to the PHP script. It's preferred
to code with magic quotes off and to instead escape the data at runtime, as needed.

DokuWiki will detect the used settings and will handle the given values as needed. However disabling
these options is recommended.

magic_quotes_gpc

Affects HTTP Request data (GET, POST, and Cookie).

e Suggested: magic_quotes _gpc = Off

magic_quotes_runtime

If enabled, most functions that return data from an external source, including databases and text files
(SQL, from exec (), etc), will have quotes escaped with a backslash.

e Suggested: magic_quotes_runtime = Off
magic_quotes_sybase

Use Sybase-style magic quotes (a single-quote is escaped with a single-quote instead of a backslash).
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e Suggested: magic_quotes_sybase = Off
file_uploads

Whether to allow HTTP file uploads.

e Suggested: file_uploads = On
upload_max_filesize

Maximum allowed size for uploaded files. It should match what you expect the maximum size of
uploaded mediafiles to be.

session.use_cookies

Whether to use cookies.

e Suggested: session.use_cookies =1

session.cache_limiter

Defines which cache control HTTP headers are sent to the client. These headers determine the rules
by which the page content may be cached by the client and intermediate proxies. Acceptable values
are none, nocache (the default), private, private no expire or public.Setting the cache
limiter to nocache disallows any client/proxy caching. A value of public permits caching by proxies
and the client, whereas private disallows caching by proxies and permits the client to cache the
contents. In private mode, the Expire header sent to the client may cause confusion for some
browsers, including Mozilla. You can avoid this problem by using private no expire mode. The
expire header is never sent to the client in this mode.

In case of caching problems (i.e. you edit a page but the changes do not appear when viewing that
page) you can try setting: session.cache_limiter = nocache

extension
Dynamic Extensions.
GD

PHP's % GD extension for use with libGD 2 (a graphics library) is recommended but not needed. When
available it will be used for resizing images.
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SSL

SSL must be activated for update and install functionalities.
[Extensions]
extension=php openssl.dll

register_globals (PHP <= 5.3.0 - deleted since PHP 5.4.0)

Controls if any passed CGI parameters will be registered as global variable automatically instead of
being available through $ _GET, $ POST or $ REQUEST only. Enabling this often leads to security
problems.

DokuWiki will run with register globals set to off.

e Suggested: register_globals = Off
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