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NMpasuna be3onacHOCTU AN aBTOPOB
NJarmHoB

Co3paHue nnarnHos gns DokuWiki o4eHb NpoCcTo Aa)ke AN5 HaYUHAKLWMX NporpamMMucTos PHP.
YT06bl yOeanTbCs, 4TO Balw NaarnH He CTaBUT nog yrpo3y 6e3o0nacHOCTb BCEN BUKMK, HA KOTOPOM OH
yCTaHOBJIEH, BaM C/lieflyeT C/1eloBaTb PEKOMEHAALMAM, N3JI0XKEHHbIM Ha 3TOW CTpaHuue.

YnyylweHne 3TON CTpaHuubl BCerga npusetcTByeTcd. OHa HAXOAMTCA B 04€Hb CbIPOM
COCTOSIHMM N [0/MKHA ObITh pacumpeHa 6onee nogpobHON NHPOPMaLMEN, CChlNKaMn U NPUMeEpPaMU.

KpaTkoe cogepXXaHue

Cnuncok Hambonee pacnpocTpaHeHHbIX Npobniem 6e3onacHOCTH 1 CNoCcobbl NX N3beXaHNA MOXKHO
HaWTW Ha 3TON CTpaHuue. KpaTKoe pesiome:

e MeXCcanToBbIN CKPUNTUHI (XSS) — BCTaBNsAET BPeLOHOCHbIN KOA Ha Beb-canT ans
MaHUNyAMpoBaHMA canToM B bpay3epe nosb3oBaTens.

e [logaenka mexxcanTtosblx 3anpocoB (CSRF) — ynoBku, No3BonsioLLne BaM coBepllaTb
HeoCO3HaHHble BpeJOoHOCHbIe eNCTBNA Ha BalleM CauTe.

e YaneHHoe BK/OYEHNe Kofa - BKJIDYaeT KO Ha cepBepe, KOTOPLIN TaM BbIMOJHAETCS.

e YTeuyka uHpopmMauum - otobpaxaeTcs C/IMLKOM MHOIO MH(OopMaLLmMm

e SQL-MHBEKLMSA - MOXHO BbINOJIHUTb HEXeslaTeslbHble 3anpochl K BallUM AaHHbLIM

Takxe pobaeneHo npuMedaHune o HeobxoammocTy coobulaTe 0 npobremax 6e3onacHOCTH .

MeXXcanuToBbi CKPUNTUHT (XSS)

970, BEPOSATHO, CaMas pacnpoCcTpaHeHHas ya3BMMOCTb, BCTpeYatowasnca B naarmHax DokuWiki.

Cross Site Scripting 0OTHOCMTCS K aTake, NPy KOTOPOW BPEeAOHOCHbLIN Kog JavaScript BHeapseTCs Ha
Beb-calT. DTO MOXKET MCMO/b30BaTbCA A9 NepeHanpaBaeHns HEBUHHbIX MOMb30BaTENEN Ha
BPEAOHOCHbIE BeB-CalThl MM ONS KPaXKn ayTEHTUPUKALNOHHbIX cookie-halnnos.

MexaHn3m nnarnHos DokuWiki naeT pa3pabotynkam nnarmHos 60sbLy0 rMbkocTh. B ciyyae ¢
naarMHaMm CMHTaKCKMCa, B YaCTHOCTU, (OPENMBOPK AaeT njarmHam BO3MOXHOCTb paboTaTb C CbipbiM
HeobpaboTaHHbIM BEIBOAOM. DTO 03HAYaeT, YTO AaHHbIE CTPAHWLbI BUKW, KOTOPbIE AOCTUraoT
BalLLero naarunHa, soobule He 6bin 0bpaboTaHbl. I He ByaeT HMKaKoN AanbHenwen obpaboTku
BbIBOJl@ NOCJIe TOro, Kak OH MOKWHET Ball MnJjaruH.

BbixopA, U3 peXXuMa 3KpPaHMpPOBaHUSA

Kak MUHUMYM, NNarvH LOJDKEH rapaHTUpoBaTh, YTO BCe BbIXOAHbIe HeobpaboTaHHbIe faHHble byayT
cogepxaTb BCe cneuyunasbHble cMBosibl HTML , npeobpa3oBaHHble B CyLWwHOCTU HTML ¢ noMoLLbio
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yHKumm @ htmlispecialchars(). DokuWiki npegoctaBnseT yoobHbIN Apablk hsc() onsg 3Ton yHKLMK.
3Ha4veHunsa URL-agpecoB cnefyeT 3KpaHMpOBaTh C NOMOLLbIO % rawurlencode().

Kpome Toro, cnegyet C NOA03PEHMEM OTHOCUTLCS K JII06bIM JaHHbIM BUKW, N3BAEYEHHbIM U
MCMNOSb3yeMbIM BHYTPW KOMMaHUN (HanpuMmep, MMeHaMm rnoJib3oBaTenen).

MpoBepka BXOAHbIX BAaHHbIX

Bcerpa npoBepsinTe BCe BallW BXOAHbIE AaHHble. Micnonb3yiTe 6enble CNUCcKK, punbTpbl,
npeobpa3oBaHNs B TOYHbIA TUMN LaHHbIX, KOTOPLIA Bbl UMeeTe B BUAY, HanpuMep, 13 4yucna,
BBELEHHOI0 KaK CMeLLaHHOe 3HayveHune php, B Le0e YUCN0 U T. A., 4Tobbl ybeanTbCs, 4TO Y BaC eCTb
TOJIbKO pa3peLleHHble BaMN AaHHbIe.

Tak>xe 03HaKoMbTeCh C Hallen rnasor 06 0bpaboTKe nepeMeHHbIX 3anNpocoB, Taknx Kak _GET,
_POST nnn  SERVER.

CMoTpuTe TaKXxe:

e D MeXCanToBblIN CKPUMTUHT

LLnapranka no XSS
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TunMyHble NpuMepbl YA3BUMOCTEN

Hu>xe nokasaHbl HEKOTOpPbIE 04eHb PacnNpPOCTPaHeHHble NpobnieMbl. MprMepbl 04eHb NPOCTLI, 4TOObI
caenatb obuyto npobnemy NOHATHOW. Baw nnarunH, BEPOSTHO, CIOXKHEE, HO BaM HY>XHO
OTCJIEXMBATb T Xe YSA3BUMOCTH.

CuHTakcuc Tena
MHormne npocTble NAarnHbl CAHTaKCMCa NPUHNMAKOT YaCTb BBEAEHHbIX NM0Jb30BaTE/IEM AAHHbIX U

opMaTMpyOT X B BUAE NoJib3oBaTenbckoro HTML .

MpumMep: BOT NnarnH COKpalleHHOro CMHTaKcmca, No3BoNALWMIA BblAeNNTb 3a4aHHbIN BBOL XUPHbLIM
lwpudgTom.

class syntax plugin bold extends DokuWiki Syntax Plugin
// obLme byHKUMM naaruHa onyLleHbl

public function connectTo($mode

$this->Lexer->addSpecialPattern('!!!l *?2111" $mode, 'plugin bold'

public function handle($match, $state, $pos, Doku Handler $handler
substring($match

public function render($format, Doku Renderer $renderer, $data
$format "'Xhtml' false
$renderer->doc '<b>' $data '</b>" // 6€3 3KpaHNpPOBaHMS

Kak Bbl MOXXeTe BUAETb, HeobpaboTaHHbIe BXOLHblE AaHHbIE, 3aXBaYeHHbIe B LWabioHe nekcepa,
MPOCTO NePeaaloTCs B METOL PEHAEPVHTA, IAe IKPAHNPOBaHME BOOOLLE HE BbIMOHAETCS.
3no0HaMepeHHble Mosb30BaTeNN MOTryT BBOAUTL Ntoboit kog JavaScript n HTML , KOTopbIiA OHW XOTAT.

PelLeHMe NpoCcToe: NpaBubHbIA nober.

class syntax plugin bold extends DokuWiki Syntax Plugin
// obLme byHKUMM naaruHa ornyLleHbl

public function connectTo($mode
$this->Lexer->addSpecialPattern('!!!l . *?111" $mode, 'plugin bold'

public function handle($match, $state, $pos, Doku Handler $handler
substring($match

public function render($format, Doku Renderer $renderer, $data
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$format "'Xhtml' false
$renderer->doc '<b>' htmlspecialchars($data '</b>"
//3KpaHnpoBaHne

dopmbl

Korpa Ball niarvmH npefocTaBnseT hopMy, 04eHb H4acTo TpebyeTcs NpoBeEPUTL BBOAUMbBIE aHHbIE U
MOBTOPHO 0TO6Pa3nTb POPMY C NOJSTYYEHHBIMU AaHHLIMW MOJb30BATENS B C/ly4ae BO3HUKHOBEHWS
ownbKM NPoBEPKMU.

MprMep: HNUXKe NoKasaHa hopma, ya3BuMasa ana atakm XSS, NOCKOJSIbKY OHA He 3KpaHupyeT
npaBuIbHO BBELEHHbIE M0JIb30BaTeNIeM OaHHbIE:

<form action="" method="post">
<input type="text" name="q" value="<?php $ REQUEST['q'!7>" />
<input type="submit" /> //6€3 3KpaHMpPOBaHNS
</form>

MpenocTassieHne faHHbIX "><script>alert('bang')</script> B Ka4yecTBe BXOAHbIX AaHHbIX
Nosb30BaTENS NPUBELET K 3KCMJIyaTauun ys3BMMOCTH.

Ons ncnpasneHuns Gopmbl ncnonb3ynte GyHkuuio @ htmispecialchars() unm dpyHkumo DokuWiki
shortcut hsc():

<form action="" method="post">
<input type="text" name="q
<input type="submit" />

//3KpaHnpoBaHmne

</form>

value="<?php hsc($ REQUEST|'q'])?>" />

B uenom pekomeHayeTcs He co3aaBaTb (hOPMbl BPYUHYIO, @ MCMONb30BaTh BMbanoTeky hopm
DokuWiki .

Knaccbl u ppyrue aTpubyTbl

YacTo nnarnHbl NPUHUMAKOT HECKOJIbKO NapamMeTpoB U onuun, KOTOpbl€ NCMONb3YIOTCA OJ1A
N3MeHeHNA BbIXOAHbIX AaHHbIX MarnHa.

MpeactaBbTe cebe nnarvH, NPUHNUMAOLLNIA Cieaytolne BXOAHbIE AaHHble AN 0TobpaxeHns okHa
coobLeHns:

<msg warning>Do not believe anything!</msg>
B MeTone peHAEepUHra 3TOro CUHTaKCcnca MoXeT BblTb Takon KOA:

$renderer->doc '<div class="msg ' $class '">' //$class MOXET bbITb YeM
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YroaHo
htmlspecialchars($message
'</div>"

Kak Bbl BUANTE, cCamo coobuieHne NPaBUJIbHO 3KPAHMPOBAHO, HO KNacCc — HeT. BMecTo
3KPaHNPOBaHUNA MOXET ObITb Pa3yMHeEE NCrOJ1Ib30BaThb 6enbin cnmcok Pa3peLlleHHbIX KNaCCoB C
pe3epBHbIM BapMaHTOM MO yMOJTHaHWIO::

$allowed ‘notice', 'info', 'warning', ‘error’ // 6enbivi Crncok
in _array($class, $allowed
$class 'notice'; //Hen3BECTHbIVi BBOA, BEPHYTLCS K pa3yMHOMY 3Ha4YE€HUIO MO
YMOJI4aHNIO
$renderer->doc '<div class="msg ‘' $class P>t
htmlspecialchars ($message
'</div>"

BxoaHble URL-apgpeca

Korpa nnaruH npuHmmaeT URL-agpeca B Ka4yecTBe BXOAHbIX AaHHbIX, Heobxoaumo ybeamTbCs, 4To
Nnofib30BaTENN HE CMOTrYT NepefaTth javascript:// nceBao-npoToOKON.

BoT npumep TOro, Kak MOXXeT BbIr1S4eTb 04eHb NPOCTasA NPOBEPKa, No3BonsoWwas ybeanTbCs, 4To
ncnonb3ytoTca Tonbko URL-agpeca http u https.

// nyctou URL npu HECOOTBETCTBUM MPOTOKO/IA
preg match('/~https?:\/\//1', $url
$url o

Mopopenka mexcautoBbix 3anpocoB (CSRF)

dTa yA3BMMOCTb HacTO MOABAAETCA B NaarnHax n3-3a 0OTCYyTCTBMA NMOHMMAHUS 3TON Npobnemsl, ee
4yacTo nyTatoT € XSS.

MNopnenka MeXXcanToBbIX 3aMpPOCOB OTHOCUTCS K aTake, NPy KOTOPOM BPeAOHOCHbIN CanT
obMaHbIBaeT HBpay3ep XepTBbl, 3anpalinBas CTPaAHULY Ha YA3BUMOM CaTe NS BbINOJHEHUS
HeXxenaTenbHOro AencTensA. ATaka npeanonaraeT, 4To 6pay3ep XepTBbl UMEET YYETHbIE AaHHbIE
ANS M3MeHeHus Yero-nnbo Ha ys3BMMOM CanTe.

JNobaBneHne TokeHa 6e3onacHocTn

DokuWiki npegnaraeT pyHKUMK, KOTOpbIE MOMOryT BaM 6opoTbCa € aTakamu CSRF.
getSecurityToken() co3aacT TOKeH, KOTOPbLIA CledyeT NCNOSIb30BaTb A4N4 3aWwmThl n0boro
ayTeHTMPUUMPOBaHHOIro AencTBMA. OH AOJKEH ObiTb BKAKOYEH B CCbUIKM UK (hOPMBI, 3anmycKatowme
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3TO aencTeue. Bce hopMbl, co3aaHHble C nomoLbio brubnnotekn hopm byayT MMETb aBTOMaTUYECKN
fobaBsieHHble TOKeHbl be30nacHOCTK, A8 (hOpPM, CO34aHHbLIX BPYYHYO, MOXKHO MCM0JIb30BaTb
yHkuumio formSecurityToken().

Bbl Kak aBTOp NJlarMHa HeceTe OTBETCTBEHHOCTb 3a (DaKTUYECKYI0 NPOBEPKY TOKeHa nepef

BbIMNOJIHEHWEM aBTOPU30BaHHbLIX AENCTBUN C UCnonb3oBaHneM gyHkuUumn checkSecurityToken().

See also

e @oaaenka MeXxcanToBbIX 3aNpoCoB
e ObbsAcHeHne OWASP

Typical Vulnerability Example
Below is the simplest example to start. You may have a more complicated plugin of your own to

secure, here is just a simple example based on form.

Imagine you want to know something which can be answered to Yes or No, you would have a form of
this type:

<form action="" method="GET">
<input type="radio" name="yn" value="Yes" />
<input type="radio" name="yn" value="No" />
<input type="submit" value="Answer" />
</form>

Then you process this form as follows:
global $INPUT

$INPUT->get->has('yn'
do something with yn($INPUT->get->str('yn'

So a user is connected to answer this question, but he doesn't know the response yet. Let's take time
to think and browse the web... Now the user is visiting a malicious website, one which know, or not,
that the user may be connected to your DokuWiki. In this website, the developer included this HTML
image tag:

<img src="http://your.dokuwi.ki/formpage?yn=Yes" />

What will the user's browser do then?

The browser will process this image as any other and will send a request to this URL. Your plugin will
then see that $ GET['yn'] is set and will call the do_something with yn() function.

That's one of the examples of CSRF. Now, how to fix this security hole?
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Prevent CSRF

Remember your form above? Let's add an input in it:

<form action="" method="GET">

<input type="hidden" name="sectok" value="<?php getSecurityToken(); ?>"
/>

<input type="radio" name="yn" value="Yes" />

<input type="radio" name="yn" value="No" />

<input type="submit" value="Answer" />
</form>

Do you see the first input? Yes? Good. Now you have to check the security token when you receive
the form, before processing it:

global $INPUT

$INPUT->get->has('yn' checkSecurityToken
do something with yn($INPUT->get->str('yn'’

As the malicious website will never find the value of the «sectok» hidden input, your form is no longer
vulnerable to CSRF.

Note: If the security token is not valid, the checkSecurityToken() function displays a message
which informs the user.

Remote Code Inclusion

This attack allows an attacker to inject (PHP) code into your application. This may occur on including
files, or using unsafe operations functions like @ eval() or % system().

Always filter any input that will be used to load files or that is passed as an argument to external
commands.

Information leaks

This attack may lead to the exposure of files that should usually be protected by DokuWiki's ACL or it
might expose files on the server (like /etc/passwd).

Always filter any input that will be used to load files or that is passed as an argument to external
commands.

Always use DokuWiki's ACL check functions when accessing page data.
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SQL injection

This attack is rarely relevant in DokuWiki because no database is used. However if your plugin
accesses a database always escape all values before using them in SQL statements.

More info:

e D SQL injection
Reporting Security Issues

If you encounter an issue with a plugin please inform the author of the plugin via email, optionally
putting Andi or the mailinglist on CC.

Additionally a securityissue field with a short description of the problem should be added to the
data on the page of the plugin. This will create a red warning box and will delist the plugin from the
main plugin list.

Once the issue was fixed and a new release was made, this field should be removed again.
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