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NMpasuna be3onacHOCTU AN aBTOPOB
NJarmHoB

Co3paHue nnarnHos gns DokuWiki o4eHb NpoCcTo Aa)ke AN5 HaYUHAKLWMX NporpamMMucTos PHP.
YT06bl yOeanTbCs, 4TO Balw NaarnH He CTaBUT nog yrpo3y 6e3o0nacHOCTb BCEN BUKMK, HA KOTOPOM OH
yCTaHOBJIEH, BaM C/lieflyeT C/1eloBaTb PEKOMEHAALMAM, N3JI0XKEHHbIM Ha 3TOW CTpaHuue.

YnyylweHne 3TON CTpaHuubl BCerga npusetcTByeTcd. OHa HAXOAMTCA B 04€Hb CbIPOM
COCTOSIHMM N [0/MKHA ObITh pacumpeHa 6onee nogpobHON NHPOPMaLMEN, CChlNKaMn U NPUMeEpPaMU.

KpaTkoe cogepXXaHue

Cnuncok Hambonee pacnpocTpaHeHHbIX Npobniem 6e3onacHOCTH 1 CNoCcobbl NX N3beXaHNA MOXKHO
HaWTW Ha 3TON CTpaHuue. KpaTKoe pesiome:

e MeXCcanToBbIN CKPUNTUHI (XSS) — BCTaBNsAET BPeLOHOCHbIN KOA Ha Beb-canT ans
MaHUNyAMpoBaHMA canToM B bpay3epe nosb3oBaTens.

e [logaenka mexxcanTtosblx 3anpocoB (CSRF) — ynoBku, No3BonsioLLne BaM coBepllaTb
HeoCO3HaHHble BpeJOoHOCHbIe eNCTBNA Ha BalleM CauTe.

e YaneHHoe BK/OYEHNe Kofa - BKJIDYaeT KO Ha cepBepe, KOTOPLIN TaM BbIMOJHAETCS.

e YTeuyka uHpopmMauum - otobpaxaeTcs C/IMLKOM MHOIO MH(OopMaLLmMm

e SQL-MHBEKLMSA - MOXHO BbINOJIHUTb HEXeslaTeslbHble 3anpochl K BallUM AaHHbLIM

Takxe pobaeneHo npuMedaHune o HeobxoammocTy coobulaTe 0 npobremax 6e3onacHOCTH .

MeXXcanuToBbi CKPUNTUHT (XSS)

970, BEPOSATHO, CaMas pacnpoCcTpaHeHHas ya3BMMOCTb, BCTpeYatowasnca B naarmHax DokuWiki.

Cross Site Scripting 0OTHOCMTCS K aTake, NPy KOTOPOW BPEeAOHOCHbLIN Kog JavaScript BHeapseTCs Ha
Beb-calT. DTO MOXKET MCMO/b30BaTbCA A9 NepeHanpaBaeHns HEBUHHbIX MOMb30BaTENEN Ha
BPEAOHOCHbIE BeB-CalThl MM ONS KPaXKn ayTEHTUPUKALNOHHbIX cookie-halnnos.

MexaHn3m nnarnHos DokuWiki naeT pa3pabotynkam nnarmHos 60sbLy0 rMbkocTh. B ciyyae ¢
naarMHaMm CMHTaKCKMCa, B YaCTHOCTU, (OPENMBOPK AaeT njarmHam BO3MOXHOCTb paboTaTb C CbipbiM
HeobpaboTaHHbIM BEIBOAOM. DTO 03HAYaeT, YTO AaHHbIE CTPAHWLbI BUKW, KOTOPbIE AOCTUraoT
BalLLero naarunHa, soobule He 6bin 0bpaboTaHbl. I He ByaeT HMKaKoN AanbHenwen obpaboTku
BbIBOJl@ NOCJIe TOro, Kak OH MOKWHET Ball MnJjaruH.

BbixopA, U3 peXXuMa 3KpPaHMpPOBaHUSA

Kak MUHUMYM, NNarvH LOJDKEH rapaHTUpoBaTh, YTO BCe BbIXOAHbIe HeobpaboTaHHbIe faHHble byayT
cogepxaTb BCe cneuyunasbHble cMBosibl HTML , npeobpa3oBaHHble B CyLWwHOCTU HTML ¢ noMoLLbio
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yHKumm @ htmlspecialchars(). DokuWiki npenoctasnseT yaoobHbin Apablk 2 hsc() ons aTon
pyHKumMKM. 3Ha4eHna URL-agpecoB ciefyeT 3KpaHMpoBaThb C NOMOLLbIO %@ rawurlencode().

Kpome TOro, cnefyeT € NOA03PEHMEM OTHOCMTLCA K NII0ObIM AaHHLIM BUKW, N3BNEYEHHBIM U
NCNOJIb3YEeMbIM BHYTPY KOMMaHUN (HanpuMep, UMeHaM noJib3oBaTenen).

MpoBepka BXOAHbIX BAaHHbIX

Bcerpna npoBepsaiTe BCe BalUM BXOAHbIE AaHHble. icnonb3yinTe benble CNUCKK, GUAbTPbI,
npeobpa3oBaHNs B TOYHbIA TWUMN AaHHbIX, KOTOPbLIA Bbl UMeeTe B BUAY, HanpuMep, 13 4Yucna,
BBEEHHOI0 Kak CMellaHHoe 3Ha4yeHue php, B Lesoe Ynucsio n T. 4., 4Tobbl ybeanTbCs, 4TO Y Bac ecTb
TOJIbKO pa3peLleHHble BaMy AaHHbIE.

Tak)Ke 03HaKOMbTECh C Hallel rnaBoii 06 06paboTKe nepemMeHHbIX 3aNpocoB, Taknx Kak _GET,

_POST nnn SERVER.

CMoOTpuUTe TakXe:

e D MeXCanToBblIN CKPUMTUHT

J le Me! LWnapranka no XSS

TunuyHblie NpuMepbl YA3BUMOCTEH

Huxe nokasaHbl HEKOTOPbIE 04EHb PACMPOCTPaHeHHbIe Npobemsbl. [prMepbl 04eHb MNPOCTbI, 4TOObI
caenatb obuwyto npobnemMy NOHATHON. Ball nnaruH, BEPOSTHO, C/I0XKHEE, HO BaM HY>XHO
OTC/IEXMBATb TE Xe YS3BMMOCTW.

CuHTakcuc Tena

MHorve npocTble naarnHbl CUHTaKCcMca NPUHMMalOT YaCTb BBEAEHHbLIX NOb30BaTEIEM OAHHbIX U
hopMaTUpYyIOT MX B BUAE NOSb30BaTesibckoro HTML .

Mpumep: BOoT nnaruH CokpaLLeHHOro CMHTaKCMca, NO3BONSAOLWNA BbIAENNTb 3aaHHbIA BBOL XXUPHbLIM
PN TOM.

class syntax plugin bold extends DokuWiki Syntax Plugin
// 0bLume yHKUMM naarnHa oryLyeHbl

public function connectTo($mode

$this->Lexer->addSpecialPattern('!!1 . *?2111" $mode, 'plugin bold'

public function handle($match, $state, $pos, Doku Handler $handler
substring($match
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public function render($format, Doku Renderer $renderer, $data
$format ‘xhtml' false
$renderer->doc '<b>' $data '</b>" // 6€3 3KpaHNpoBaHus

Kak Bbl MOXXeTe BUAeTh, HeobpaboTaHHbIE BXOAHbIE AaHHbIE, 3aXBayYeHHble B WabsioHe nekcepa,
NPOoCTO NepefalTCs B MEeTOA PEHAEPUHTA, e IKpaHMpPoBaHMe BOobLLE He BbINOJHAETCS.
3/710HaMepeHHble M0SIb30BaTENN MOTYT BBOAMTL Ntobon kKoa JavaScript u HTML , KOTOpbIN OHW XOTAT.

PewweHune npocToe: npasubHbIA nober.

class syntax plugin bold extends DokuWiki Syntax Plugin
// 0bLume yHKUMN naarnHa oryLyeHbl

public function connectTo($mode
$this->Lexer->addSpecialPattern('!!!l . *?111" $mode, 'plugin bold'

public function handle($match, $state, $pos, Doku Handler $handler
substring($match

public function render($format, Doku Renderer $renderer, $data

$format 'xhtml' false
$renderer->doc '<b>' htmlspecialchars($data '</b>"
//3KpaHnpoBaHune

dopmbl

Korgaa Ball niarvH npenocTtasnseT opMy, 04eHb YacTo TpebyeTca NnpoBepuTb BBOAUMbIE AaHHbIE U
MOBTOPHO 0TO6Pa3nNTbL POPMY C MONYYEHHbIMU AaHHbIMU MOJb30BaTENSA B C/ly4ae BO3HUKHOBEHUSA
oLWMnBKM NpoBepKu.

MpuMep: HUXKe NokasaHa dopMa, ya3BuMas ANs aTaku XSS, NOCKONbKY OHA He 3KpaHupyeT
NPaBUIbHO BBELIEHHbIE M0JIb30BATENIEM AaHHbIE:

<form action="" method="post">
<input type="text" name="q" value="<?php $ REQUEST['q'!7>" />
<input type="submit" /> //6€e3 3KpaHnpoBaHUS
</form>

MpepocTasfieHne faHHbIX "><script>alert('bang')</script> B KayecTBe BXOLHbIX LAHHbIX
Nnosb30BaTeNs NPUBELET K 3KCMayaTaLMm ya38MMOCTHU.

Ana ncnpasneHus popmMbl NCNoNb3ynTe PyHKUMIO @ htmlispecialchars() nnun gyHkumio DokuWiki
shortcut hsc():
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<form action="" method="post">
<input type="text" name="q" value="<?php hsc($ REQUEST|['q'])?=" />
<input type="submit" />

//3KpaHnpoBaHue

</form>

B Lenom pekoMeHayeTcst He Co34aBaTb (hOPMbl BPYUHYIO, @ UCNOb30BaTh 61MbanMoTeky dhopm
DokuWiki .

Knaccbl u ppyrue atpubyTbi

YacTo nnaruHsbl NMPUHNMaIOT HECKOJIBKO MapaMeTpoB U onuun, KOTOpblE NCMNOJIb3YIOTCA ANA
N3MeHeHNA BbIXOAHbIX AaHHbIX MarknHa.

MpeactaBbTe cebe naarvH, NPUHNMAOLWLMIA Cieaytowmne BXOAHbIE AaHHble Ans 0TobpaxeHns okHa
coobweHus:

<msg warning>Do not believe anything!</msg>
B MeToAe peHAepuHra 3TOoro CMHTakCcMca MoXeT BbITb TaKon KOA:

$renderer->doc '<div class="msg ' $class '">' //$class MoxeT bbiTb YeM

YyroaHo
htmlspecialchars($message

'</div>"

Kak Bbl BUANTE, CamMo coobLleHMe NpaBMIbHO 3KPAaHUPOBAHO, HO KflacC — HeT. BmecTo
3KpPaHMPOBaHMS MOXET OblTb pa3yMHee MCM0/1b30BaTb 6ebI CMMCOK pa3peLleHHbIX KacCoB C

pe3epBHbIM BapMaHTOM MO yMOJTHaHWIO::

$allowed ‘notice', 'info', 'warning', ‘error’ // 6esnbivi Crnncok

in _array($class, $allowed
$class 'notice'; //Heun3BeCTHbIVi BBOA, BEPHYTLCS K pa3yMHOMY 3Ha4Y€HUIO Mo

YMOJI4aHNIO

$renderer->doc '<div class="msg ‘' $class tr>
htmlspecialchars($message

'</div>"
BxoaHble URL-apgpeca

Korpga nnaruH npuHmMaeT URL-agpeca B Ka4yecTBe BXOAHbIX AaHHbIX, Heobxoaumo ybeamTbCs, 4To
Nnofb30BaTENN HE CMOTrYT NepefaTtb javascript:// nceBno-npoTOKO.

BoT npumMep TOro, Kak MOXET BbIrS4EeTb 04eHb NPOCTas NPOBEpPKa, N03BONALAA yOeanTbCs, 4To
ncnonb3ytoTcs Tonbko URL-agpeca http u https.
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// nyctou URL npu HECOOTBETCTBUM MPOTOKO/IA
preg match('/~https?:\/\//1"', $url
$url o

Mopopenka mexcautoBbix 3anpocoB (CSRF)

dTa yA3BMMOCTb HacTO MOABAAETCA B NAarnHax n3-3a OTCYyTCTBMA NMOHMMAHUSA 3TON Npobnemsl, ee
4yacTo nyTatoT € XSS.

MNopnenka MeXXcanToBbIX 3aMpPOCOB OTHOCUTCS K aTake, NPy KOTOPOM BPeAOHOCHbIN CalT
obMaHbIBaeT Bpay3ep XepTBbl, 3anpalinBas CTPaAHULY Ha YA3BUMOM CaiTe NS BbINOJHEHUS
HeXxenaTenbHOro AencTensA. ATaka npeanonaraeT, 4To 6pay3ep XepTBbl UMEET YYETHbIE AaHHbIE
ANS M3MeHeHus Yero-nnbo Ha ys3BMMOM canTe.

JNobaBneHue TokeHa 6e3onacHocTn

DokuWiki npegnaraeT pyHKUMK, KOTOpbIE MOMOryT BaM 6opoTbCa € aTakamu CSRF.
getSecurityToken() co3pacT TOKeH, KOTOpPbLIA CledyeT NCNoJIb30BaTb A4 3awmThl n0boro
ayTeHTMPUUMPOBaHHOIro AencTBMA. OH AOJKeH ObiTb BKAKOYEH B CCbUIKM UK (hOPMBI, 3anycKaloLwme
3TO fAencrtene. Bce hopMbl, CO3aaHHbIE C MoMoLblo 6ubnnoTekn opm ByayT MMEeTb aBTOMaTUYECKU
fobaBsieHHble TOKeHbl 6e30MacHOCTK, A9 OPM, CO34aHHbLIX BPYYHYO, MOXKHO MCMO0JIb30BaTb
yHkuunio formSecurityToken().

Bbl Kak aBTOp nJsarnHa HeceTe OTBETCTBEHHOCTb 3a (DaKTUYECKYIO MPOBEPKY TOKEHa nepes
BbIMNOJIHEHWEM aBTOPU30BaHHbIX AENCTBMI C UCNOSb30BaHMeM yHKUun checkSecurityToken().

See also

e Dloaaenka MexcanToBbIX 3aNpPOCOB
¢ ObbsicHeHne OWASP

TUNUYHBLIA NpUMep YA3BUMOCTH

Huxe npuBeneH NpoCcTenwnMin NnpuMep 4Na Havana. Y Bac MoXeT bbiTb 6os1ee CNoXHbIA NarvH ons
3alWMTbl, BOT NPOCTON NpUMep Ha OCHOBE (POPMbI.

MpencTaBbTe, YTO Bbl XOTUTE Y3HATb YTO-TO, HA YTO MOXXHO OTBETUTL «[a» nnm «HeT», y Bac
nony4ynTca hopmMa Takoro Tuna:

<form action="" method="GET">
<input type="radio" name="yn" value="Yes" />
<input type="radio" name="yn" value="No" />
<input type="submit" value="Answer" />
</form>
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3aTeM Bbl 0bpabaTbiBaeTe 3Ty hopMy cneayowmm obpazom:
global $INPUT

$INPUT->get->has('yn'
do something with yn($INPUT->get-=str('yn'

WTak, nonb3oBaTeNnb NOAKAOYEH, YTOObI OTBETUTL Ha 3TOT BOMPOC, HO OH MOKa He 3HaeT OTBETa.
[laBaiTe yoenum BpeMs pa3MblLLIEHNAM 1 MPOCMOTPUM BeO-CTpaHuMLbl... Tenepb Nosib30BaTeNb
nocellaeT BPeAOoHOCHbIN BEB-CalT, KOTOPbIA 3HAET UK HET, YTO MOIb30BaTEb MOXET BbITb
noakntoyeH K Bawemy DokuWiki. Ha 3ToM Beb-canTe paspaboTymk Bkaoymn 3ToT HTML- Ter
n306paxxeHus:

<img src="http://your.dokuwi.ki/formpage?yn=Yes" />

YT1o Torana bygeT nenatb Hpay3lep nonb3oBaTens?

bpay3ep obpaboTaeT 310 N30bparkeHue Kak ftoboe Apyroe n oTnpaBuT 3anpoc Ha 3ToT URL . Baww
nnarud yenaut, 4yto $ GET[ 'yn'] ycTaHoBneHo, n Bbi3oBeT do _something with yn() dyHkuuio.

3T0 oavH 13 npumepoB CSRF. Tenepb, Kak UCNPaBUTbL 3TY Ablpy B 6e3onacHocTun?

MpenoTBpaweHume CSRF-aTtak

MoMHUTe BaLy ¢opmy Bbile? [aBanTe fobaBUM B Hee BBOL:

<form action="" method="GET">

<input type="hidden" name="sectok" value="<?php getSecurityToken(); ?>"
/>

<input type="radio" name="yn" value="Yes" />

<input type="radio" name="yn" value="No" />

<input type="submit" value="Answer" />
</form>

Bugute nepsbin BBOA? [a? Xopowo. Tenepb BaM Hy>XXHO NPoBepUTb TOKeH 6e30nacHOCTN Npw
nonyvyeHun opmbl, nepen ee obpaboTkon:

global $INPUT

$INPUT->get->has('yn' checkSecurityToken
do something with yn($INPUT->get->str('yn'’

MOCKOJIbKY BPELOHOCHbIN BED-CaT HMKOrAa He HaAeT 3HaYeHne CKPbITOro BBoAa «sectok», Bawwa
topma bonblie He ya3suma ana CSRF.

MNpumevaHune: Echm TokeH 6e3onacHocTn HegencTeuTeneH, checkSecurityToken() dyHKUus
oTobpaxaeT coobLieHne, MHhopMmMpyloLLee Nosb3oBaTens.
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YnaneHHoe BKJ/IlOYEeHUe Koaa

dTa aTaka No3BOJIAEeT 3/10YMbILUNEHHUKY BHeAPUTb Ko (PHP) B Balle npuaoXxeHue. 3To MOXET
NPOU30MTI NPY BKAKOYEHUN (hannoB NN NCMONb30BaHUN Hebe30nacHbIX PYHKLMIA onepauun, Taknx
Kak @ eval() nan @ system().

Bcerpa punbTpyiTe niobbie BXogHbIe AaHHbIE, KOTOPble ByAyT MCMOb30BaTLCA A5 3arpy3Ku
alsIoB UM KOTOPbIE NepefatoTCs B Ka4eCTBe apryMeHTa BHELIHM KOMaH4aM.

Information leaks

This attack may lead to the exposure of files that should usually be protected by DokuWiki's ACL or it
might expose files on the server (like /etc/passwd).

Always filter any input that will be used to load files or that is passed as an argument to external
commands.

Always use DokuWiki's ACL check functions when accessing page data.

SQL injection

This attack is rarely relevant in DokuWiki because no database is used. However if your plugin
accesses a database always escape all values before using them in SQL statements.

More info:

e D SQL injection
Reporting Security Issues
If you encounter an issue with a plugin please inform the author of the plugin via email, optionally

putting Andi or the mailinglist on CC.

Additionally a securityissue field with a short description of the problem should be added to the
data on the page of the plugin. This will create a red warning box and will delist the plugin from the
main plugin list.

Once the issue was fixed and a new release was made, this field should be removed again.
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