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HacTtpouka npaB poctyna K hannam

DokuWiki xpaHWT faHHble 0 MpaBax AOCTYMNa B MPOCTbIX TEKCTOBLIX hansax, Tak 4To AAS 3TUX
tannoB Heo6x0AMMO HACTPOUTL NpPaBa AOCTYNa. ECM X HaCTPOUTbL HEMPaBU/ILHO, 3TO MOXET CTaTb
yrpo3on 6e3onacHocTw.

DokuWiki paboTaeT nog ynpasneHnem PHP, noaTomy PHP fonXeH MMeTb A0CTaTOYHO npas, YTobbl
nepesanucbiBaTb 3TK annbl. Tak Kak PHP 0bbI4HO 3anyckaeTcs nod ynpasfieHmem Beb-cepsepa,
LOCTynN K (haiaM Ha 3anucb OO0/HKEH UMeTh Beb-cepaep.

Kak npasuno, DokuWiki xpaHuT hanbl, K KOTOPbIM HY>XeH LOCTYN Ha 3anuck, B KaTanore data. Ans
paboTbl MHCTaNNATOPA, a TakXe ANA NoCaeyoLLen KOHGUIypaLunuy, Npasa Ha 3an1cb Takxe
LO/DKHbI 6bITb yCTaHOBNEHbI ANa KaTanora conf.

Microsoft 1IS (Internet Information Services)

(]

CMOTpPU MHCTPYKLMIO MO yCTaHoBKe IIS.

When installing Dokuwiki under Windows XP and the XAMPP-distribution of Apache (in a directory
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separate from root) | get error messages like «U:\Projekte\DokuWiki\dokuwiki-rc2007-05-24/data/attic
is not writable by DokuWiki. You need to fix the permission settings of this directory!» when calling
install.php. To fix this | only needed to create the directories mentioned by hand. ferdinand

Unix

OTa CTaTbs MOMOXKET BaM pa30bpaTbCs C NpaBaMu AOCTYyNa, eCnu Bbl ycTaHaBnmBaeTe DokuWiki Ha
Linux, MacOS X nnu apyryto toH1ukconogobHyto cnctemy. ApeHayembii Beb-cepsep ¢ 601bLLON
BEPOSTHOCTbIO ABNSAETCA OHUKCONOAO0OHbIM.

KnioyeBble MOME@HTbI CUCTEMbI NMpaB A0CTyna

CraTtba He cTaBuT cebe uenb NoApobHo onucate cuctemy npas foctyna UNIX'oB - nHgpopmaumio 0b
3TOM MOXXHO HaWTK, Hanpumep, B 9 Buknnennn. BoT Kto4eBble MOMEHTbI:

e [lpaBa foOCTyna K hansy 3aBUCAT OT NOJIb30BaTesNA, KOTOPbIA co3fan (ani, u ero rpynnsl, a
TaKXXe 0T TOro, KTO NbITaeTCa NoJAy4nuTb SOCTYI.

e OTAenbHO 3afaloTCcsa npaBa A5 YTeHMA, 3anncn 1 BbINOJIHEHNA anna.

e Kaxkablln npouecc B cucteme obnagaeT npasamu 4oCTyrna onpeaenéHHoro nosb3oBaTens.

e Beb-cepBep - 3T0 Npouecc, Tak 4To NpeablAyLWnUiA NYHKT K HEMY NPUMEHUM.

e PHP 06bI4HO BbINOSIHAETCA KaK YacTb Beb-cepBepa.

e DokuWiki 3anyckaeTcsa ¢ npasamu goctyna PHP.

e DokuWiki HeobxoanMbl NpaBa Ha YTEHMWE, 3aNNCb U BbIMONHEHNE AN1F KaTaJIoroB, B KOTOPbIX
HY>XHO Co3aBaTb (hansibl.

e DokuWiki HeobxoamMbl MpaBa Ha YTEeHME U 3aNnCb AN PannoB, KOTOPbLIE HY>KHO
nepesanucbiBaTb BO BpeMs paboTbl.

e DokuWiki HeobxoanMbl NpaBa Ha YTeHne AN9 (alioB, KOTOPbIE NePe3anncbiBaTh HE HYXKHO.

YT0b6bl Y3HATb N0JIb30BaTENSA U FPYNNY, C NPaBaMn KOTOPOro BbiNoaHAeTcs PHP, MOXXHO BbINONHUTb
cnepyoLlwmnia CKpUnT:

<?php

function exists('posix geteuid'
// use posix to get current uid and gid

$uid posix geteuid

$usr posix getpwuid($uid
$user $usr| 'name’

$gid posix getegid

$grp posix getgrgid($gid

$group = $grp! 'name'’

// try to create a file and read it's ids
$tmp = tempnam ('/tmp', 'check'

$uid fileowner($tmp

$gid filegroup($tmp

// try to run ls on it
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$out “ls -1 $tmp”
$lst = explode(' ', $out
$user $lst

$group = $lst
unlink($tmp

"Your PHP process seems to run with the UID $uid ($user) and the GID
$gid ($group)\n"; 7>

Kakue BbiCTaBNATH NpaBa AOCTyna?

NTak, Kakne xe gnsd ynoMaHyTbIX BbILLE KaTaJ0roB Hy>KHbl MpaBa AocTyna? O6Lwunin COBET COCTOUT B
TOM, 4TOObI OHW ObIIM KaK MOXKHO Boslee orpaHMYeHHbIMU, HO 06LLEero NpaBuna, KakKUMM OHN OOIKHbI
OblTb B BalLiel CUCTEME, HE CYLLeCcTBYeT.

Obnapasa npaeBamu root'a (Cynepnonb3oBaTenis), Bbl MOXKETE MEHATb BJlafesibLeB haliioB 1
KaTaJloroB. 9TO 3HA4YUT, YTO Bbl MOXKETE CMEHUTb Bnagensua ¢pannos DokuWiki Ha nonb3oBaTens, ¢
npaBaMun KOTOPOro 3anyckaeTcs Beb-cepeep (Hanpumep, web-server, www-data nnm nobody) un
YyCTaHOBMTb MpaBa AOCTYyNa TOJIbKO ANS Bnagensua. Hanpumep, 0600 ons gannos n 0700 ons
KaTaJsloros.

Ecan Bbl 006bIYHLIVM NONIb30BaTESb, HO COCTOUTE B rpynne Beb-cepeepa, TO Bbl MOXETE CAeNaTb 3Ty
rpynny ocHoBHoW Ana annos DokuWiki, n nocne 3Toro yCcTaHoBWUTh A4J19 3TOW Fpynnbl npasa Ha
3anuncb 3TUX annos. Hanpumep, 0660 onsa dannos n 0770 KaTanoros.

Ecnv Bbl aBCONOTHO fOBEPSETE BCEM, KTO MMEET AOCTYN K (haliloBOM CUCTEME CEPBEPA, Bbl MOXETe
AaTb AOCTYN Ha 3anucb BCEM Nob3oBaTenaM. Hanpumep, 0666 ona dannos n 0777 ans KaTtanoros.

Ecnm Bbl ucnonb3yeTe obLWMiA cepBep, HAaCTOATENIbHO PEKOMEHAYETCA CBSA3aThCsA C aAMUHUCTPATOPOM
NN TeX-NOAAEPXKKOM N CNPOCUTbL coBeTa. OTnpaBbTe UM 3TY CTATbiO, U BaM MOMOrYT MNPUHATb
npaBWJibHOE peLleHme.

ObpaTunTe BHUMaHWE: KOrAa Bbl BoibepeTe napamMeTpbl NpaB AOCTyNa, He 3abyabTe CMEHNTb
HacTponkn fmode n dmode, 4T06bI HOBLIE (halifibl CO3AaBaAIMCb C KOPPEKTHLIMW MapamMeTpaMu.

Kak MeHATb npaBa gocrtyna?

YT06bI N3MEHMTL NMpaBa AOCTYyNa, B KOMAHAHOW CTPOKe cepBepa ncnosb3ynte @ chmod. YTobbl
N3MEHUTb Bnagenbua halaoB 1 KaTanoros, nCnosb3ynte @ chown. Y1obbl N3MEHUTL OCHOBHYO
rpynny annos 1 KaTanoros, ucnonb3ynte % chgrp. (Mmente B BUAY, 4TO chown n chgrp moryT 6bIThb
3anpeLLeHbl nnn paboTaTb He Tak, KakK 0XKMAAETCA, eC/iv Bbl NCNOSb3yeTe obwmin cepsep.)

Ecnn Bbl ncnonb3yete FTP, obpaTuTech K AOKYMEHTaLUN CBOEN nporpaMmbl ansa paboTsl ¢ FTP.
BonblWMHCTBO FTP-KNMEHTOB, KOTOPLIE NOAAEPXKMNBAIOT rpanyecknin UHTepgenc, UMeoT NaHe b
ynpasJieHUs npasamMu 0OCTyrna (4aLle BCero B HE€ MOXXHO MomnacTb U3 MEHIO MO KAUKY Ha (ainne
NpPaBoO KHOMKOW MbILLIKK).
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MHeHue opHoro nonb3oBatena Dokuwiki

add simple explanation here

OK I'll fix this for you. :) | should preface this by stating that although | have not installed docuwiki yet.
| have evaluated some 300+ CMS/Fourm/Wiki's, and have been administering some 50+ servers since
1975. That said; in an effort to help prevent individuals from compromising your system. You should
not provide any more permissions/abilities than is absolutely necessary to your web space file
system. What does this mean/require? Quite simply; only provide enough permissions on the
directory/file space to enable your web application(s) to work. EXAMPLE:

On a ««NIX»» system this is simply accomplished by setting Ownership/Read/Write permissions to the
Directories/Files as so:

cd /path/to/docuwiki
chown -R www:www .

DONE! :) see that was pretty easy, wasn't it? More details please. OK We just gave ownership of the
docuwiki system to the Owner and Group the web server belongs to:

User: www, Group: www
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This is the Owner/Group that many NIX based OS's run their web servers as (Apache). This
Owner/Group can also be nobody/nobody, or apache/apache. You'll need to find this information out
for yourself. Next we need to set what TYPE of permissions the web server has over the docuwiki file
system. This can be of: Read, Write, Execute (4, 6, 7 respectively). The last bit (execute) is the one
that you should NEVER provide unless ABSOLUTELY necessary. For directories, the «X» bit is almost
always required HOWEVER the files that live in those directories ALMOST NEVER require the
Executable bit (7) to be enabled. That said, let's move on. As a rule changing into a directory and
setting the file permissions goes as follows:

cd /complete/path/to/docuwiki
chmod 0444 ./*

DONE! :) We just gave ReadOnly permissions to All the files in the docuwiki folder. That was easy,
wasn't it. You will need to determine IN ADVANCE what directories need which perms and which files
need what perms. But to summarize:

chown = Change Owner/Group
chmod = Change/Modify permissions

always lead off with a 0 (zero) when chmodding

4 = read
2 = write
1 = execute

The other numbers have different meanings. But in most cases when setting up web space, those
numbers will not be used/needed. What I've written here should get anyone well on their way to
setting up/understanding how to set up a reasonably secure web space/site.

Best wishes and safe admining. :)
Ecam 4yTO-TO NOLLJIO He TakK

B onpenenéHHbix cMTyaumax Bel MoXxeTe 06HapyXuTb, YTO HEe MOXeTe yAansaTb Uin pefakTUpoBaTh
thannbl, co3paHHble DokuWiki. MocmoTpuTe fixperms.php 419 BO3MOXHOI0O peLueHns npobnemsi.

Kak 3anpeTuTb peaakTUpoBaHue onpenesiéHHbIX CTPaHuy?

OTtBeT B pasgene FAQ
EcTb oBa cnocoba:

1. cnonb3oBaTb CUCKU KOHTPOS AOCTYNa (peKoMeHayeTCs)
2. 3anpeTuTb Be6-cepBepy U3MeHATL onpefeneHHbIn hain, Hanpumep

chmod 644 file.txt
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YbennteTech, 4TO Bbl MOHMMAETE? 4YTO Takoe HAaCTPOMKa NpaB AOCTyNa K halnam n nx
Ba>HOCTb (CM. CTaTblo Be3onacHoOCTb)

1)
NPVMEHUMO TOJIbKO B *nix-cucteMax, npegnonaraeTtcs, 4To Bebcepeep He SBNSETCSA BafesbLeM
hanna
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